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Abstract

Space Internet, which integrates satellite communication networks, aerial networks, terrestrial net-
works, and marine communication networks, has been an emerging architecture and attracted in-
tensive research interest during the past years. In consideration of its cooperation characteristics of
multi-layer networks, open communication environment, and time-varying topologies, Space Inter-
net faces many unprecedented security challenges. We provide a detailed survey of recent research
works on network security issues in Space Internet in the aspects of security threats and defense
countermeasures. To the best of our knowledge, we are the first to present the state-of-the-art of
security for Space Internet, since existing surveys focused either on a certain segment or on several
segments of the integrated network. We first briefly introduce the essential background and the view
of the Space Internet, as well as discuss the related security challenges faced by the emerging in-
tegrated network architecture. Then, we present a comprehensive review of recent research works
concerning network security issues in Space Internet, which we categorize by different research di-
rections. Finally, several future challenges and the respective open research topics are described.

Keywords: space internet; integrated network; security

1 Introduction

With the development of mobile communication technology, especially the advance of the Internet of
Things (IoT) and the commercialization of 5G in many countries around the world, traditional terres-
trial networks can no longer meet the exploding demands on high-speed and reliable network access
at anytime and anywhere on the earth, in consideration of its limited coverage and network capacity.
This has aroused widespread concern in the academia and industry on the air-ground coordination and
the space-air-ground integrated network. In particular, more and more organizations have released their
plans on Space Internet such as the Global Information Grid (GIG), OneWeb, SpaceX, Kuiper, Hongyun,
etc. Thanks to the inherent advantages in terms of large coverage, high throughput, and strong resilience,
Space Internet can be used in lots of practical fields, including in-flight Internet, marine communication,
satellite television, weather forecasting, navigation (GPS) and military communication, environmental
monitoring, space research, and so on.

Following the prosperity of various wireless services provided by satellite communications, the se-
curity issue has raised growing concerns since the Space Internet is susceptible to being eavesdropped
on by illegal adversaries in such a large-scale wireless network, a large number of research works have
been published recently, which separately focused on the architecture of Space Internet, access security,
encryption algorithm, DDoS attack defense technology, routing strategy, etc.

The purpose of this paper is to describe these technological advances in a structured way and to
highlight the main research challenges and open issues. In this direction, Section 2 presents the related
security challenges faced by Space Internet. Subsequently, we describe and classify the latest research
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Figure 1: Architecture of Space Internet

works concerning network security issues in Space Internet in terms of 1) architecture of Space Internet,
2) access security, 3) encryption algorithm, 4) DDoS attack defense technology, and 5) routing strategy

in Section 3. Finally, Section 4 concludes the whole paper.

2 Security threats in Space Internet

In early research, scholars generally believed that the Space Internet has the following two major security
risks due to its node exposure, open channel, high transmission delay, and limited on-board processing

capabilities:

1. Physical damage to infrastructure: Failures in the satellite s own hardware system can para-

lyze network communications. Facilities such as satellites may also be attacked by anti-satellite
weapons, especially in the military field.

Therefore, researchers have proposed satellite anti-destruction technology to improve the anti-
destruction characteristics of satellite infrastructure by optimizing the structure of satellites and
ground base stations [/1]] and multi-station backup [2]].

. Signal interference: the transmission link signal is affected by human or natural electromagnetic
interference. Satellites are vulnerable to malicious electromagnetic signal interference in the com-
plex electromagnetic environment, which may lead the result that normal data transmission are
affected or even interrupted. At present, signal interference technology mainly includes deception
interference and suppression interference. Deceptive jamming technology refers to the jamming
technology that enables users to make wrong judgments through satellite signal forwarding and
simulation forgery [3l4]]. Suppression jamming technology refers to the jamming technology that
the satellite signal is interfered with by high-power noise in the same frequency band, resulting in
the reduction of signal-to-noise ratio, thereby reducing or losing availability [[5H7]].

For deception jamming, it can be defended by authentication and encryption; for the suppression
interference technology, it can be defended by anti-noise channel coding [_8]], anomaly detection
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Table 1: Traditional security countermeasures for Space Internet

security threats countermeasures

Optimizing Satellite and Ground Base Station Structure
Multi-station backup
Anti-noise channel coding
signal interference anomaly detection
multi-path fading

Infrastructure security threat

[9]], and multipath communication [10].

With the continuous growth of the scale, the composition of the Space Internet is more diverse and
heterogeneous, and the operating environment is more complex and dynamic. Therefore, it is also faced
with three-dimensional and comprehensive new security threats. Specifically, Space Internet security
faces three new challenges:

1. Heterogeneity: Covering heterogeneous network nodes, Space Internet is faced with dual security
threats of real physical space and virtual network space.

2. Dynamic change of nodes: Satellites move at high speed in large space-time scales and are exposed
to harsh environments abroad for a long time, resulting in frequent outbound of domestic data and
vulnerable to malicious interference, eavesdropping and attacks by hostile forces.

3. High cost: The high cost of satellite wireless resources and the uneven distribution of satellite
users make it difficult to manage network resources effectively.

In order to cope with new security challenges, many research institutions and scholars have put
forward many opinions and methods on how to improve the security of Space Internet in recent years.

3 Security countermeasures for Space Internet

3.1 Reconstruction of Space Internet architecture

The closure of Space Internet leads to the inability to quickly and timely introduce new communication
and network technologies, and seriously hinders the interoperability of heterogeneous networks, which
makes the safe and reliable Space Internet architecture play a crucial role in Space Internet security. In or-
der to make the Space Internet as an important part of the future space-ground integrated communication
network, researchers have proposed a series of security architectures about the Space Internet.

Aiming at the problem that the traditional protection technology is difficult to adapt to the evolution
of network architecture and the change of attack technology, Ji et al. [11] discussed the application of en-
dogenous security defense technology in space-ground network architecture and key information system,
and creatively put forward the endogenous security mechanism of space-ground integrated information
network based on mimic defense. The endogenous security mechanism of mimic defense is superim-
posed on the network and system level, so as to form an endogenous security space-ground integrated
network security protection architecture, so as to improve the system security of satellite networks in
highly exposed environments.

In [[12]], Li et al. proposed a world network security that integrates security support layer, access
security layer, network security layer, security service layer, security situation warning, unified security
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Table 2: Summary of related works on architecture of Space Internet

Reference Features/Advantages Proposed algorithm/scheme

Provided reference for the building of Discussed the application of

(1] security protection system on endogenous security defense technology
space-ground integration in the world network architecture and
information network with intrinsic security | key information system

(12] Divided space-ground network security Proposed a security architecture to
into four layers protect space-ground network
Suitable for the environment of Proposed a novel net.WO.rk architecture

[13] named space-terrestrial integrated

space-terrestrial integrated situation .. .
p & multi-identifier network(STI-MIN)

management, etc. in response to security threats in satellite networks. Guarantee architecture, design
implementation mechanisms for unified security management and security situation warning, entity au-
thentication and access protection, multi-domain network interconnection security control, password
on-demand service, and dynamic reconfiguration of security services to provide effective support for
satellite network security.

Aiming at the inherent deficiencies of current Space Internet in terms of service quality, security and
mobility, Wei et al. [[13]] proposed a world-ground integrated multi-identity network architecture. The
system’s endogenous security mechanism includes three aspects. : Trusted computing active immune
security technology for consortium chain, trust-embedded identity authentication mechanism and multi-
identity network intelligent threat perception.

3.2 Access security

The channel openness and node exposure of the Space Internet allow attackers to use this security prob-
lem to forge or impersonate legitimate nodes to attack the Space Internet, thereby eavesdropping, inter-
cepting, and tampering with network communications. Finally attackers can achieve deception, inter-
ference and suppression to satellite-to-ground/inter-satellite communication. In this case, Space Internet
urgently need secure and credible identity authentication. At the same time, due to the dynamic changes
of the relative positions of Space Internet nodes, there are frequent handovers between nodes and ground
base stations, which makes Space Internets have cross-domain and cross-network communication secu-
rity access and authentication problems. Many researchers have proposed a series of safe and effective
solutions to the problems of identity authentication and secure access in the Space Internets.

In [|[14]], Xue et al. proposed a token-based two-way authentication scheme for the problem of roam-
ing authentication in Space Internets. This scheme uses a token mechanism based on a one-way accu-
mulator to perform user access Control and use Bloom Filter to revoke malicious users to protect the
safety and reliability of the network. Based on the difficult problem of decomposition of large integers,
this scheme proves that the attacker cannot forge the known FLEO identity. In addition, it can realize
anti-replay attack, anti-man-in-the-middle attack, key negotiation, and privacy protection. The delay is
only 23.074ms.

In 15[, Xue et al. proposed a security authentication enhancement scheme suitable for seamless
handover and cross-domain roaming scenarios in the world-ground integrated network for the problem of
link switching and user cross-domain roaming in Space Internets. Based on the combination of security
credentials and hash chains, the scheme realizes the two-way fast authentication between the user and
the visited domain. At the same time, two seamless switching mechanisms are proposed to ensure the
continuity of user communication.
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Aiming at the risk of hijacking the wireless link in the Space Internet, leading to the problem of
identity tracking, counterfeiting, and deception, Xu et al. [[16] proposed an anti-tracking trusted identity
anonymous authentication mechanism to achieve identity anonymity, forward secrecy, two-way authen-
tication, and secure link negotiation. Through the hash function and part of the previous block in the
private chain, the mechanism constructs a unique trusted identity. It is tamper-proof and easy to prove.
Besides, there is no need to maintain the mapping relationship in this mechanism. Moreover, the storage
is lightweight and the query is efficient. At the same time, to solve the problem of the extra cost of
re-authentication caused by the dynamic change of the topology, a cross-domain dynamic authentication
method based on identity trust transfer is proposed to improve the authentication interoperability and sim-
plify the frequent authentication process. A multi-party trust model is proposed, which builds an identity
mutual trust network in a trusted domain through a three-party basic trust transfer. The cross-domain
access entity dynamically switches between broadcast-based identity trust delivery and active identity
trust delivery to achieve cross-domain two-way authentication based on identity trust and simplify the
frequent re-authentication process.

In [17]], Xue et al. proposed a new authentication system model and IoT authentication protocol. In
this solution, the user and the satellite access point (SAP) perform mutual authentication. The authenti-
cation scheme based on this system model reduces the delay in implementing the authentication process,
improves the QoS during handover, and can realize batch handover authentication when a group of users
all together switches to another satellite.

Aiming at the privacy leakage or unbearable identity verification delay in the existing roaming au-
thentication schemes and the security problems caused by the vulnerability of SIN, Yang et al. [[18]
designed an anoymous fast roaming authentication scheme for SIN(Space Information Network), which
improves the authentication speed through the pre-negotiation mechanism. In the scheme, group signa-
tures are used to provide anonymity for roaming users. It is assumed that the satellite’s computing power
is limited, so that it has a defined authentication function, to avoid the real-time participation of the home
network control center when authenticating roaming users.

Aiming at the low efficiency and slow response speed of traditional network resource allocation and
service scheduling optimization methods under the complex and dynamic network environment of Space
Internets, Shen et al. [[19]] proposed network control, resource allocation, network access selection and
mobile cache update technologies based on reinforcement learning. The distributed architecture in this
solution can seamlessly match heterogeneous network slices, and configure local control intelligence for
each slice or even specific network nodes, thereby reducing control signaling bottlenecks and response
time. Besides, it optimizes low-orbit Space Internet access and switching mechanisms and can customize
dynamic resource allocation strategies. This solution provides a way to learn about unknown network
environments based on “observation and trial and error” without pre-setting any prior model. It takes
full advantage of mobile edge storage to achieve the purpose of all-weather seamless content services.
At the same time, the solution can greatly reduces the content transmission of the backbone network and
provide a security guarantee for the frequent switching and access of the Space Internet.

3.3 Encryption algorithm design

The current ground communication protocols and the cryptographic technologies involved often require
the use of public key infrastructure. If the ground scheme is directly applied to the Space Internet, huge
communication overhead will be generated, which will lead to network performance degradation [[16].
Therefore, for Space Internet nodes with limited resources, researchers have proposed some lightweight
cryptographic algorithms to improve computing efficiency and reduce time overhead and computing
burden on the basis of ensuring encryption strength.

In [16], Xu et al. proposed a lightweight identity-based cryptographic algorithm that adapts to the



Network Security issues in Space Internet C. Gong, T. Liu

Table 3: Summary of related works on access security of Space Internet
Reference Features/Advantages Proposed algorithm/scheme
Guaranteed the security of roaming
authentication and significantly
reduced the calculation and Proposed a two-way token-based
communication overhead of the roaming authentication scheme
authentication and
key negotiation process

(14]

Proposed a secure authentication
enhancement scheme for seamless
handover and roaming in

space information network

Provided essential security
[[15] properties and achieved
reasonable accounting

Realized identity anonymity,

forward secrecy, Designed a reliable identity

[16] L anonymity authentication mechanism

mutual authentication, . .

. . against tracing

and secure link negotiation

Reduced long authentication delay Designed a secure and efficient access

and avoided a single point of and handover authentication protocol
(17] )

bottleneck for Internet of Things

in the network control center in Space Information Networks

. . . Designed an anonymous and fast roamin

Provided the required security features & . Y £

(18] authentication scheme

and a small authentication delay for the Space Information Network

Showed the method of applying
deep RL(DRL) for the intelligent
access network selection in the
space-air-ground integrated networks

Proposed the reinforcement learning(RL)
[19] framework in the
space-air-ground integrated networks

Table 4: Summary of related works on encryption algorithm design of Space Internet

Reference Features/Advantages Proposed algorithm/scheme
116] Suitable for limited Proposed a lightweight identity-based
communication resources cryptographic algorithm

High security level and tolerance to Proposed an efficient image encryption

[120] ) method based on chaotic maps and
Single Event Upsets (SEU) the Advanced Encryption Stzli)ndard (AES)
Good performance in terms of
high level of security, Proposed a novel satellite image

[[21] large enough key-space, encryption algorithm based on

tolerance to Single Event Upsets (SEU) | hyperchaotic systems and Josephus problem
as well as low time complexity
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integrated network of heaven and earth, which includes the initialization of the domain parameters of the
bilinear pairing on the elliptic curve, based on the trusted identity The private key generation algorithm,
two-line encryption and decryption algorithm, two-line signature and verification algorithm are used to
ensure confidentiality and availability through the above-designed algorithm. The reliability and security
of the algorithm are formally proved. At the same time, three IBOOE algorithms are compared through
experiments, which proves that each stage of the proposed algorithm has higher performance and lower
resource overhead.

In [20], Youcef Bentoutou et al. proposed a new satellite image encryption algorithm, which com-
bines the CTR mode of AES and chaotic cryptography, and uses 2D-LAS Map as a chaotic selector to
distribute chaotically the location of the ciphertext block and the key to improve security. Through the
analysis of the key space, information entropy, local Shannon entropy, correlation coefficient and other
indicators of the algorithm, it is proved that the cryptographic algorithm can resist exhaustive, selected
plaintext, known plaintext attacks and differential attacks, and can effectively tolerate single event dis-
turbance ( Single Event Upsets, SEU). At the same time, the author has deployed the algorithm on the
FPGA board, which further proves that the proposed algorithm is more efficient and less computationally
expensive, and can be effectively applied to low-orbit satellites.

In [21]], M. Naim et al. proposed a new type of satellite image encryption algorithm based on lin-
ear feedback shift register generator, SHA-512, hyperchaotic system and Josephs problem. The use of
hyperchaotic systems is to obtain a better diffusion process. The Josephus problem can improve the
security level of the cryptosystem during the obfuscation process without losing the advantages of the
hyperchaotic system. Experimental and analysis results show that the algorithm has high security, has a
large enough key space, has a high tolerance for SEU, and can complete satellite image encryption with
low time complexity.

3.4 DDoS attack defense strategy

Due to the limitation of bandwidth resources, Space Internets are more likely to become victims of DDoS
attacks than terrestrial networks. Resource-constrained satellite nodes have a low tolerance for DDoS
attacks. Attacks can use high-throughput DDoS attacks to quickly exhaust the resources of the Space
Internet, thereby paralyzing regional services. Therefore, researchers have proposed various solutions to
detect and prevent or mitigate various DDoS attacks, some of which focus on the use of deep learning
solutions to distinguish between normal traffic and malicious traffic.

In [22]], Shaaban A R et al. believed that the mission control center is responsible for controlling the
operation of satellites and spacecraft, so the mission control center network must maintain availability
and be able to resist DDoS attacks. The paper proposes to use convolutional neural networks to classify
correct traffic and malicious traffic. Part of the traffic information is captured by Wireshark in the mission
control center network to simulate the attack status and normal status, and the other part comes from the
open source data set NSL KDD. In the end, the detection success rate of the model proposed in the article
reached 99

In [23]], Usman M et al. proposed a DDoS mitigation technology, which can be used on the ground
base station side of Space Internets. The author simulated the Ping flooding attack in the Space Internet
and proved that the proposed solution can proactively prevent DoS and DDoS attacks. In the plan, the
Space Internet will be continuously monitored and the average number of ICMP echo requests flowing
through the ground base station network will be observed. If the number of requests starts to deviate from
the observed average, precautions will be taken to block these requests in the network operations center.
The simulation results show that the solution can easily mitigate DDoS attacks without placing too much
burden on entities in the Space Internet in terms of communication and data processing capabilities.

In [24], Li et al. carried out research on the intrusion detection system (Network Intrusion Detection
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Figure 2: DDoS attacks on wireless communication networks in Space Internet

Systems, NIDS) in the satellite-ground integrated network, and proposed a distributed NIDS based on
federated learning and a Space Internet topology Optimize the algorithm and implement it based on
the Linux system. The NIDS analyzes and prevents malicious attacks, especially DDoS attacks, by
reasonably allocating resources from various domains. In the simulation, the author set up 40 nodes
and randomly launched DDoS attacks on these nodes to evaluate the performance of the model. The
experimental simulation results show that compared with the traditional method, the distributed NIDS
using FL has a higher rate of malicious traffic recognition. Lower packet loss rate and lower CPU
utilization.

3.5 Routing strategy

The inter-satellite link is relatively complicated, and the satellite nodes are susceptible to failure due to
the complex space environment. Traditional routing protocols such as RIP and OSRF will cause exces-
sive routing control messages and high message exchange frequency if they run in a Space Internet. The
slow convergence of the route makes the satellite node paralyzed [25]], and it is more likely to be coveted
by attackers. Therefore, a new routing protocol must be proposed in accordance with the characteristics
of the Space Internet. On the other hand, if a satellite fails, it will not only invalidate the route through
it, but also affect the service in the geographical area covered by its movement. Therefore, the real-time
monitoring capability of Space Internet link failures, effective redundancy and fault tolerance, appropri-
ate routing capability, and rapid failure recovery capability are also the focus of Space Internet security
research.

In [25]], Li et al. proposed a dynamic routing protocol with security mechanism, which integrated
the static configuration and dynamic configuration strategy of the satellite to realize the dynamic adjust-
ment of the routing, and introduced the reputation value measurement of the satellite node. Enables the
network to detect and respond to internal and external malicious attacks. The author proves through ex-
periments that the proposed protocol can deal with network failures well and establish a suitable backup
path, which has a low impact on network throughput. In terms of security, the protocol can resist routing
table overflow attacks and black hole attacks. When an attack occurs, the protocol can quickly shield
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Table 5: Summary of related works on routing strategy of Space Internet

Reference Features/Advantages Proposed algorithm/scheme
Added the security mechanism Proposed a security
[25] . .
based on the credence model routing algorithm
Greatly reduced the route Designed an inter-satellite
[126] convergence time and the amount | secure routing protocol,
of protocol control messages called Sat-OSPF.

Reduced the capital expenditures
and operational expenditures,
and improved the interoperability
of satellite network devices

Presented a new software-defined
architecture for next-generation
satellite networks, called SoftSpace

[27]

malicious nodes and has good security performance.

In [26], Zhou et al. proposed a protocol design for inter-satellite secure routing-based on the pre-
dictable topology of the Space Internet inter-satellite routing protocol Sat-OSRF, which uses the pre-
dictable and changing periodicity of the Space Internet The advantage avoids the disadvantage of tradi-
tional OSRF that uses a large number of messages to describe network topology changes. Because the
satellite’s trajectory will be extracted and planned before launch, it can predict and actively respond to
network topology changes. Simulation shows that this scheme can greatly reduce the cost of routing con-
trol messages and speed up routing convergence. The author also proposes an ECC-based certificateless
signature security enhancement solution to solve the security threats faced by the Sat-OSRF protocol.
The solution ensures the authenticity of the routing node identity and the authenticity of the protocol
message, and avoids Sat-OSRF. Subject to malicious attacks, experiments also show that the security
enhancement scheme has a small impact on the routing convergence speed.

In [27]], Xu et al. proposed a new software-defined architecture for the next-generation Space Internet,
which the author called SoftSpace. In SoftSpace, network function virtualization and software-defined
radio methods are used to promote the integration of new applications, services and satellite communi-
cation technologies. This can not only reduce capital expenditures and operating expenditures, but also
seamlessly integrate Space Internets with terrestrial networks, and can improve the interoperability of
Space Internet equipment. This paper also proposes a hybrid failure recovery mechanism for SoftSpace,
which combines the advantages of active failure recovery mechanism and passive response mechanism,
reduces failure recovery time, and ensures the best recovery path. Specifically, in the design of the failure
scheme in this paper, the working path and the recovery path are calculated by the network controller and
installed in the Software-defined LEO satellite at the same time, so that the network controller performs
routing when a failure occurs.

4 Conclusion

Based on the analysis of the security threats faced by Space Internet and traditional protection technology,
this paper analyzes and sorts out the research directions and technical ideas of existing security protection
methods for new security challenges. Overall, the Space Internet will enter a period of rapid development.
The security of Space Internet will develop towards endogenous security and unified control.

In the direction of endogenous security, the traditional TCP/IP system is not friendly to the Space
Internet system with rapidly changing topology and severely limited on-board processing capacity. The
research on the endogenous security mechanism of binding the real identity information of individuals,
organizations and equipment owners with network communication identification is a breakthrough di-
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rection. In terms of unified management and control, the Space Internet will break the separation and
irrelevant status of traditional satellite operation control, measurement and control, network manage-
ment and network application, and adopt unified security mechanism and security policy standards to lay
a solid foundation for building a unified security management and control mechanism between heaven
and earth.
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