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Abstract

Abdalla et al.[1, 2] proposed a transform of an anonymous IBE (A-IBE) scheme to a PEKS(Public
key encryption with keyword search) scheme. Boneh et al. proposed a transform of a PEKS scheme
to an A-IBE scheme for only one-bit message. Rhee et al.[3] proposed a transform for constructing
an A-IBE scheme for polynomially many-bit message by using a PEKS scheme. They firstly defined
a multiple PEKS (mPEKS) scheme and showed that a mPEKS scheme can be constructed from a
PEKS scheme. In this paper, we formally prove that if a PEKS scheme is confidential, so is the
resulting mPEKS scheme. We then provide a transform from a mPEKS scheme to an A-IBE scheme
for a polynomially many-bit message.

Keywords: Public key encryption with keyword search, Searchable encryption, Anonymous
identity-based encryption, Formal Proof.

1 Introduction

An identity-based encryption (IBE) scheme is a public-key encryption scheme in which the public-key
of a user is an identity of the user. Recently, there has been much interest in anonymous IBE (A-IBE)
schemes with increasing applicability in various privacy preserving settings such as private broadcast
encryption, encrypted email system and hidden credentials [4, 2, 5, 6, 7, 8, 9]. (An IBE scheme is said to
be anonymous if a ciphertext does not reveal the identity of the intended recipient.) A study of identify-
ing the relationships among cryptographic primitives greatly clarifies our understanding of the primitives
themselves and is considered to be one of the promising approaches in cryptography. Once the rela-
tionship between two primitives is identified, a secure and customized primitive can be inexpensively
constructed by exploiting the relationship and utilizing firm results of the other primitive.

Along the line of the approach above, an effort to identify the relation between A-IBE and PEKS has
been continued. A PEKS is a variant of searchable encryption which provides a privacy of data and a
retrievability on encrypted data. Prior results have shown that a PEKS scheme can be constructed from
any A-IBE scheme [1, 2] and an A-IBE scheme for one-bit message can be constructed from any PEKS
scheme [2]. Rhee et al. [3] proposed a transform for constructing an A-IBE scheme for polynomially
many-bit message by using a PEKS scheme. They firstly defined a multiple PEKS (mPEKS) scheme and
showed that a mPEKS scheme can be constructed from a PEKS scheme. This is the full version of [3].
Based on these results, the construction of an A-IBE scheme has been considered to be harder and more
challenging than the construction of a PEKS scheme.
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The notion of PEKS firstly was suggested by Boneh et al. [2] and has received a lot of attention in
the field of searchable encryption [10, 11, 12, 13]. A PEKS scheme enables an email server to correctly
test whether or not a given keyword ndis present in an encrypted email without revealing any information
on the email. In PEKS, a sender generates a PEKS ciphertext CTw of a keyword w uer the public key
of a receiver and sends the PEKS ciphertext CTw along with an encrypted email message to a server. To
retrieve from the server the email messages containing a keyword w′, a receiver provides the server with
a trapdoor Tw′ (generated under the receiver’s secret key). The server then runs a test function with CTw

and Tw′ to identify whether or not w =w′, and forwards the corresponding email messages to the receiver.

Shamir [14] firstly introduced the concept of IBE. An IBE scheme is a public-key encryption in which
a public key is a public identifier (i.e. a user’s email address). In set-up, a trusted third party, called the
Private Key Generator (PKG), generates master public/secret keys. To send a message, a sender encrypts
the message by using the master public key and the identifier ID of a intended recipient. To decrypt the
message, the recipient obtains the private key dID corresponding ID from the PKG.

1.1 Contribution

Rhee et al. [3] showed that an A-IBE scheme for a polynomially many-bit message can be constructed
from any PEKS scheme. They first defined a multiple PEKS (mPEKS) scheme, which encrypts multi-
ple keywords instead of one keyword with the same public key, and proved that a confidential mPEKS
scheme can be derived from any confidential PEKS scheme. Next, they provided a transform of a con-
fidential mPEKS scheme to an anonymous IBE scheme for a polynomially many-bit message. In this
paper, we give all security proofs which were omitted in the Proceedings version [3] due to the page
limitation. See Section “Security Proofs” for details. We formally prove that (1) if a PEKS scheme is
IND-CPA then the resulting IBE scheme is ANO-CPA and IND-CPA (2) if a PEKS scheme provides con-
sistency (which requires that email messages should be correctly routed) then the A-IBE scheme satisfies
a correctness (which requires that the result of decrypting of any valid ciphertext should be an original
message). To verify the correctness of the resulting A-IBE scheme, we newly define a computational
relaxation of the notion of correctness as the same manner in [1].

1.2 Paper Organization.

The remainder of this paper is organized as follows. We review several primitives that are necessary for
our transforms, such as the IBE and PEKS schemes in Section 2. In Section 3, we define a multiple PEKS
(mPEKS) scheme and its security model. We then a confidential mPEKS scheme can be constructed from
a confidential PEKS scheme. In Section 4, we review a transform of a confidential mPEKS scheme to a
A-PEKS scheme proposed by Rhee et al. [3]. Finally, Section 5 concludes the paper.

2 Preliminaries

2.1 Identity-Based Encryption

We follow the definition of identity-based encryption (IBE) defined by Boneh and Franklin [15]. Let the
message space be denoted by M , the ciphertext space by C , and the identity space by I D . An IBE
scheme IBE = (Setup,Extract,Encrypt,Decrypt) consists of four algorithms as follows.
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• Setup(k) takes as input a security parameter k, and outputs public parameters PP and a master secret
key msk.

• Extract(msk, ID) takes as input a master secret key msk and an identity ID ∈I D . It outputs a private
key dID corresponding to an identity ID.

• Encrypt(PP, ID,M) takes as input PP, ID, and M ∈M where M is a finite message space. It outputs
a ciphertext C.

• Decrypt(C,dID) takes as input C ∈ C and a private key dID, where C is a ciphertext space. It outputs
either M ∈M or a symbol ⊥ indicating failure.

Correctness. For all ID ∈I D , all M ∈M , if C is the output of Encrypt with input (PP, ID,M) and dID
is a valid private-key about ID, then M is the result of applying Decrypt with input (C,dID). That is, for
the given PP we have

Pr[Decrypt(Encrypt(PP, ID,M),dID) = M] = 1− ε(k),

where ε(k) is a negligible function.

2.2 Security for A-IBE

Let IBE = (Setup,Extract,Encrypt,Decrypt) be an IBE scheme and A be an adversary. The con-
fidentiality (IND-CPA-security) and anonymity (ANO-CPA-security) of IBE scheme against adaptive
chosen-plaintext attacks follows [16, 1], as shown in Table 1. The oracle Extract(·) is defined as: when
ID is queried by A

SetID← SetID∪{ID} ; Return dID← KeyDer(msk, ID).

The advantage of A in the corresponding experiment as

Advibe-ind-cpa
IBE,A (k) = Pr[Expibe-ind-cpa-1

IBE,A (k) = 1]−Pr[Expibe-ind-cpa-0
IBE,A (k) = 1] ,

Advibe-ano-cpa
IBE,A (k) = Pr[Expibe-ano-cpa-1

IBE,A (k) = 1]−Pr[Expibe-ano-cpa-0
IBE,A (k) = 1] .

Definition 1. We say that an IBE is IND-CPA-secure (resp., ANO-CPA-secure) if for any probabilis-
tic polynomial-time (PTT) adversary A attacking IBE scheme the advantage Advibe-ind-cpa

IBE,A (k) (resp.,

Advibe-ano-cpa
IBE,A (k)) is negligible.

2.3 Public-Key encryption with Keyword Search

A public key encryption with keyword search (PEKS) scheme [2] PEKS = (KG, PEKS, Td, Test)
defined by Boneh et al. consists of four polynomial time randomized algorithms as follows.

• KG(k) takes as input a security parameter k, and outputs a pair of public and private keys (PK,SK).

• PEKS(PK,w) takes as input the public key PK and a keyword w ∈K W , where K W is a keyword
space. It returns a ciphertext CT.
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Exp
ibe-ind-cpa-b

IBE,A (k) Exp
ibe-ano-cpa-b

IBE,A (k)
SetID← /0; (PP,msk)← Setup(k) SetID← /0; (PP,msk)← Setup(k)
(ID,M0,M1,s)←A

Extract(·)
(find,PP) (ID0, ID1,M,s)←A

Extract(·)
(find,PP)

if {M0,M1}* M then return 0 if {M}* M then return 0
b←{0,1}; C← Encrypt(PP, ID,Mb) b←{0,1}; C← Encrypt(PP, IDb,M)

b′←A Extract(·)(guess,C,s) b′←A Extract(·)(guess,C,s)
if ID /∈ SetID and |M0|= |M1| if {ID0, ID1}∩SetID = /0
then return b′ else return 0 then return b′ else return 0

Table 1: The confidentiality (IND-CPA) and the anonymity (ANO-CPA) of IBE

• Td(SK,w) takes as input the secret key SK and a keyword w. It returns a trapdoor Tw.

• Test(CT,Tw′) takes as input a ciphertext CT and a trapdoor Tw. It outputs ‘1’ if w = w′ and ‘0’
otherwise, where CT = PEKS(PK,w) and Tw′ ← Td(SK,w′).

Correctness. For all w ∈K W , CT← PEKS(PK,w), and Tw← Td(SK,w), then Test(CT,Tw) always
accepts. That is, for all w ∈K W we have

Pr[Test(Td(SK,w),PEKS(PK,w)) = 1] = 1− ε(k),

where the probability is taken over the choice of (PK,SK)←KG(k) and ε(k) is a negligible function.

2.4 Security for PEKS

A PEKS system [1, 2] requires a confidentiality (IND-CPA security), it should be infeasible for an ad-
versary to decide which keyword is used in generating the ciphertext, and a consistency, email messages
should be correctly routed. Let PEKS = (KG, PEKS, Td, Test) be a PEKS scheme and let A be a PPT
adversary. We review a confidentiality and a computational consistency for PEKS scheme as follows.

Confidentiality of PEKS. The confidentiality (IND-CAP-secure) for a PEKS scheme was defined using
an experiment in the Table 2 [1, 2].

The advantage of A is defined as follows.

Advpeks-ind-cpa
PEKS, A (k) = Pr[Exppeks-ind-cpa-1

PEKS,A (k) = 1]−Pr[Exppeks-ind-cpa-0
PEKS,A (k) = 1] .

Definition 2. We say that a PEKS is IND-CPA-secure if for any PPT adversary A attacking PEKS
scheme the advantage Advpeks-ind-cpa

PEKS, A (k) is negligible.

Consistency of PEKS. In [1], Abdalla et al. defined a computational consistency for PEKS scheme.
Suppose there exists an adversary A that wants to make consistency fail. A computational consistency
for a mPEKS scheme is defined using an experiment in the Table 3.

The advantage of A is defined as follows.

Advpeks-cons
PEKS,A (k) = Pr[Exppeks-cons

PEKS,A (k) = 1],
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Exppeks-ind-cpa-b
PEKS, A (k) Oracle Td(w)

SetTrap← /0 SetTrap← SetTrap(k)∪{w}
(PK,SK)←KG(k) Tw← Td(SK,w)
(w0,w1,s)←A Td(·)(PK) Return Tw

b←{0,1} ; CT← PEKS(find,PK,wb)

b′←A Td(·)(guess,CT,s)
If {w0,w1}∩SetTrap(k) = /0
then return b′ else return 0

Table 2: The security(IND-CPA) of PEKS.

Exppeks-cons
PEKS,A (k)

(PK,SK)←KG(k)
(w,w′)←A (PK)
CT← PEKS(PK,w) ; Tw′ ← Td(SK,w′)
If w 6= w′ and Test(CT,Tw′) = 1 then return 1 else return 0

Table 3: Computational Consistency of PEKS.

where the probability is taken over all possible coin flips of all the algorithms involved.

Definition 3. We say that a PEKS is “computationally consistent” if for any PPT adversary A attacking
PEKS scheme the advantage Advpeks-cons

PEKS,A (k) is negligible.

3 Multiple PEKS

In this section, we firstly define a notion of multiple PEKS (mPEKS) and the security for mPEKS. We
then prove that any PEKS scheme having an IND-CPA security is secure even when used to encrypt
multiple messages.

3.1 Definition of Multiple PEKS

A multiple public key encryption with keyword search (mPEKS) scheme mPEKS = (KG, mPEKS, Td,
mTest) for encrypting multiple keywords is as follows.

• KG(k) takes as input a security parameter k and outputs a pair of public and private keys (PK,SK).

• mPEKS(PK,−→w ) takes as input the public key PK and a vector of keywords −→w = (w1, ...,wt). For
every i (1≤ i≤ t), it computes ci = PEKS(PK,wi) and returns a ciphertext CT= [c1, ...,ct ] of −→w .

• Td(SK,wi) takes as inputs the secret key SK and a keyword wi. It computes Twi = Td(PK,wi).

• mTest(CT,T−→w ) takes as inputs a ciphertext CT = [c1, ...,ct ] and a vector of trapdoors T−→w =
[Tw1 , ...,Twt ]. For every i (1≤ i≤ t), it computes resi = Test(ci,Twi) and outputs [res1, ...,rest ].

Correctness. For all vector of t keywords −→w = (w1, ...,wt) ∈K W t , CT← mPEKS(PK,−→w ), Twi ←
Td(PK,wi), and let a vector of trapdoors T−→w = [Tw1 , ...,Twt ], then mTest(CT,T−→w ) always outputs

−→
1 .
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Expmpeks-ind-cpa-b
mPEKS, A (k) Oracle Td(w)

SetTrap← /0 SetTrap← SetTrap(k)∪{w}
(PK,SK)←KG(k) Tw← Td(SK,w)
(−→w 0,

−→w 1,s)←A Td(·)(PK) (|−→w 0|= |−→w 1|= t(k)) Return Tw

b←{0,1} ; CT←mPEKS(find,PK,−→w b)

b′←A Td(·)(guess,CT,s)
If {w j

0,w
j
1 | j ∈ D}∩SetTrap(k) = /0

then return b′ else return 0

Table 4: IND-CPA-Security of mPEKS.

That is, for all −→w = (w1, ...,wt) ∈ (K W )t we have

Pr[mTest(mPEKS(PK,(w1, ...,wt)), [Td(SK,w1), ...,Td(SK,wt)]) =
−→
1 ] = 1− ε(k),

where the probability is taken over the choice of (PK,SK)←KG(k) and ε(k) is a negligible function.

3.2 Security for mPEKS

In this subsection, we firstly define a confidentiality and a computational consistency for mPEKS. Let
mPEKS = (KG, mPEKS, Td, mTest) be a mPEKS scheme and A be a PPT adversary. We suppose
that −→w 0 = (w1

0, ...,w
t
0) and −→w 1 = (w1

1, ...,w
t
1) are vectors of t(k) keywords. We let that D = { j | w j

0 6=
w j

1 , 1≤ j ≤ t}.

The definitions of securities are as follows.

Confidentiality of mPEKS. The confidentiality (IND-CAP-secure) for a mPEKS scheme is defined
using an experiment in the Table 4. The advantage of A is defined as follows.

Advmpeks-ind-cpa
mPEKS, A (k) = Pr[Expmpeks-ind-cpa-1

mPEKS,A (k) = 1]−Pr[Expmpeks-ind-cpa-0
mPEKS,A (k) = 1] .

Definition 4. We say that a mPEKS scheme mPEKS is IND-CPA-secure if for any PPT adversary A

attacking mPEKS scheme the advantage Advmpeks-ind-cpa
mPEKS, A (k) is negligible.

Consistency of mPEKS. Suppose there exists an adversary A that wants to make consistency fail. A
computational consistency for a mPEKS scheme is defined using an experiment in the Table 5.

The advantage of A is defined as follows.

Advmpeks-cons
mPEKS,A (k) = Pr[Expmpeks-cons

mPEKS,A (k) = 1],

where the probability is taken over all possible coin flips of all the algorithms involved.

Definition 5. We say that a mPEKS is “computationally consistent” if for any PPT adversary A attack-
ing mPEKS scheme the advantage Advmpeks-cons

mPEKS,A (k) is negligible.
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Expmpeks-cons
mPEKS,A (k)

(PK,SK)←KG(k)
(−→w 0 = (w1

0, ...,w
t
0),
−→w 1 = (w1

1, ...,w
t
1))←A (PK)

CT← PEKS(PK,w j) ; Tw′j ← Td(SK,w′j)
If there exists j ∈ {1, ..., t} such that w j 6= w′j and Test(CT,Tw′j) = 1
then return 1 else return 0

Table 5: Computational Consistency of mPEKS.

3.3 Relation between PEKS and mPEKS

We show here that, if a PEKS scheme PEKS is IND-CPA-secure, then a multiple PEKS scheme mPEKS
is IND-CPA-secure. To prove this, we consider the following hybrid games which differs on what chal-
lenge ciphertext CTi is given by the challenger to the adversary.

CT0 = (PEKS(PK,w1
1),PEKS(PK,w2

1), ...,PEKS(PK,wi
1)), ...,PEKS(PK,wt

1))

CT1 = (PEKS(PK,w1
0),PEKS(PK,w2

1), ...,PEKS(PK,wi
1), ...,PEKS(PK,wt

1))

...
...

CTi = (PEKS(PK,w1
0), ...,PEKS(PK,wi

0),PEKS(PK,wi+1
1 ), ...,PEKS(PK,wt

1))

CTi+1 = (PEKS(PK,w1
0), ...,PEKS(PK,wi+1

0 ),PEKS(PK,wi+2
0 ), ...,PEKS(PK,wt

1))

...
...

CTt = (PEKS(PK,w1
0), ...,PEKS(PK,wi

0), ...,PEKS(PK,wt−1
0 ),PEKS(PK,wt

0)).

CT0 is the challenge ciphertext given to the adversary when b = 0 is chosen and CTt is the challenge
ciphertext given to the adversary when b = 1 is chosen. Since the above PEKS ciphertexts are always
performed using independent random coins, and so the above one actually represents a distribution over
vectors containing t PEKS ciphertexts. We show that no polynomially-bounded adversary is able to
distinguish between CT0 and CTt by proving that CTi and CTi+1 (1 ≤ i ≤ t− 1) are computationally
indistinguishable. We note that the proof idea follows from the work of Katz and Lindell [17].

Theorem 1. If PEKS is IND-CPA-secure, then mPEKS is IND-CPA-secure.

Proof. Since the following theorem had been proven in [3], we will omit the detail proof.

4 Relation between mPEKS and A-IBE

We investigate the relation between PEKS and A-IBE scheme. In [1], Abdalla et al. provided a transform
of an A-IBE scheme for only one-bit message from a confidential and consistent PEKS scheme. The
transform mpeks-2-ibe proposed by Rhee et al. [3] is as follows.

• Setup(k): This algorithm runs KG(k) to obtain (PK,SK). The public parameter is PP= PK and the
master secret key is mk= SK. It outputs (PP,mk) = (PK,SK).

• Extract(mk, ID): Let ID ∈I D be a set of identities. To generate a private key dID = T(1‖ID) of ID, the
key extraction algorithm runs T(1‖ID)← Td(SK,1‖ID). The private key is dID = T(1‖ID).
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Expibe-correct
IBE,A (k)

(PP,msk)← Setup(k)
(R,R′, ID)←A (PP) (|R|= |R′|= t(k))
C← Encrypt(PP, ID,R) ; dID← Extract(msk, ID)
If R 6= R′ and Decrypt(C,dID) = R′ then return 1 else return 0

Table 6: Computational Correctness of IBE. Here, I D is a set of identities and ID ∈ I D and R,R′ ∈
{0,1}t(k) ⊆M are binary messages.

• Encrypt(PP, ID,M): To encrypt a message M = (m1, ...,mt)∈ {0,1}t(with t = |M|) under the identity
ID, this algorithm first sets −→w = (w1, ...,wt) and runs CT← mPEKS(PP,−→w ) to obtain a PEKS
ciphertext CT. Here, the t-bit message M = (m1, ...,mt) is mapped to the vector of keywords
−→w = (w1, ...,wt) as follows. For i ∈ {1, ..., t}, if mi = 1 then sets wi = (1‖ID); otherwise, sets
wi = (0‖ID).

• Decrypt(CT,dID): To decrypt CT with a private key dID, this algorithm sets
−→
d ID = (dID, ...,dID) and

runs (m1, ...,mt)←mTest(CT,
−→
d ID) to obtain a message (m1, ...,mt).

When assuming the ciphertext is well-formed, the correctness of the resulting IBE scheme in our trans-
form is verified in the following subsection. To verify the correctness of the resulting IBE scheme in our
transform, we define a correctness of IBE scheme using an experiment in the Table 6 as follows.

Correctness of IBE. Suppose there exists an adversary A that wants to make correctness fail. A cor-
rectness for an IBE scheme is defined using an experiment in the Table 6.

The advantage of A is defined as follows.

Advibe-correct
IBE,A (k) = Pr[Expibe-correct

IBE,A (k) = 1],

where the probability is taken over all possible coin flips of all the algorithms involved.

Definition 6. We say that an IBE satisfies “computationally correctness” if for any PPT adversary A
attacking IBE scheme the advantage Advibe-correct

IBE,A (k) is negligible.

4.1 Security Proofs

Let mPEKS be a mPEKS scheme and let IBE be an IBE scheme derived from mPEKS via a new
transform mpeks-2-ibe. We now show that (1) the confidentiality (IND-CPA) and the anonymity (ANO-
CPA) of an IBE scheme can be derived from the confidentiality (IND-CPA) of the mPEKS scheme via
our transform mpeks-2-ibe and (2) a correctness of IBE scheme is given from a consistency of mPEKS
scheme.

Theorem 2. If mPEKS is IND-CPA-secure, then IBE is ANO-CPA-secure.

Proof. Let A be any PPT adversary attacking the correctness of IBE. We construct an algorithm B that
uses A to attack the IND-CPA-security in mPEKS. Let C denote a challenger against B. C begins by
supplying B with the public key PK of mPEKS and B forwards PK (as the public parameter PP) to A .
B mounts an IND-CPA attack on mPEKS by interacting with A as follows.
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- On an extraction query ID, B makes a trapdoor query with a keyword w = (1‖ID) to C . Upon
receiving a corresponding trapdoor Tw (= dID) from C , B gives the private key Tw (= dID) to A .

- On a challenge query (ID∗0, ID
∗
1,M

∗), B computes the followings. Suppose that a message M∗ =
(m1, ...,mt) is a t-bit non-zero binary string. B sets −→w 0 = (w0

0, ...,w
t
0) and −→w 1 = (w0

1, ...,w
t
1) as

follows. For any i ∈ {1, ..., t}, if mi = 1 then B sets wi
0 = (1‖ID∗0) and wi

1 = (1‖ID∗1). Otherwise,
B sets wi

0 = (1‖ID∗1) and wi
1 = (1‖ID∗0). B gives a challenge query (−→w 0,

−→w 1) to C . B receives
his challenge ciphertext CT∗b = PEKS(PK,−→w b) from C and gives back CT∗b to A .

Eventually, A should make a guess b′ for b. Then B outputs b′ as its guess for b. It is easy to see that
for any b ∈ {0,1},

Pr[Expibe-ano-cpa-b
IBE,B (k) = b] = Pr[Expmpeks-ind-cpa-b

mPEKS,A (k) = b].

Thus, Advmpeks-ind-cpa
mPEKS,A (k)≤ Advibe-ano-cpa

IBE,B (k).

Theorem 3. If mPEKS is IND-CPA-secure, then IBE is IND-CPA-secure.

Proof. Let A be any PPT adversary attacking the IND-CPA-security of IBE. We construct an algorithm
B that uses A to attack the IND-CPA-security in mPEKS. Let C denote a challenger against B. C
begins by supplying B with the public key PK of mPEKS and B forwards PK (as the public parameter
PP) to A . B mounts an IND-CPA attack on mPEKS by interacting with A as follows.

- On an extraction query ID, B makes a trapdoor query with a keyword w = (1‖ID) to C . Upon
receiving a corresponding trapdoor Tw (= dID) from C , B gives the private key Tw (= dID) to A .

- On a challenge query (ID∗,M∗0 ,M
∗
1), B computes the followings. Suppose that M∗0 = (m1

0, ...,m
t
0)

and M∗1 = (m1
1, ...,m

t
1) are distinct t-bit binary messages. B sets −→w 0 = (w1

0, ...,w
`
0) and −→w 1 =

(w1
1, ...,w

`
1) as follows. For every i ∈ {1, ..., t}, if mi

0 = 1 then B sets wi
0 = (1‖ID∗) and if mi

0 = 0,
B sets wi

0 = (0‖ID∗). Also, if mi
1 = 1 then B sets wi

1 = (1‖ID∗) and if mi
1 = 0, B sets wi

1 =
(0‖ID∗). B gives a challenge query (−→w 0,

−→w 1) to C . B receives his challenge ciphertext CT∗b =
PEKS(PK,−→w b) from C and gives back the challenge ciphertext CT∗b to A .

Eventually, A should make a guess b′ for b. Then B outputs b′ as its guess for b. It is easy to see that
for any b ∈ {0,1},

Pr[Expibe-ind-cpa-b
IBE,B (k) = b] = Pr[Expmpeks-ano-cpa-b

mPEKS,A (k) = b].

Thus, Advmpeks-ano-cpa
mPEKS,A (k)≤ Advibe-ind-cpa

IBE,B (k).

Theorem 4. If mPEKS is computationally consistent, then IBE satisfies the correctness.

Proof. Suppose that there exists a PPT adversary A attacking the correctness of the IBE scheme. We
then want to construct a PPT adversary B attacking the computational consistency of mPEKS. Let
C denote a challenger against B. C begins by supplying B with the public key PK of mPEKS and
B forwards PK (as the public parameter PP) to A . B runs A (PK) to obtain (R,R′, ID), where R =
(r1, ...,rt) and R′ = (r′1, ...,r

′
t) are distinct t-bit messages such that Decrypt(Encrypt(PP, ID,R),dID) =

R′. Since R and R′ are distinct, there should exist 1 ≤ i ≤ t such that ri 6= r′i. Without loss of generality,
we let ri = 0 and r′i = 1.
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B constructs a vector −→v = (w1, . . . ,wt) of keywords, where wi corresponding to ri becomes wi =
0‖ID. Next, B generates a ciphertext CT← Encrypt(PP, ID,R) as an encryption of the message R.
Let ci be the encryption corresponding to the bit ri = 0, i.e., ci = PEKS(PK,0‖ID). By the correctness
property broken, B knows that decryption for i-th bit yields the result of Test(ci,dID) = r′i = 1, where
dID is a private key for ID. However, we know that dID = T1‖ID. As a result, ci is associated with
ri = 0 whereas dID = T1‖ID is associated with r′i = 1. This implies that the computational consistency of
mPEKS is broken. B outputs two keywords w = 0‖ID and w′ = 1‖ID which are definitely distinct and
Test(ci,dID) = 1. Then, we can see that

Pr[Expibe-correct
IBE,B (k)] = Pr[Expmpeks-consist

mPEKS,A (k)].

Thus, Advmpeks-consist
mPEKS,A (k)≤ Advibe-correct

IBE,B (k).

5 Conclusions

We have examined the necessary properties of a PEKS and mPEKS scheme in producing secure (anony-
mous and confidential) A-IBE scheme for polynomially many-bit message. It turned out that both an
anonymity and a confidentiality for an IBE scheme can be derived from the confidentiality for a PEKS
scheme. Also, we have identified that the computational consistency of a PEKS scheme gives rise to the
correctness of an IBE scheme. Our result has shown that an A-IBE scheme for polynomially many-bit
message can be constructed by using a PEKS scheme.
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