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Abstract

This study describes the design of a simple dynamometer, the creation of an environment for vehicle
cybersecurity research, and the results of experiments performed on a real vehicle. Cybersecurity
threats in the information technology (IT) environment have spread to vehicles owing to the con-
vergence of vehicles and IT. Accordingly, a variety of research on vehicle cybersecurity has been
conducted. Vehicle cybersecurity threats are made to vehicles in motion to trigger casualties. The
risk of vehicle cybersecurity threats has been proven in many studies, and protection technology
has been also proposed. However, in these studies, the experimental environments were such that
the vehicle was simply placed above the ground or on restricted road conditions with no traffic of
vehicles. In these experimental environments, unexpected situations can threaten the safety of the
experimenter. Furthermore, because the driving environment on actual roads cannot be simulated,
the vehicle’s functions cannot operate normally. In this study, therefore, we proposed and designed
a simple dynamometer to ensure the safety of the experimenter and created the same environment
as that of the actual vehicle driving. The designed technology was then applied to a real vehicle to
demonstrate the safety and practicality of the designed experimental environment.
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1 Introduction

Vehicles have evolved to improve driving functions. In particular, vehicles have evolved in recent years
to improve driver convenience. To this end, a variety of information technology (IT) has been applied
to vehicles, and it is now possible to control vehicles from a long distance through communication with
external networks. In addition to the connection with external networks, autonomous driving technology
has been used to drive vehicles instead of drivers, and currently, vehicles at levels 1 and 2 of autonomous
driving are running on actual roads. Thus, the convergence of vehicles and IT has become a trend in new
technological developments. Accordingly, vehicles have become new targets of cybersecurity threats in
IT. Research on cybersecurity for vehicles began as a result of vulnerabilities in the internal network used
to control the vehicle [[1, 2} 13114} 15,16, 7,8, 9]. The main goal of exploiting the cybersecurity vulnerabilities
of vehicles is to forcibly control the vehicles as intended by the attackers. To this end, many researchers
have conducted studies on real vehicles. Experiments with real vehicles must be conducted in safe
environments. Therefore, previous studies were conducted with the vehicle elevated above the ground
or on roads where the surrounding traffic of vehicles was completely controlled [4]. Until now, studies
have been conducted in such experimental environments; however, in the future, there will be many
limitations to obtaining proper data in the same experimental environment as before because autonomous
vehicles will be tested in actual driving conditions [[10} [11} 12} [13]]. In this study, we propose a simple
dynamometer to conduct cybersecurity threat experiments for autonomous vehicles in the future. The
remainder of this paper is organized as follows. Section 2 reviews related work and Section 3 explains
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Figure 1: Koscher’s Experiment Environment [4]]
(A) Vehicle mounted on jack / (B) Vehicles traveling on a closed road

the background knowledge needed to understand this study. In Section 4, a simple dynamometer is
designed, and in Section 5, it is installed in a real vehicle to validate the functions of the designed
technology experimentally. The conclusion is presented in Section 6.

2 Related Work

In cybersecurity research for vehicles, experiments are conducted with a real vehicle in an environment
where the vehicle is moving or stopped. In this section, we describe the experimental environments that
have been used up to now for vehicle cybersecurity research.

2.1 In-Vehicle Network Cyber Attack Experiment Environment

Vehicle cybersecurity began with the report of internal network vulnerabilities of vehicles and studies
on attacks based on the vulnerabilities. Koscher et al. [4]] conducted experiments on the forced control
of vehicles based on the known vulnerabilities of the internal network in a vehicle. The research team
connected the vehicle’s OBD-II port with a laptop computer to forcibly control the vehicle through the
laptop. They succeed in forcibly controlling the vehicle in a connected wired environment. The forced-
control experiment was conducted in two environments, as shown in Figure[I] In the first environment,
the experiment was conducted by mounting the vehicle on the jack with all the wheels removed. In the
second environment, the test was conducted while driving the vehicle on a road where the traffic was
controlled.

2.2 Connected Car Cyber Attack Experiment Environment

The latest vehicles have begun to provide car services connected to external networks for user conve-
nience. The connected car services allow users to control vehicles from a long distance. Charlie Miller
and Chris Valasek succeeded in remotely performing forced control of a vehicle based on the vulnera-
bilities in the connected car service [[19]]. The researchers made unauthorized changes to the firmware of
telematics that provides the connected car service remotely. The changed firmware contained the rights
of the attacker to force control of the vehicle. To represent the experimental results practically, the re-
searchers forcibly controlled certain functions, such as wipers and audio, on public roads. Furthermore,
they moved to a safe road and performed driving-related forced controls, such as brakes and steering.
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Figure 2: Radar Sensor Attack Experiment Environment [16]]

2.3 Experimental Environment for Cyber Attack of Core Sensors of Self-Driving Cars

Technological developments in automobiles are evolving in the direction of improving driver conve-
nience. This evolution is advancing toward self-driving technology. The self-driving function uses the
vehicle’s surrounding information collected from the radar, LiDAR, cameras, and ultrasonic sensors
mounted on the vehicle. If an arbitrary attacker carries out an attack to prevent each sensor from func-
tioning properly in an autonomous vehicle, the self-driving function will not work. Figure [2] shows an
example of the environment where an experiment was conducted to attack sensors of an autonomous ve-
hicle [19]. The attack experiment aimed at attacking the radar sensor mounted on the vehicle to prevent
related safety functions from working [[14, |15} [16} [17, [18]]. The attack experiment was conducted on a
road where there were no people. The attack tool was installed in the front direction of the vehicle.

3 Background

3.1 Vehicle Safety Function Manual

Car manufacturers have begun to add various functions to vehicles for the safety and convenience of
drivers. Because various functions have been added, drivers need to learn how to operate them. To learn
how to operate the safety functions, drivers use the manuals provided by car manufacturers. Previously,
automakers provided manuals as booklets; however, they are now available on each manufacturer’s web-
site. For some manufacturers, vehicle maintenance manuals are also available. Through the publicly
available function operation and maintenance manuals, users can check the conditions for operating the
safety functions of the vehicle.

3.2 Dynamometer

The driving performance of a vehicle is determined by the speed, fuel economy, and acceleration ca-
pability. There are two main methods of measuring the driving functions of a vehicle: real road tests
(outdoor) and dynamometer tests (indoor). In real road tests, the operation of driving functions can be
tested accurately to measure the vehicle’s driving function. However, real road tests lack consistency
in test environments because the functions need to be measured in irregular environments of outdoor
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Figure 3: Dynamometer Configuration

conditions, such as wind, temperature, and humidity. Conversely, in the case of dynamometer tests, the
test conditions of the tested vehicle can be set the same.

A dynamometer is a machine that measures power by rotating in the opposite direction of the vehi-
cle’s engine (wheels). The basic principles of the dynamometer are similar to those of motors or power
generators. In the case of the dynamometer, the vehicle’s performance is determined by measuring the
electric energy generated through the rotational energy.

4 Simple Dynamometer

The vehicle’s safety and convenience functions are activated while driving for the driver’s benefit. Au-
tomakers perform tests in various environments to check whether these functions operate accurately and
measure their performance. Among them, the environment for testing under certain conditions is the
one that uses a dynamometer. However, dynamometers are very expensive, thus making it difficult for
common researchers to set up experimental environments using a dynamometer. Thus, dynamometer
testing is limited to car manufacturers, repair shops, and specialized research centers. As a result, the
experimenter requires a simple and safe environment in which to conduct experiments. To this end, this
section explains the process of designing a simple dynamometer.

4.1 Functional Analysis

Advanced driver assistance systems(ADAS) for the driver’s convenience operate when the vehicle runs
above a certain speed. Similarly, autonomous emergency braking(AEB) operates when the vehicle’s
driving speed is greater than equal to 10 km/h. The description of this function is usually provided in the
manual for the driver when the vehicle is purchased. It is also available on the car manufacturer’s website.
A more detailed description is available in the maintenance manual or on the automaker’s website for
maintenance and repair.
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Figure 4: Principle of speed measurement sensor

In previous studies, a vehicle was placed above the ground to check whether the vehicle’s functions
worked, or some functions were checked on a road with limited traffic. In this section, we propose a sim-
ple dynamometer that can operate the vehicle’s safety and convenience functions using publicly available
information in a stationary vehicle. The following sub-section describes the method of measuring speed,
a condition required to operate the vehicle’s safety and convenience functions.

4.2 Operating Condition Analysis

The vehicle’s safety functions operate while driving. This means that the vehicle’s safety functions
operate at a certain speed or higher. If the vehicle’s speed can be controlled arbitrarily in a situation
where the vehicle is stopped, the vehicle’s safety functions will operate. The method of measuring
the vehicle’s speed is detailed in the vehicle’s maintenance manual. The vehicle’s speed is measured
using a sensor mounted on the vehicle’s wheel. Figure []illustrates the working principle of the speed
measurement sensor mounted on the wheel. The N- and S-poles of magnets are attached repeatedly to
the wheel. As the vehicle moves, the wheel rotates, thus generating alternating current (AC) voltage
frequencies at the sensor owing to the repetition of the N-poles and S-poles attached to the wheel. The
size of the generated AC voltage frequency amplitude increases as the wheel’s rotational speed increases.
The size of the amplitude of the frequencies measured by the sensor determines the value of the speed.

4.3 Simple Dynamometer Design

As explained in the previous sub-section, the vehicle’s speed is measured by the sensor mounted on the
vehicle’s wheel. If the speed measured by the sensor can be changed arbitrarily, the changed value will
be recognized as the vehicle’s speed. Furthermore, if it is changed to a speed at which the vehicle’s safety
functions can operate, the functions will operate normally.

The vehicle speed changer can easily adjust the speed measurement value if the sensor’s working
principle is used. The speed is determined by the size of the frequency amplitude measured by the speed
measurement sensor. If the size of the frequency amplitude occurring at a high speed can be established,
the sensor will perceive the speed as high.
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Figure 5: Vehicle Speed changer configuration

It is necessary to determine whether the vehicle’s speed is altered by the speed-changing device.
First, the device that changes the speed measurement sensor’s value was installed on the vehicle’s front
wheel, and the experiment was conducted. However, when it was installed on only the front wheel,
the vehicle’s speed did not change. Therefore, we installed the speed changer on every wheel of the
vehicle. It was found that the vehicle’s speed could be changed arbitrarily by changing the speed on
every wheel identically at the same time. However, the brake sensor failed frequently when the speed
changers were used repeatedly. The failure of the brake sensor was caused by the overload due to the
brake’s malfunction. The vehicle with a speed changer installed had a constant speed. In this state, if the
vehicle’s safety function related to the brake is activated, the brake will operate continuously. However, if
the brake operates continuously without reducing the changed speed, the sensor will become overloaded.
Therefore, the conditions for configuring the simple dynamometer proposed in this study are as follows:

* The sensor values on all wheels of the vehicle must be changed identically.
* It must be possible to generate a certain frequency that the speed measurement sensor measures.

* The packet information for acceleration, braking, and RPM must be known.

Based on the above conditions, the operation logic of the simple dynamometer can be designed, as
shown in Figure [f](A) below. The installation environment is set up, as shown in (B).

5 Evaluation

This section evaluates whether the simple dynamometer designed in Section 4 operates normally. If it
operates normally, it can activate the high-speed safety and convenience functions speeds even if the
vehicle has stopped or is moving at a low speed. Figure[7]indicates that the speed can be controlled after
installing a simple dynamometer on a real vehicle. At the same time, it confirms that the safety function
operating at a certain speed or higher is activated. In other words, the safety functions that operate at
high speeds can be activated by increasing the vehicle’s speed while it is stopped.
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Figure 7: Simple Dynamometer Evaluation

6 Conclusion

In this study, we designed a simple dynamometer and created a test environment for future research on
cybersecurity threats of autonomous vehicles. It was then used to conduct experiments on a real vehicle.
The simple dynamometer proposed in this study is safer than the conventional experimental environments
used for vehicle cybersecurity threat research. Experiments on the safety and convenience functions of
a vehicle can be conducted in the same manner that they are normally operated by the vehicle. When
conducting experiments on vehicle cybersecurity in future studies, the proposed simple dynamometer
will offer the advantage of being safe while also facilitating experiments with all functions of the vehicle
turned on.
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