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Abstract

To date, physical unclonable functions (PUFs) have been extensively examined, and are used to dis-
tinguish genuine and counterfeit products. Moreover, they are also attracting attention as one of the
methods to solve the security problems of Internet of Things (IoT) devices. However, most PUFs are
based on integrated circuit (IC) memory and use digital modulation for authentication. This study
proposes a new PUF that uses analog circuits and analog values for authentication. The advantage of
analog circuits is that they can handle analog values. Moreover, their characteristics do not change
when the surrounding environment is adjusted. Research on analog PUFs that evaluate stable signals
and DC voltages has been proposed to date. This study uses an astable multivibrator to analyze PUFs
for unstable signals. For analysis, we examine the conventional method of calculating the hamming
distance of digital values and the method using machine learning(ML). Consequently, we were able
to identify individuals with unsteady signals from analog values when using ML.

Keywords: Physical Unclonable Function, Analog Elements, Astable Multivibrator, Machine Learn-
ing

1 Introduction

The physical unclonable function (PUF) is often referred to as the fingerprint of an object; it identifies
objects using small differences that occur during manufacturing [1]. This technology is now being con-
sidered for use in identifying imitation products such as brand-name goods and vehicles [2], as well as
for use in radio frequency identification (RFID) and other authentication circuits [3]. It can also be used
for cryptographic key generation. It includes Internet of things (IoT) devices, which are rapidly expand-
ing in the market. IoT devices will be used in a wide range of fields, including smart homes and smart
cities, and will continue to develop as a technology, to enrich people’s lives further. However, IoT [4, 5]
entails a few problems like the security issue of vulnerability. It is impossible to manage unauthorized
access by hackers owing to the hardware limitations of IoT devices. Therefore, PUFs, which can generate
fingerprints in hardware, are attracting attention as a method to solve this problem [6, 7].

To date, most PUFs can be used in many products. Therefore, there has been extensive research on
PUFs derived from arbiter PUFs [8–11], and memory-based PUFs [12] (such as SRAM PUFs [7,13]) that
exploit the randomness of the initial memory state. In recent years, many studies have been conducted
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on PUFs that are resistant to attacks using machine learning(ML) [9, 14–19]. However, the original low
cost of PUFs has been ignored.

This study proposes a PUF that uses analog devices. Because many IoT devices contain many analog
elements, we assume it is possible to create a PUF for each device individually. Our research on analog
PUFs proposes two methods, one using a resistor matrix circuit [20] and the other using a Hartley os-
cillator circuit [21]. However, research on analog PUFs is still in its early stages and cannot be applied
to many devices. Therefore, this study proposes a PUF based on an astable multivibrator using analog
devices. The advantages of using analog devices are as follows.

(1) It is possible to conduct an evaluation from the components installed in the device and authenticate
with analog values instead of digital values.

(2) Analog devices contain non-linear elements such as diodes, which are considered highly unpre-
dictable.

(3) Many analog devices entail errors.

(4) If the operating environment is the same, the characteristics do not change.

(5) Analog devices are inexpensive.

This study further attempts to identify individuals with PUFs using astable multivibrators. Although
the output signal of an astable multivibrator is unstable, we show that it is possible to identify individuals
using ML, which is usually used as an attack method. This study contributes to this field by developing
a PUF that can manage unstable devices.

This paper proceeds as follows. In Section2, we briefly explain the PUFs and show the representative
PUFs that have been studied so far. In Section3, we describe an astable multivibrator. The experimental
methods and evaluation techniques are introduced in Section4. In Section5, we discuss the experimental
results of PUFs based on astable multivibrators. In Section6, we present the future issues of analog PUFs
and the conclusions of this study.

2 Physical unclonable function

PUFs are referred to as “fingerprints of things”; they are a system used for authentication based on minute
internal differences that occur during manufacturing. Because these small differences are physically
impossible to clone, they are expected to be a very powerful security system.

A PUF is a function that outputs response bits when a signal is input (Fig. 1) [22]. Although response
bits are apparently the same products, they are randomized using uncontrollable parameters generated
during manufacturing. Therefore, PUFs are easy to construct but highly robust against cloning attacks.
The input signal is generally referred to as the challenge “C” and the output is referred to as the response
“R”. The combination of these inputs and outputs is referred to as a challenge-response pair (CRP).
Moreover, PUFs are inexpensive as they use the differences that are inherent in the product from its
manufacturing.

2.1 Requirements for PUFs

There are several requirements for PUFs as follows:

(1) Uniqueness: There is a property that when the same challenge C is given to different PUFs, the
response R will be different (Fig. 2a). This property must be considered in all individuals.
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Figure 1: Physical Unclonable Function.
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(c) Reproducibility.

Figure 2: Uniqueness, Different Responses, Reproducibility.

(2) Different Responses: When the same PUF is given different challenges C, the responses R all have
different properties (Fig. 2b).

(3) Reproducibility: When the same PUF is given the same challenge C N times, the response R
remains the same for all N times (Fig. 2c). Reproducibility was evaluated by calculating the Ham-
ming distance (HD), where the ideal HD is zero.

(4) Irreversibility: PUFs can get a response R if it is given a challenge C. However, it cannot obtain
the challenge C from response R (Fig. 3). This indicates that this is an irreversible function. This
property will not disappear despite a large number of responses R.

(5) Unclonability: The attacker analyzes the PUFs to misidentify the fake individual (cloned PUF) to
the authentication system as if it were the real thing. PUFs cannot be physically replicated despite
the attacker having physical access to the PUF system (Fig. 4).

(6) Unpredictability: Attackers are unable to predict the response R to challenge C even when an
unlimited number of CRPs are obtained from the same PUF (Fig. 5). This property also holds
when CRPs are obtained from different PUFs.

PUF
R

'101010...0'

C

'010101...0'
PUF ✕

PUF(C) = R PUF(R) ≠ C

Figure 3: Irreversibility.

We consider the uniqueness (1) and the reproducibility (3) of the most important issues in this study.
Therefore, this study focuses on two points.
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Figure 4: Unclonability.
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Figure 5: Unpredictability.

2.2 Representative PUFs

The number of PUF types is still increasing. In recent years, most of the research has been conducted
using typical PUFs with good performance and low cost. There is a study that uses XOR on response
“R” to generate a new response “R′”, which is resistant to attacks. Additionally, other methods have been
investigated, such as using representative PUFs multiple times to obtain response “R”. This study gives
only a few examples. In this section, we introduce the original PUFs that have been the core of recent
research on PUFs.

(1) Arbiter PUF: APAF takes advantage of the inherent delay characteristics of ICs owing to manu-
facturing variations; it builds a delay path as shown in Fig. 6a and eventually contends transitions
to generate a 1-bit response that outputs 0 or 1 depending on whether the rising edge reaches the
output arbiter block first(Fig. 6b). Additionally, we can use an n-bit challenge as input. It also
takes an n-bit challenge as input and constructs a delay path to generate 1-bit output. APUF has
been the subject of extensive research so far, including XOR ArbiterPUF [10], and is considered
vulnerable to ML attacks. Therefore, many related studies opt to apply APUF to overcome this
problem.

(2) SRAM PUF: SRAM PUF is among the most useful practical PUFs. The SRAM memory element
comprises a set of inverters and access transistors so that there are two stable situations at a given
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Figure 6: Arbiter PUF

input voltage. The threshold voltages of these devices vary according to variations during manu-
facturing. This randomness causes every SRAM cell to have a unique state every time the SRAM
voltage is turned on. This means that the response of the SRAM PUF generates a unique and
random pattern of 0 and 1.

Many of these PUFs rely on digital elements. We further introduce PUFs that perform authentication
using analog elements.

(A) Resistor Matrix PUF: The RePUF generates response bits by evaluating the voltage of each resistor
in a group of resistors connected in series and parallel [20]. Resistors are packaged with miscalcu-
lations from the time of manufacture and are considered to have high randomness. Additionally,
resistors are used in many electronic circuits, including IoT devices, and are easy to construct.

(B) Hartley oscillator PUF: The Hartley oscillator PUF is composed of a Hartley oscillator circuit
and an operational amplifier that amplifies its output [21]. The PUF is based on the error of the
analog element. Moreover, sine waves can be used as a feature extraction method for analog PUFs
following the advent of PUF. Moreover, continuous signals can be handled. PUF is also easy to
construct and low in cost, as well as the resistor matrix PUF.

3 Astable multivibrator

A typical astable multivibrator consists of a circuit, as shown in Fig. 7. To date, circuit schemes other
than those shown in Fig. 7 have been proposed for astable multivibrators [23–25]. This circuit generates
a square wave, as shown in Fig. 7. However, because the pulse width is a function of the maximum
output voltage of the operational amplifier, it is difficult to obtain a highly accurate period owing to the
effects of voltage supply fluctuations, temperature changes, and errors in each element. This study takes
advantage of this drawback and uses the unstable output as a PUF.

This circuit is a combination of an inverting input RC circuit and a Schmitt trigger circuit. Initially,
when va = 0 V in Fig. 7, the output voltage is v0 = +V0. Subsequently, the capacitor is charged and va

increases. Further, when va exceeds the threshold value, the Schmitt trigger circuit sets the voltage to
vo=−V0. Subsequently, the capacitor is discharged, va becomes low again, and v0=+V0. This charging
and discharging of the capacitor cause the output of a square wave. The oscillation frequency at this time
is defined by Eq. (1).

f =
1

2R fCln(R1+2R2
R1

)
(1)
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4 Verification method

4.1 Experimental Methods

To date, analog PUFs have been verified by taking the HD of each response. In this study, we com-
pare and verify two methods: transforming the response and usinge the HD (conventional method), and
discriminating the analog signal output from the circuit by ML.

The specific experimental procedure is described below.

Table 1: Analog device value.

Element Value Element Value
R1 1kΩ ± 5 % R f 1 7.1kΩ ± 5 %
R2 10kΩ ± 5 % R f 2 1kΩ ± 5 %
R3 10kΩ ± 5 % C1 0.01µF +80%∼-20%
Rx 3.4kΩ ± 5 % C2 0.1µF +80%∼-20%

(1) Construct a circuit as shown in Fig. 8. In this case, five identical circuits are prepared for com-
parison. The details of the elements used are given in Table 1. Unlike Fig. 7, R f is divided into
three resistors, to increase the number of elements that entail errors. Furthermore, Rx configured
the circuit, as shown in Fig. 9, as a preliminary step to introduce future challenges. Additionally,
capacitor C1 was connected to reduce the input noise.

(2) Connect a DC power supply to the circuit. At this time, the voltage should be 5V.

(3) The output signal was evaluated using a Picoscope. The number of measurement plots was set to
10000, and the measurement resolution was set to 16 bits. The sampling cycle was set to 1µ s.

(4) Each circuit was evaluated 1000 times for a total of 5000 times.

(5) Process 1© according to the flowchart in Fig. 10 to calculate and evaluate HD.

(6) Evaluated the data by calculating HD for the same process as in (5) and the data processed in 2©.

v0

Rf

C

R1

R2

+V0

-V0

va

vb

+V0

-V0

t

V

Figure 7: Astable multivibrator.
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Figure 8: Astable multivibrator circuit for measurement.

SW1

SW1

Ra

Rb

Rc

SW3

SW4

Rd

Re

Rg

SW5

SW6

Rh

Ri

Rj

SW7

SW8

Rk

Rl

Rm

Figure 9: Combined resistance Rx.

(7) We used ML to identify the output signals. Fig. 11 shows the specific method for training the data.
Here, we used XGBoost [26] to construct the model.

(8) The output signals were identified using the Deep Learning (DL). The details of the data used for
training are an integration of feature data and measurement data in (7).

Note that (7) and (8) are analog values, unlike conventional PUFs. This analysis is a contribution of
this study.

5 Performance evaluation

5.1 When calculating HD

First, Fig. 12 shows the result of calculating the HD of the output signal based on the process 1© in
Fig. 10. The data length of the generated identification code was 5120 bits. The orange graph represents
reproducibility. Ideally, the orange graph should be distributed at zero. The blue graph on the right side
shows the uniqueness of the results, which is the result of the HD calculations for the same PUF. In the
case of the blue graph, the farther away from the orange graph on the left, the higher the performance
of the PUF. In other words, the distance between orange and blue graphs indicates that the PUFs can be
identified, which means that the PUFs have minimum performance. The results of each evaluation based
on Daugman’s evaluation method are shown in Table 2.
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Figure 11: Training data processing methods.

From this result, it is clear that the graphs of reproducibility and uniqueness overlap over a wide
range, as in PUF1 in Fig. 12. In other words, it does not demonstrate the performance of a PUF. The
result of d′, which indicates the degree of dispersion, is also not close to zero, which means that the
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Table 2: d′in gray code.(process 1©)

Individual Same individual HD Other individual HD d′

maximum values minimum values
PUF1 376 6 0.7723
PUF2 349 6 1.363
PUF3 393 6 1.052
PUF4 395 6 1.152
PUF5 373 6 0.9384

Figure 12: HD calculation result by Process 1© (gray code).

performance of the PUF is low. We believe that this is because of the characteristics of the astable
multivibrator. The astable multivibrator outputs a square wave that is not stable, so the output values
are similar, but not exactly the same. This is why the reproducibility graph was not distributed around
zero. Furthermore, the reason why the uniqueness graph overlapped with the reproducibility graph is
also attributed to the fact that no processing was conducted to increase the small difference with other

Figure 13: HD calculation result by Process 1©+ 2© (gray code).
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Table 3: d′in gray code.(process 1©+ 2©)

Individual Same individual HD Other individual HD d′

maximum values minimum values
PUF1 94 31 3.749
PUF2 140 31 1.716
PUF3 159 31 0.2538
PUF4 111 31 2.680
PUF5 148 31 1.291

circuits. Further, Fig. 13 shows the results of the HD calculation when process 1©was added to process 2©.
The results of d′ are also shown in, Table 3. The result of the generated identification code has a greater
value of d′ compared to the result of processing 1© only, which means that the performance of a PUF
is improved. Additionally, as shown in the figure, the range of overlap between reproducibility and
uniqueness became narrower. This may be attributed to the fact that the small differences in the astable
multivibrator were increased by processing 2©. Based on the above results, it is clear that the performance
of reproducibility and uniqueness is improved, but the performance as a PUF is not satisfied by our
method. However, although it requires improvement, we believe that it is possible to use it as fingerprint
authentication. This is because by setting a certain threshold value, the graphs of reproducibility and
uniqueness can overlap relatively, which is similar to the current authentication technology.

5.2 When using the ML

The process of generating the data used for training is presented in Fig. 11. This is a data set that
integrates the original data of the waveform with the chromatogram, the root mean square (RMS) of
each frame, the centroid, the spectral bandwidth of the second order, the roll-off frequency, the zero-
crossing rate, the chord, and percussive components, and the mean and variance of the 20 Mel frequency
cepstral coefficients (MFCCs) calculated from the waveform [27]. In this method, 4000 training data and
1000 test data were randomly selected for training and tuning. The results are shown in Fig. 14, which
shows that the higher the accuracy, the better the discrimination. In this experiment, the accuracy of the
test data was 99.7%, which satisfies the performance requirements for a PUF. We believe that this result
was obtained because we trained the data with analogous values of the feature data and original data.
Regarding the PUFs that were identified incorrectly, we believe that the probe contact and small changes
in the voltage source were the factors. In other words, we show that it is possible to identify unstable
signals, such as astable multivibrators with analog values.

5.3 When using the DL

The data used for training in this method were the same as those used in the ML method. We randomly
selected 4000 training data and 1000 test data for training. A diagram of the trained model is presented in
Fig. 15. Fig. 16 shows the results of training using this model, and the accuracy of the test data is 98.9%.
This result indicates that the performance of the PUF is not satisfactory. However, it is possible to identify
data with very high accuracy. We believe that this accuracy indicates the possibility of its use as an
authenticator. Seemingly, the identification accuracy did not reach 100% owing to the effect of the probe
and voltage source, as in ML. Additionally, the model used for learning was also significantly affected,
which may have prevented the achievement. This means that we can achieve a 100% discrimination rate
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using DL by identifying the best model.

6 Conclusion

This study uses an astable multivibrator as an unstable signal source for the analysis. First, in the con-
ventional method of calculating HD with digital values after processing the data, the graphs of repro-
ducibility and uniqueness overlap, and the results do not show the performance of the PUF. However,
the results of combining processes 1© and 2© during data processing showed that the graphs of the PUFs
were relatively separated. Therefore, we believe that the PUFs can be used for authentication by setting
a threshold.

The ML-based method resulted in a high identification rate of 99.7%. This result indicates that
individual identification is possible, even from analog values. This means that even for IoT devices that
use analog elements, PUFs can be used to provide security protection without the need for additional
components, if periodic signals such as capacitor charge and discharge circuits can be evaluated. This
means that security protection can be achieved easily and at a low cost. Additionally, we show the
possibility of applying the PUF to other analog circuits that output waveform signals to protect the
security of those circuits. We believe that this study makes a significant contribution to the development
of this field.

The identification rate for the method using DL was 98.9%, which is lower than that of the method
using ML, but still high. This result is significantly influenced by the model. However, we believe that
security can be protected by preparing a suitable model for each circuit.

Comparing all the methods, the method using digital values did not show any performance as a
PUF, while the method using analog values with ML/DL showed performance as a PUF. We believe
that this indicates that the conversion from analog to digital values lacks information on small individual
differences that occur during manufacturing.

We were unable to introduce a challenge. However, we propose a method to replace a single resistor
R with 24 series-parallel connected resistors (Fig. 9), where the composite resistance is R0. Here, the
resistance value R and synthetic resistance R0 should be equal. This ensures that the output value of
the original circuit does not change. The connection can be treated as a digital value, depending on the
resistor selected for substitution. Together with the ML/DL method used in this study, we can obtain both
analog and digital value elements. This operation is expected to increase the complexity and improve the
performance of the PUFs.

Additionally, it is necessary to consider whether the performance of the PUF can be maintained over
time and in an ambient environment. As the next step in the development of PUFs, we believe that the

Figure 14: Results of PUF validation by ML.
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Figure 15: Learning model of DL.

Figure 16: A look at accuracy by DL.

introduction of the ambient environment as a variable in the design of PUFs, such as treating the ambient
environment as a challenge and using the change in the characteristics of the device itself as a PUF when
the temperature is changed, will be further development in this field. The next step in the development
of PUFs is to treat the ambient environment as a challenge and to use the change in the characteristics of
the device itself as a PUF when the temperature is changed.
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