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Abstract

Non-terrestrial networks (NTN) are studied in a way that goes beyond the environmental
limitations of existing terrestrial networks. In particular, it ensures connectivity in remote areas,
rural areas, and areas where communication infrastructure is insufficient.

NTN leverages state-of-the-art space and aviation platforms to provide highly versatile services in
domains such as 10T and disaster management. These NTNs are the cornerstone of next-generation
communication systems, and at the same time, they are likely to address gaps in the connectivity of
communications. In this paper, we examine the latest trends related to the security of NTN, and
analyze its network-specific characteristics, methodologies, and challenges. Integrating NTN with
the ground infrastructure creates security challenges such as seamless handover management
between satellites and ground systems, cyber threats from quantum computers, and development of
encryption technologies for 10T environments with limited resources. To address these challenges,
this study categorizes NTN security requirements into security requirements that apply to all
network operations and security requirements for the inherent vulnerabilities of NTN. According to
the analysis of NTN, it highlights the need for Post Quantum encryption algorithm, robust
handover security protocol, and lightweight encryption method suitable for the dynamic and
resource-limited nature of NTN. Advanced technologies such as Al-based threat detection,
blockchain-based mechanisms for data integrity, and adaptive security frameworks are showing the
possibility of secure and scalable NTN communication. This paper raises recommendations for the
secure integration of NTN with ground network based on the results of a recent comprehensive
study. This survey provides direction to aid in the development of standardized security protocol
and at the same time provide NTN future oriented communication solution. Addressing these
challenges will show the potential of NTN as a key component of the global communication
infrastructure in the coming era.
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1 Introduction

Advances in wireless communication technology are leading the transition of a new communication
paradigm beyond 5G networks. Existing ground networks have shown limitations in providing stable
connections in environments where communication connections are difficult or limited, such as at sea,
mountains, and air. NTN is emerging as an innovative alternative to solving these problems. Leveraging
advanced technologies such as satellite technology, high-altitude platforms, and aviation-based systems,
NTN provides connectivity to areas such as isolated islands or rugged mountainous terrain, where
communication was not possible in the past. These technologies do not just expand communication coverage,
they simultaneously improve mobility and stability, and enable reliable connections in various
communication scenarios [1-3].

The continuous development of NTN provides several advantages such as network coverage expansion,
data processing capacity increase, and capacity increase. However, with these developments, new security
challenges and challenges are also emerging. NTN infrastructure operates dynamically in a wide range of
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areas from low-orbit (LEO) to geostationary-orbit (GEO), and these characteristics lead to vulnerabilities
such as signal blocking, unauthorized access, and cyberattacks on non-terrestrial components. In addition,
NTN causes problems that cannot be adequately addressed by existing terrestrial network security
frameworks due to high latency, frequent network topology changes, and complex data transmission paths.
Therefore, the development of more robust and efficient authentication and security mechanisms is essential
to protect network infrastructure and user data [4].

This study examines the key roles that NTN play in the modern communication environment, focusing
in particular on New Radio Non-Terrestrial Networks (NR-NTN) and Internet of Things Non-Terrestrial
Networks (I0T-NTN). In addition, we analyze two main payload architectures designed to optimize resource
allocation and ensure a reliable connection in NTN. This classifies the requirements for NTN security and
suggests practical applicable security strategies. In addition, we also discuss future research directions to
address the problems posed by advanced technologies [5,6].

NTN faces unigque limitations and limitations in achieving the level of security on par with existing
ground networks due to its heavy dependence on space and aviation-based components. For this reason, it is
imperative to redefine NTN-specific security requirements and to develop customized security solutions
based on them. To address this gap, this paper presents a comprehensive and systematic framework for NTN
security by synthesizing existing research results. This framework is divided into two categories. The first is
the basic security requirements for network operation and service delivery, and the second is the NTN-
specific security requirements to address the inherent vulnerabilities arising from ground technologies.

2 Non-Terrestrial Networks

NTN is attracting attention as an important solution in environments where it is difficult to provide a stable
connection with the existing communication infrastructure, such as rural, maritime, and air regions. Existing
ground networks have shown limitations in providing continuous and stable services in areas with limited
access and are also struggling to respond quickly to natural or emergency situations. Therefore, NTN
supports wide coverage and high mobility and solves these problems through communication systems that
operate independently beyond geographic constraints.

NTN utilizes satellites and high-altitude platforms to provide reliable connectivity even in areas with
low communication access, such as islands, mountainous areas, seas, and the air. These technologies enable
better network integration through interaction with existing communication infrastructure and demonstrate
the potential for development into a hyperconnected society. Furthermore, NTN has the potential to
accelerate innovation in various fields such as smart agriculture, telemedicine, and loT-based services. This
is expected to create new values across society and further promote digital transformation.

2.1 Overview

NTN integrates various platforms to provide a wide range of connections. These public platforms are
complementarily designed to overcome environmental or situational constraints and form a communication
network. The NTN platform is designed based on an altitude and network topology optimized to meet
specific requirements. For example, the NTN platform includes the ability to reduce the latency of high-
speed data or support emergency situations in the surrounding area. Figure 1 shows the main platforms and
roles of NTN.

. Low Earth Orbit (LEO): LEO satellites are positioned at altitudes ranging from 200 to 2,000
kilometers above Earth's surface. LEO satellites provide low latency and high-speed communication.
Technological advancements have made LEO satellites cost-effective and scalable. Extensive
deployment across various applications is possible with LEO satellites.
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° Medium Earth Orbit (MEO): MEO satellites operating at altitudes of 2,000 to 35,786 kilometers
achieve a balance between latency and coverage. Navigation systems such as GPS and Galileo require
consistent and precise positioning, creating an environment favoring MEO satellites.

. Geostationary Orbit (GEO): GEO satellites positioned at approximately 35,786 kilometers maintain a
fixed position relative to Earth's surface. A fixed position enables stable coverage for broadcasting,
communications, and weather monitoring applications.

° High-Altitude Platform Stations (HAPS): HAPS deployed at altitudes of 17 to 22 kilometers function
as effective connectivity solutions in regions where conventional ground infrastructure is either
unfeasible or prohibitively expensive. HAPS also deliver targeted communication services to areas
with limited coverage.

° Unmanned Aerial Systems (UAS): Flexible and mobile platforms offer ideal deployment options in
disaster-affected or remote areas. UAS rapidly establish communication links, ensuring uninterrupted
connectivity during emergencies or in difficult-to-access regions.
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Figure 1. Non-Terrestrial Network Platform
2.2 Payload Architectures in NTN

The payload architecture is a key component of NTN and plays an important role in the efficiency, safety,
and overall performance of communication systems. This architecture is divided into Transparent payload
and Regenerative payload. These architectures perform key tasks such as data relay and processing
transmission and support complementary connections between ground and non-ground platforms. Through
this, NTN provides stable and smooth communication services in complex geographic environments. Each
type of payload architecture is designed based on its unique characteristics and advantages and is selected in
an appropriate manner according to the requirements of a specific application field and operating
environment [4,7].
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Figure 2. Transparent Payloads Architecture

Figure 2 illustrates Transparent payloads Architecture. Transparent payloads, commonly referred to as "bent-
pipe" systems, simply relay signals without modifying data. They amplify incoming signals and deliver them
to destinations, enabling low-latency communication with minimal processing. This simple design provides
energy efficiency and cost-effectiveness, especially useful for platforms with limited power resources. In
addition, Transparent payloads are highly compatible with existing ground network infrastructure and can be
easily utilized without complex coordination for integration and deployment [8]. However, since Transparent
payload does not modify or process transmitted data, interference or noise included in the existing signal may
be relayed as it is, and thus signal quality may be deteriorated. In addition, major functions such as signal
decoding, error correction, and protocol management depend entirely on the ground station. This dependence

may lead to performance degradation in remote areas or in environments where ground infrastructure is not
available, such as in emergency situations.

Transparent payloads are most suitable for applications that prioritize simplicity, cost efficiency, and
low latency. Common use cases include television broadcasting, basic connectivity in regions with
established infrastructure, and temporary communication solutions during emergencies. Their low

operational complexity and energy efficiency make them an excellent choice for environments supported by
reliable ground systems.
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Figure 3. Regenerative Payloads Architecture

Figure 3 illustrates Regenerative payloads Architecture. Regenerative payloads integrate on-board
processing functions to decode, process, and re-encode signals before retransmission, which are different
from Transparent payloads. This function improves signal quality by reducing noise and correcting errors. In
addition, regenerative payloads can dynamically adapt to network conditions to optimize bandwidth
utilization, prioritize important data streams, and perform protocol changes. Unlike Transparent payloads,
they are effective for deploying in remote or communication-less connected areas due to low dependence of
the ground station and are suitable for emergency and disaster situations [9]. The functions provided by
regenerative payloads are essential in modern communication systems. It is suitable for intensive data tasks
such as aggregating and filtering information in loT networks. In real-time video streaming, where it is
important to maintain data integrity and minimize errors, regenerative payloads show high performance.
These onboard processing and encryption functions play an important role in fields such as industrial
automation and defense that enhance operational security and safety.

However, the regenerative payload is more complex and requires a lot of development and operation
costs. A static exchange heat management system is required to ensure power consumption and optimal
performance, and latency may occur due to on-board processing, which may pose difficulties for applications
that must ensure real-time performance.

2.2.3 Comparison between Transparent Payloads and Regenerative Payloads

Developed with a focus on simple design and cost-effectiveness, transparent payloads are evaluated as an
appropriate choice for applications that need to operate within a limited budget while meeting basic
communication requirements. On the other hand, playback payloads are optimized for advanced
communication scenarios where data throughput is high or security is critical through the characteristics of
higher performance, adaptability, and enhanced data integrity. As a result, the choice of these two payload
architectures is based on various factors such as the application's latency tolerance, supportable
infrastructure, and financial constraints.

In the future, it is expected that a hybrid system that combines the advantages of transparent and
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renewable payloads will provide an optimal solution for NTN deployment. Such a system can contribute to
meeting the various and complex requirements of the global communication network while maintaining a
balance between cost-effectiveness and performance. Hybrid systems encompass both data-intensive and
budget-constrained applications that require high performance, with the potential to further improve the
flexibility of communication networks. Table 1 shows the main differences between transparent and
playback payloads, their respective functions, and representative use cases at a glance. Through this, a clear
criterion for which situation each architecture is best suited is presented [8, 9].

Table 1. Comparison between Transparent Payloads and Regenerative Payloads

Feature

Transparent Payload

Regenerative Payload

Functionality

Simple signal relay without processing

On-board signal  processing,
modulation and error correction

including

Latency Low, as no processing is performed Higher, due to on-board processing tasks

Complexity Simple design and operation Complex design  requiring  advanced
hardware and software

Cost Lower development and operational costs Higher due to advanced processing
capabilities

Power Consumption

Low energy requirements

High energy demand for processing tasks

Signal Quality

Relays data with existing noise and

interference

Removes noise and corrects errors,
improving quality

Reliance on Ground

High, as all processing occurs at ground

Low, as most processing is handled on-board

Systems stations
Security Limited, as data is relayed without | Enhanced, with on-board encryption and
encryption processing
Adaptability Limited to basic relaying tasks Dynamically adjusts to changing network
conditions
Applications Suitable for low-cost, low-complexity | Ideal for advanced, high-density, and secure
scenarios applications
2.3 Recent Studies

NTN is expected to play a key role in connecting remote locations and underserved areas. Prior to
performing this role, NTN faces the unique security challenges it has. NTN has environmental characteristics
such as high mobility, various platforms, and fluctuating latency, and it is difficult to apply these
characteristics to existing security systems, resulting in security vulnerabilities.

In order to solve these security problems, a security system that takes into account the characteristic of
NTN is needed. These security problems facing NTN include signal blocking, unauthorized access, and
cyberattacks targeting non-terrestrial assets. In particular, it is essential to ensure safe communication even in
areas where ground-based infrastructure is scarce and to maintain the stability and reliability of NTN
operations to manage Doppler effects that may occur over long communication paths.

To enhance NTN security, recent research has developed security strategies targeting different
communication layers. At the physical layer, anti-interference and anti-spoofing technologies are utilized to
increase resilience from external interference. At the encryption layer, advanced technologies such as
lightweight encryption protocols and quantum key distribution (QKD) are being applied to protect sensitive
data. At the same time, new technologies such as Al, ML and blockchain are integrated into the security
framework to further enhance NTN security by enabling real-time threat detection, secure handover, and data
integrity verification. Standardization work also plays an important role in enhancing NTN security. The
international organization, 3GPP, has established guidelines for integrating the security protocols of NTN
and existing ground networks, ensuring interoperability and consistent security measures between networks.
These standardization efforts not only facilitate the integration between NTN and ground networks, but also
make important contributions to maintaining consistent security in the global communication environment.

This section introduces a variety of state-of-the-art studies that have been proposed to address the
security challenges of NTN. This includes utilizing Al technology for real-time threat detection and
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introducing QKD to enhance data protection. These studies adopt a multifaceted and innovative approach to
address the unique security challenges facing NTN. This approach plays a key role in building a reliable and
reliable communication environment. In particular, with the growing use of NTN, efforts to achieve such
goals as real-time threat detection, secure data transfer, and ensuring network integrity are becoming more
important. These studies provide an essential security foundation for the next generation of communication
systems and support the continuous development and safety of NTN.

Kumar et al. [11] propose a hybrid security scheme combining Al and blockchain to address the security
threats faced by NTN, especially DoS attacks and data breaches. This study proposes a new approach to
leverage blockchain technology to ensure data integrity and transparency, while also improving anomaly
detection and decision-making process through Al. In particular, we introduce how to use smart contracts to
form secure agreements. This approach provides important references for future network security architecture
development.

Igbal et al. [12] studied an Al approach combining Deep Reinforcement Learning (DRL) and anomaly
detection techniques to optimize resource allocation and mitigate security threats such as spoofing in NTN.
This study highlighted the importance of federated learning in enhancing privacy and advancing
collaborative threat intelligence in NTN systems. Federated learning has been proposed as a promising
technique to ensure the privacy of data in a distributed environment while maintaining the efficiency of
model learning.

Dahouda et al. [13] proposed a machine learning approach to address security vulnerabilities that occur
during handover in LEO satellite networks. In this study, seamless connectivity was ensured through fast cell
transition using clustering and classification models. In particular, the Random Forest algorithm has been
demonstrated to be effective in optimizing handover strategies and providing secure connectivity even in the
dynamic topology of LEO. This study shows the potential of machine learning technology to simultaneously
enhance security and connectivity in NTN environments.

Plastras et al. [14] proposed a lightweight encryption protocol and an adaptive resource allocation
method as approaches to increase the power efficiency of 10T devices and maintain data integrity. This
approach focuses on expanding the coverage of loT networks by utilizing the support of satellites and
unmanned aerial vehicles (UAVS) and ensuring security and reliability even in areas where existing
communication infrastructure is not reachable. Through this, we presented the possibility that 10T technology
can be applied more effectively in the global environment.

Saad et al. [15] reviewed the security features proposed in 3GPP releases 17 and 18 to address the
security issues of NTN. The main contents include secure handover, data protection between networks, and
delay reduction mechanisms, and emphasized that standardization plays an important role in ensuring
interoperability and secure communication in hybrid systems.

Rinaldi et al. [16] proposed Regenerative payload, encryption protocol, and multiple connection
technologies to cope with threats such as eavesdropping and signal interference. It also emphasized that Al-
based real-time threat detection is emerging as a promising technology by integrating adaptive handover and
blockchain technology.

Yabhia et al. [17] analyzed that Free space Optical (FSO) communication of satellite-ground and aerial
platform networks is vulnerable to eavesdropping and atmospheric interference. This study proposed ways to
reduce the probability of secret interruption, alleviate the turbulence problem, and strengthen security in the
physical layer.

Tedeschi et al. [18] categorized threats such as jamming and spoofing that may arise in satellite
communications and emphasized the need for the introduction of quantum encryption and the design of a
physical layer security framework to address them.
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Ahmad et al. [19] analyzed policy discrepancies and data breaches occurring in the satellite-to-ground
handover process through the case of Viasat cyberattacks. This study suggested the need for improved
runtime security and advanced encryption technology to strengthen the security of handover.

3 Security Requirement for Non-Terrestrial Networks (NTN)

The role of NTNs is gradually expanding in areas where communication is difficult, especially remote
locations and in underserved environments. Accordingly, the need to solve security problems has been raised
importantly. NTN has different technical characteristics from existing terrestrial networks and is more
affected by high mobility, propagation delays, and physical and cyber threats. Therefore, a systematic
security framework that can maintain the confidentiality, integrity, and availability of data is required to cope
with the complex and diversified environment of NTN.

In this section, the security requirements of NTN are presented in two ways. First, the general security
standard applicable to all NTN operations, and second, the specific security requirements designed to address
the problems inherent to NTN. These requirements provide the basis for enabling a stable and reliable design
of NTN.

Recent studies have shown that the security requirements of NTN are as follows.

3.1 General Security Requirement

1. Data Confidentiality: Protection of transmitted data from unauthorized access through encryption
techniques, such as lightweight cryptography or QKD.

2. Data Integrity: Prevention of unauthorized modifications to data during transmission, using cryptographic
hash functions and integrity checks.

3. Authentication and Access Control: Verification of user and device identities through methods like multi-
factor authentication and blockchain-based identity management.

4. Availability: Ensuring uninterrupted network services by mitigating threats such as jamming and denial-
of-service attacks through redundancy and adaptive routing.

5. Interoperability: Seamless communication between NTN and terrestrial networks through standardized
protocols and secure handover mechanisms.

6. Scalability: Handling an increasing number of devices and connections through scalable security protocols
and adaptive resource management.

7. Low Latency: Reducing delays to support real-time applications by optimizing security protocols to
minimize processing overhead.

3.2 NTN-specific Security Requirement

1. Handover Security: Protecting data and ensuring continuity during frequent handovers in high-mobility
networks, especially for LEO satellite systems, using machine learning-based optimization strategies.

2. Quantum-Resistant Cryptography: Preparing for future quantum threats by adopting quantum-safe
cryptographic methods and leveraging QKD for secure key exchange.

3. Physical Layer Security: Addressing vulnerabilities at the physical layer through techniques like artificial
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noise generation, beamforming, and secrecy outage modeling.

4. Energy-Efficient Security: Developing lightweight encryption methods for low-power 10T devices in NTN
environments to balance security and energy efficiency.

5. Anti-Jamming and Anti-Spoofing: Countering signal disruption and impersonation attacks with Al-driven
detection systems and robust threat mitigation strategies.

6. Blockchain-Based Data Integrity: Using blockchain for immutable and transparent data sharing, ensuring
secure consensus in decentralized NTN systems.

7. Adaptive Security Protocols: Designing security mechanisms that dynamically adjust to changing
conditions, including mobility and latency variations.

8. Secure Multi-Connectivity: Enabling devices to connect to multiple NTN nodes simultaneously, reducing
risks of single-point failures and enhancing network resilience.

9. Runtime Security Measures: Implementing real-time security frameworks to protect hybrid NTN-
terrestrial networks against evolving threats.

10. Critical Infrastructure Protection: Securing NTN links used for defense, disaster recovery, and industrial
10T applications with advanced encryption and anomaly detection.

Figure 4 visually shows the interaction between the security requirements highlighted in the recent NTN
study and the various methodologies.

The security requirements are divided into general security requirements applicable in various network
environments, and the other is NTN security requirements designed to address the unique challenges of NTN.
This figure helps to understand the NTN security framework by specifically explaining how the requirements
are implemented and supported in each research methodology.

Table 2 contains the results of a comparative analysis of various methodologies and technologies
designed to solve the major challenges facing NTN. Through a detailed explanation of the strengths and
weaknesses of each approach and the practical applicability, it is possible to evaluate which technologies are
suitable for a specific use case. Representative core technologies include Al-based resource management,
blockchain-based security mechanism, and energy efficiency-focused lightweight encryption protocols.

In addition, this table highlights the need for a multi-faceted approach that combines effective solution
methodologies such as high mobility, diverse platforms, fluctuating latency, and integration problems with
ground networks, which are the major challenges of NTN. This approach plays an important role in meeting
the specific security requirements of NTN by dealing with complex problems that are difficult to solve with a
single technology.
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Figure 4. Derivation of Security Requirements from Recent Studies
Table 2. Recent Studies in NTN Security

Paper Contribution Methodology Security Focus Applications

Lauterbach et | Quantum  encryption; | QKD protocols; | Quantum-based Key | Global secure

al. [10] Secure satellite | Atmospheric  effects. | distribution communication.
communication.

Kumar Blockchain framework; | Smart contracts; Al- | Data integrity; Privacy | Dynamic NTN

etal. [11] Distributed Al security. | driven anomaly | preservation. security; Blockchain-

detection. enabled.

Igbal et al. [12] | Al for threat detection; | Deep learning; | Anti-jamming; Anti- | Threat mitigation in
Real-time NTN | Anomaly-based threat | spoofing. NTN nodes.
security. mitigation.

Dahouda ML for handover; | Random forest; | Secure handovers; | Mobility-intensive

etal. [13] Optimized LEO | Clustering for | Mobility resilience. LEO security.
satellite security. handovers.

Plastras Energy-efficient Lightweight Low-power secure | 10T in remote/disaster

etal. [14] encryption; 10T focus. cryptography; Resource | communication. Z0nes.

optimization.

Saad et al. [15] | 3GPP Release 17/18; | Standards analysis; | Handover security; | Hybrid NTN-TN
NTN-TN  integration | Interoperability focus. Protocol enhancements. | seamless operation.
security.

Rinaldi Satellite security | Survey of threats and | Eavesdropping; Jamming | Defense and

etal. [16] survey; Threat | solutions. prevention. commercial satellite
countermeasures. security.

Yahia et al. | FSO security; Physical- | Secrecy outage | Optical link security; | High-throughput

[17] layer security. modeling. Physical-layer integrity. optical NTN services.

Tedeschi Hybrid NTN-TN | Case studies; | Hybrid network | Critical infrastructure;

etal. [18] security; Runtime | Cyberattack analysis. protection. Data sharing.
measures.

Ahmad NTN architecture; | Adaptive mechanisms; | Dynamic topology; | Comprehensive NTN

etal. [19] Security for hybrid | Security enhancements. | Adaptive security. security strategies.
systems.

4 Conclusion

NTN supports applications such as IoT and disaster recovery and shows the potential of global
communication systems by providing connections to remote locations and underserved areas. NTN is
expected to be able to provide wider coverage, improved mobility, and stable service connectivity through
integration with ground networks. However, in order to realize these benefits, the challenges of securing and
maintaining the NTN infrastructure must be addressed. NTN has its unique characteristics of high mobility,
variable latency, and easy exposure to physical and cyber threats. It is not effective to solve these problems
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with existing security systems. Therefore, security measures taking these unique characteristics into account
are essential, and through this, the safety and reliability of NTN must be guaranteed.

Recent studies classify the security requirements of NTN into two main categories. The first is a general
security requirement that deals with the basic principles applicable to all network environments. The three
elements of security, such as authentication mechanisms to ensure the confidentiality, integrity, and
availability of data, access control, and interoperability with ground networks, are included. In addition,
scalability for efficient processing due to increased traffic is also considered an important element of the
security framework. The second is the NTN security requirement that addresses the unique challenges that
arise in the architecture and operating environment of NTN. It requires the implementation of a post-
Quantum encryption algorithm to cope with the potential threats posed by the development of quantum
computers and a handover security mechanism to address the security vulnerabilities that may arise during
the handover process to maintain seamless connections in satellite systems.

To enhance the security of the physical layer, implementing technologies such as anti-interference
mechanisms and signal blocking measures is crucial. These techniques play an essential role in ensuring the
stability and dependability of NTNs. Furthermore, energy-efficient security protocols have gained
prominence, especially in resource-constrained environments like 10T systems. These protocols aim to
maintain data integrity while reducing power consumption, taking into account the limited capacities of such
devices. Blockchain technology, meanwhile, is emerging as a promising approach to bolstering data integrity
and transparency within distributed networks. Dynamic networks such as NTNs frequently experience
fluctuating conditions, necessitating adaptive security frameworks to effectively manage these changes.
These frameworks are designed to provide flexible and responsive mechanisms for mitigating threats and
adapting to evolving scenarios. However, significant challenges remain. For instance, time-sensitive
applications, including autonomous vehicles and industrial 10T systems, must balance the competing
demands of low latency and robust security—an ongoing technical hurdle.

Additionally, free-space optical (FSO) communication systems face vulnerabilities like atmospheric
interference and misalignment, which must be addressed to improve their overall performance. Tackling
these challenges is critical to achieving a stable and reliable communication environment.

Measures such as beamforming and secure outage modeling are required to solve this problem. In
addition, it is necessary to develop an efficient mobility management protocol to prevent disruptions and
security dementia that may occur during handover occurring in satellite constellation.

In summary, NTNs represent an innovative turning point in communication technology and have the
potential to expand global connectivity and accessibility unprecedentedly. However, the success or failure of
NTN depends on effectively addressing complex security challenges. By combining common security
strategies with NTN-specific security approaches, and actively researching and applying new technologies,
NTN can secure the resilience and reliability required for next-generation communication networks. In
addition, collaboration among academic researchers, industry leaders, and standardization organizations
serves as a key factor in the development of robust security frameworks. As NTN continues to develop, it is
expected to provide secure and reliable communication in an accelerated world of digitalization and to
redefine the global communication environment.
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