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Abstract

Mission Critical Service is a service requiring high reliability and low latency, utilized in various
fields such as automotive safety systems, disaster safety communications, and medical services. In
particular, group communication is essential in disaster scenarios, where the secure delivery of
information and user reliability are critical factors. This paper focuses on the user authentication and
service authorization procedures for Mission Critical X (MCPTT, MCVideo, MCData), the core
components of MCS. The OpenlD Connect 1.0 protocol is employed as a key framework for
authentication and identity verification, while the TLS protocol ensures the confidentiality and
integrity of data. The application procedures of these protocols are elaborated, and the security of the
TLS (Transport Layer Security) protocol used in Mission Critical X within the Mission Critical
Service environment is analyzed using the formal verification tool BAN-Logic.
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1 Introduction

MCS (Mission Critical Service) refers to fields requiring high reliability, such as automotive safety systems,
air traffic control, and medical services. These services must ensure that connections are not interrupted or that
latency does not increase significantly. MCS requires high system availability, with latency typically below
1ms, and emphasizes reliability in terms of coverage. MCX stands for Mission Critical X, where X represents
MCPTT, MCVideo, or MCData. The MCPTT service supports group communication among multiple users,
where each user can request permission to speak through designated communication mechanisms [1].
MCVideo supports video communication (group calls) among multiple users, where each user can obtain
speaking rights through coordinated mechanisms [2]. MCData supports one-to-one communication as well as
communication among multiple users [3]. MCX (MCPTT, MCVideo, MCData) is deployed in infrastructure-
based solutions for areas lacking connectivity, such as disaster zones or remote locations like forests, where
communication is essential [4].

In disaster safety-related tasks, missions are mostly performed in groups, making it essential to share
commands and mission-related information through group communication in disaster situations [5]. In
emergency situations such as disasters, the information transmitted via MCS can directly impact users' lives
and property, making security critically important. This paper examines the security of OpenlD Connect and
TLS (Transport Layer Security) used in MCS environments using formal verification tools.
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2 Related Research
2.1 OAuth 2.0

The OAuth 2.0 authorization framework enables third-party applications to obtain limited access to HTTP
services. It either facilitates interaction between the resource and the HTTP service to allow authorization on
behalf of the resource owner or enables third-party applications to obtain access rights independently [6]. Key
use cases of OAuth 2.0 include social login, granting access permissions, and controlling API access for third-
party applications.

2.2 OpenlD

OpenID Connect 1.0 is an identity layer built on top of OAuth 2.0. OpenlD Connect enables clients to
substantiate the identity of the end user based on the authentication performed by an authorization server and
to get basic profile information about the end user in an interoperable manner using REST-like APIs. OpenlD
Connect 1.0 defines features of OpenlD Connect, built on OAuth 2.0, including authentication and the use of
claims to convey information about the end user [7].

2.3TLS

The main goal of the TLS protocol is to ensure confidentiality and data integrity between two communicating
applications. This protocol enables client applications and server applications to communicate in a way that
prevents message, forgery eavesdropping, or tampering [8].

3 Main Discussion
3.1 MCX Security

The security architecture of the MC system provides security functions between MC clients, between MC
clients and the MC domain, and between MC domains. Before accessing most MC services, user authentication
and authorization to the MC domain are required.

ID Management
server

MCX UE EPS or 3G3 SIP Core MCX Domain

EFPS Attach procedure or 5GS
Registration procedure

< A. MCX User Authentication >
< B-1. SIP Registration and Authentication >

< B-2. Third Party Registration >
< C. MCX User Service Authorisation >

Figure 1. MCX Authentication and Authorization Procedures

Figure 1 is a flowchart illustrating the authentication and authorization of the MCX service. When the UE
is powered on, the MCX UE performs EPS UE authentication defined in TS 33.401 [9] or 5GS UE
authentication defined in TS 33.501 [10], depending on the system. The MCX UE performs the following steps
to complete user authentication, user authorization, MCX service registration, and identity binding between
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the signaling layer identity and the MC service ID.

- A: MCX User Authentication

- B: SIP Registration and Authentication

- C: MCX User Service Authorization

This paper aims to conduct a security analysis of the authentication process in stages A and C.
3.2 MCX User Authentication

MCX user authentication, MCX user service authorization, OpenlD Connect 1.0, and the OpenlD Connect
profile for MCX form the foundation of the identity management architecture. The HTTP connection between
the identity management client and the identity management server must be protected using HTTPS. User
authentication procedure in step A of Figure 1 is detailed in three sub-steps, which are part of the MCX user
authentication framework.

MCX UE ID Management
(ldM client) server

< A-1. Establizh a secure tennel >

[e— A-2_uesr Authenticales ——

[— A-3. Deliver unique credential————

Figure 2. MCX User Authentication Framework

- A-1: A secure tunnel is established between the MCX UE and the Identity Management (IdM) server, which
is then used in subsequent steps.

- A-2: The user authentication process is performed.
- A-3: The credentials that uniquely identify the MCX user are transmitted to the IdM client.
After completing step A-3, MCX client uses credentials obtained in step A-3 to perform MCX user service

authorization according to step C in Figure 1. The framework supporting steps A-2 and A-3 is implemented
using OpenlID Connect 1.0 [6],[7],[11].
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3.3 OpenlD Connect Protocol
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containing code{authorization_code, state, redirect_uribs
4, OIDC Token Request passing code

5. 0IDC Token Response
{id_token(iss,sub,aud,expi,iat), access_token(expa,scope,client_id), refresh_token}xs
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Figure 3. OpenlD Connect (OIDC) Flow Diagram Supporting MCX User Authentication

Figure 3 explains MCX user authentication framework using the OpenlD Connect protocol. Specifically, it
describes the step in which the MCX user authenticates with the Identity Management (IdM) server and
transfers the credential set that uniquely identifies the MC service ID to the UE. In this process, the essential
authentication methods, such as username and password, are used, and a secure communication channel is
established between the MCX UE and the Identity Management server (IdMS).

- Step 1: The UE sends an OpenlD Connect authentication request to the 1dMS.

- Step 2-1: The IdMS sends an HTML form to the UE requesting the username and password.

- Step 2-2: The UE sends username and password provided by user to the IdMS.

- Step 3: The IdMS sends the OIDS authentication response, which includes the authorization code, to the UE.
- Step 4: The UE sends the authorization code to the IdMS and submits the OIDC token request.

- Step 5: The 1dMS sends the OIDC token response to the UE, including the ID token and access token.

The tokens uniquely identify the users of the MCX service. The UE uses the ID token to personalize the
MCX client for the MCX user. The access token is used by the UE to transmit the MCX user's identity to the
MCX server.

3.4 OpenID Connect Protocol

MCX user service authentication is the process of verifying whether the MCX user has the authority to access
a specific MCX service. The MCX client presents the access token for the MCX service from the UE to each
service of interest (e.g., MCX server configuration management, key management, group management, etc.)
to access the MCX service. If the access token is valid, the user is granted access to the service. All HTTP
traffic between the UE and the HTTP proxy, and all HTTP traffic between the UE and the KMS (Key
Management Server), are protected using HTTPS.
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Figure 4. MCX User Service Authorization Flow Diagram

Figure 4 is a flowchart that details the MCX user service authorization in step C of Figure 1. In step C,

the user authorization procedure is explained in detail through five sub-steps, which make up the MCX user
service authorization process.

C-1a: If not already performed, a secure HTTP tunnel is established between the MCX UE and the MCX
proxy server using HTTPS. Subsequent HTTP messages are transmitted through this tunnel.

C-1b: If required by the MCX system, a secure HTTP tunnel is established between the MCX KM client
and the KMS using HTTPS. If supported, subsequent HTTP messages between the MCX KM client and
the KMS will use this tunnel instead of the tunnel established in step C-1a.

C-2: The KM client of the MCX UE presents the access token to the KMS via HTTP. Based on the
provided MC service ID, the KMS authorizes the user for the key management service and responds to
the client with specific key information for the ID. If necessary, this step may be repeated to authorize the
user for additional KM services (MCPTT, MCVideo, MCData).

C-3: The MCX client of the UE presents the access token to the MCX server via SIP. If necessary, this
step may be repeated to authorize the user for additional MCX services (MCPTT, MCVideo, MCData).

C-4: The CM client of the UE presents the access token in the Get MCX user profile request via HTTP.
If the token is valid, the CM server authorizes the user for the configuration management service and,
upon completion of the dl step, provides the user's profile to the CM client. If necessary, this step may be
repeated to get the user profile for additional services (MCPTT, MCVideo, MCData).

C-5: The GM client of the UE presents the access token in the Get group configuration request via HTTP.
If the token is valid, GMS authorizes the user for the group management service and, upon completion of
this step, sends the user's group policy information and group key information to the GM client. If
necessary, this step may be repeated to authorize the user for additional group services (MCPTT,
MCVideo, MCData).
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Figure 5. TLS Protocol Flow Diagram

KyeongA Kang et al.

Figure 5 illustrates the process of establishing a secure communication channel in OIDC and the TLS
protocol used in forming a secure channel in the MCX user service authorization flow.

- Step 1: The UE sends the ClientHello message to the Proxy.

- Step 2: The Proxy sends the ServerHello, EncryptedExtension, and Finished messages to the UE.

- Step 3: The UE sends the Finished message to the Proxy.

4 Verification

4.1 BAN-Logic

This paper conducts formal verification of TLS used in MCX through BAN-Logic. BAN-Logic is a formal
verification tool that verifies the security of security protocols through its unique symbols and rules [12]. Tables
1 and 2 show the unique symbols and rules of BAN-Logic, respectively.

Table 1. BAN-Logic Unigue Symbols

Symbols

Meaning

P believes X (P EX)

P believes X.

P sees X (P <1 X)

P receives a message containing X.

P said X (P |~ X)

P sent a message M containing X at some point in

the past.
P controls X (P |= X) P controls X.
#(X) Xis fresh.
p (E) Q K has the shared secret key between P and Q.
Kp K is the public key of P.
p E) Q K is the shared secret between P and Q.
{X}k X is encrypted with the key K.
<X>k X is combined with the secret K.
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Table 2. BAN-Logic Rules
Symbols Meaning
Message Meaning Rule (MM) P believes P X QP sees {X}x
P believes Q said X
P believes P ﬁ) Q,Psees < X >k
P believes Q said X
P believes P ﬁ) Q, P sees {X}k-1
P believes Q said X

Nonce Verification Rule (NV) P believes #(X), P believes Q said X
P believes Q believe X
Jurisdiction Rule (JR) P believes Q controls X,
P believes Q believes X
P believes X
Freshness Rule (FR) P believes #(X)
P believes #(X,Y)
Decomposition Rule (DCO) P sees (X,Y)
P sees X
Belief Conjunction Rule (BC) P believes X, P believes Y

P believes (X, Y)
P believes Q believes (X, Y)

P believes Q believes X
P believes Q said (X,Y)

P believes Q said X
Y
P believes Q said N Q

Diffie Hellman Rule (DH)

gX
P believes — P

gXY
P believs P & Q

4.2 Verification Results
(1) Idealization

(I1) Proxy — UE : {randomyg, randomp, g¥, FTS}psk
(I2) UE - Proxy : {randomp, FTS}prs

In the idealization, (11) represents the Proxy server sending the ServerHello message to the UE, encrypting
the message containing the UE's nonce, Proxy server's nonce, gy, and the FTS key with the pre-shared key.
(12) represents the UE sending the Finished message to the Proxy server, encrypting the message containing
the Proxy server's nonce and the FTS key with the pre-shared key.

(2) Assumption

PSK
(A1) UE | = UE «— Proxy
(A2) UE | = #(randomyg)

(A3)UE | =5 UE

FTS
(A4) Proxy | = UE <> Proxy
(A5) Proxy | = #(randomp)

In the assumption process, it is assumed that the UE and Proxy each share a pre-shared key and trust that
their respective nonces are fresh. It can be assumed that the UE believes gx is publicly available.

(3) Goal
(G1) UE | = Proxy | = FTS
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(G2) UE | = FTS
(G3) Proxy | = UE | = FTS

In the goal process, indirect trust is required because the UE and Proxy server must have a verification
procedure for the FTS key. Additionally, the UE requires direct trust to verify the key's integrity in FTS.

(4) Derivation

(D1) UE < {randomyg, randomp, g¥, FTS}psk by (I1)

(D2) UE | = Proxy |~ (randomyg, randomp, g¥, FTS) by (D1), (A1), MM

(D3) UE | = Proxy | = (randomyg, randomp, g%, FTS) by (D2), (A2), FR,NV
(D4) UE | = Proxy | = FTS by (D3),BC

(D5) UE | = g¥ by (D3), (A3), DH

(D6) UE | = FTS where FTS = HKDF(g*Y, randomyg, randomp)
by (D3), (A4), BC

(D7) Proxy < {randomp, FTS}prs by (12)

(D8) Proxy | = UE |~ (randomp, FTS) by (D7), (A4), MM

(D9) Proxy | = UE | = (randomp, FTS) by (D7), (A5), FR,NV
(D10) Proxy | = UE | = FTS by (D9), BC

The goal of this verification is to require both direct and indirect trust in the UE's FTS key and indirect
trust in the Proxy server's FTS key. The content of (G1) can be derived in the (D4) process, (G2) can be derived
in the (D6) process, and (G3) can be derived in the (D10) process. In the process of deriving this, no additional
hypotheses are found, and it can be seen that all the goals can be derived. In conclusion, the derived results
above indicate that the keys can be sufficiently trusted, and the end-to-end communication can be considered
secure.

5 Conclusion

This paper conducted formal security verification of the TLS protocol, which is used for authentication in
MCX. No additional hypotheses exist in the protocol verification process, and all goals can be derived.
Therefore, the result of the verification shows that it is a secure protocol for end-to-end communication
security. Future research will analyze and improve whether the OpenlD Connect protocol, used for MCS
authentication, can meet the requirements in mobile communication environments where handovers frequently
occur.
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