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Abstract

To achieve secure communications in wireless sensor networks, sensor nodes should be able to es-
tablish secret shared keys with neighboring parties. The location information of sensor nodes can be
used to generate a shared key. In this paper, we propose yet another location-based key management
scheme for wireless sensor networks. After reviewing the existing location-based key management
schemes, we focus on the scheme called LDK because of its pros and cons. To solve a communica-
tion interference problem in LDK and its similar methods, we devise the new key revision process
that incorporates the grid-based location information. We also propose the key establishment process
using the grid information. For analysis, we conducted a simulation and confirmed that our method
can increase the connectivity while decrease the compromise ratio when the minimum number of
common keys required for key establishment is high. Finally, we also found that hexagonal deploy-
ment of anchor nodes can save network costs in our method.
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1 Introduction

According to what Gatner said in 2014, IoT (Internet of Things) will connect 26 billion devices by 2020
and Gartner highly evaluates economic value of IoT[9]. Wireless Sensor Networks (WSN) is the founda-
tion technique of IoT and because of this reason, its technical research is progressed actively. Particularly,
the researches applied to various environments such as military, medicine, industry, traffic, and so on go
along continuously[17]. Moreover, security is an important area in the study of wireless sensor networks
because it uses the actual data. Insider threat is also a critical security issue in wireless sensor networks
because general security techniques such as authentication and autorization cannot detect inside attack-
ers. This is a serious threat for many applications such as military surveillance system that monitors the
battlefield and other critical infrastructures. Hence, we progress key management technique which is
considered as insider threats in a field of security on wireless sensor networks.

Key management technique is started by L. Eschenauer et al.[7] and so many researches have lately
been a very active area of research in sensor networks. It is divided into two parts: symmetric-key
based and public-key based. Moreover, there are other various methods of key management, such as
pairwise key, pre-distributed random key, location-based key, and so on. Because of hardware restrictions
of a sensor node, the main objectives of key management for wireless sensor networks are efficiency,
scalability, heterogeneity.
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In wireless sensor networks, location information is important to generate shared keys and is highly
applicable. Thus, location-based key management is one core part of the key management researches in
wireless sensor networks. Grid-based key management in location-based key management has a feature
that a sensor node should be located in an assigned grid. This feature can be a weak point according to
applied environments. For instance, when sensor networks is used for an enemy detection in a military
zone, it is difficult to locate sensor nodes in an assigned grid. Anjum[2] proposed a scheme that is only
dependent on a location of sensor nodes without any deployment knowledge. This paper is based on the
scheme which is dependent on a location of sensor nodes.

The rest of the paper is structured as follow: We look at related works in section 2 about location-
based key management for wireless sensor networks. We describe our scheme based on Location De-
pendent Key Management (LDK) in section 3. Simulation and discussion are described in section 4 and
finally, we present our conclusion in section 5.

2 Related Work

The most of location-based key management for wireless sensor networks uses grid information. The
grid information uses the coordinate after an area is divided into grids. Precondition that a sensor node is
deployed in an assigned grid is essential. This condition can be a constraint according to deployed areas.

Huang et al.[10] proposed a grid-group scheme which uses known deployment information. Instead
of randomly distributing keys from a large key pool to each sensor, secret keys to each sensor are sys-
tematically distributed from a structured key pool. It uses an identifier by combining grid information
and an id of a sensor node. This scheme pre-distributes both an identifier and Blom’s scheme to the
sensor nodes. Ito et al.[11] proposed a scheme that keys are mapped to two-dimensional positions, and
positions estimated using a node probability density function decide the keys that are distributed to a
node. A sensor node randomly requests an assigned key to other sensor nodes within transmit range. Du
et al.[6] proposed a scheme which assigns a sub key set extracted to a key pool in a grid. This scheme
uses nonuniform probability density functions which suggest that a sensor is likely to be deployed in
certain areas. Liu et al.[14] utilized a grid coordinate of a sensor node when generating a pairwise key
by using bivariate key polynomial.

Anjum[1, 2] proposed a scheme called LDK that generates a key by combining a pre-distributed key
ring with nonces in 2006. After that, Anjum extended the scheme in 2010. In contrast with the schemes
which are dependent on a position of grids, LDK is dependent on a position of sensor nodes. By using a
feature of an anchor node (AN) that transmits data within a certain distance by adjusting a power level,
an area is divided. A sensor node is distributed in an area after storing a single common key k and hash
function H. ANs transmit each nonce at a different power level and a sensor node generates single keys
as follows : ki

j = Hk(ni
j). When a sensor node finds common keys whose number is larger than a certain

number of keys with a neighbor node, a communication key is derived as k = H(k1,k2, · · · ,kq). Faghani
et al.[8] proposed SLDK (Sectorized Location Dependent Key Management) in 2009. It reinforces the
key resiliency of LDK by adding a scheme that divides the transmit range of an AN into n sectors.

In this paper, we propose a scheme that solves some problems which can be occurred in LDK[2] and
we also consider that the minimum number of common keys required for key establishment is high.
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3 Proposed Scheme

3.1 Threat Model

In this paper, we apply a key management technique for a secure communication against various outside
attacks. We also consider inside attacks. An inside attack is more critical than an outside attack because
it avoids authentication and authorization and drops critical packets. Various types of inside attacks
are modification, misrouting, eavesdropping, and packet drop. Particularly, packet drop attack is more
difficult to be detected than the other inside attacks. Packet drop attack can also decrease a network per-
formance. Packet drop attack consists of Blackhole attack, Grayhole attack, and On-off attack. Because
of the features of Grayhole attack and On-off attack, they are more difficult to be detected than Blackhole
attack. In this paper, one of the objectives is to provide security against packet drop attack among inside
attacks[4].

3.2 Notation

Table 1 lists the symbols and the meaning of each used in this paper.

AN An anchor node that transmits nonces
ANset A set of anchor nodes
SN A normal sensor node

SNset A set of sensor nodes
kc A pre-distributed network key
G Pre-distributed nine-grid information
H A pre-distributed hash function
Cn The total number of nonces
Nr A nonce which is transmitted

Ccommon The number of shared keys with neighbor nodes
q The minimum number of keys for making a communication key
Kt A key which is generated using a nonce and a grid
Kq Shared keys in excess of the number of q
Ks A communication key between the two nodes

Table 1: Notation

3.3 Problem of LDK

Previous LDK does not consider a communication interference. Wu et al.[16] said that Packet Reception
Ratio (PRR) decreases by 40% in MicaZ motes. The packet loss affects on the number of nonces trans-
mitted from an AN. This correlates with the connectivity. Also, we consider the environment that the
minimum number of common keys is very low. Because this parameter can increase the security level,
we take account of the environment that the minimum number of common keys is high.

3.4 Proposed Scheme (LDK+)

Figure 1 shows the illustration of LDK+. We add key revision phase from a neighbor node and provide
key establishment process by using grid information. Similar to the LDK, each sensor node saves a
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network key, a hash function, and the additional grid information which is pre-distributed by a base
station. The total number of grid information is nine and it consists of coordinates of the arranged
grid and eight neighbor grids. We also consider that the sensor node does not deploy in the assigned
grid position[13]. Key generation between sensor nodes consists of four phases: Pre-distribution phase,
Initialization phase, Key establishment phase, and Key agreement phase. In the next section, we describe
the details of each phase.

Figure 1: Illustration of LDK+

3.4.1 Pre-distribution Phase

In pre-distribution phase, sensor nodes save the information that is needed to manage key before a de-
ployment. The factors saved in sensor nodes are described as follows: a network key Kc for a secure
communication before establishing a communication key Ks, a hash function H that is used to generate
a key, and nine-grid information G. The followed Eq. (1) shows the algorithm in pre-distribution phase.

ANset = AN1,AN2, · · · ,ANn

SNset = SN1,SN2, · · · ,SNn

SNset ← Kc,G,H

(1)

Blackhole attacks can be divided into three sequential stages. First, the attacker captures a sensor
node and extracts critical information. Second, he redeploys a compromised node to wireless sensor
networks. Third, he launches Blackhole attacks. Hence, before the key is established, we consider the
node capture as a countermeasure of Blackhole attacks. Each sensor node generates its neighbor table
using a hello message, similar to the work presented in [5]. The followed Eq. (2) shows the algorithm
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of creating a neighbor table.

SNo→∗SNl : hello message

IF SNl → SNo : ACK

SNo : add SNl in neighbor set

ELSE

IFcounter threshold ≥ hello count o f SNo

delete SNl in neighbor set

ELSE

SNo→ SNl : hello message

hello count o f SNo = hello count o f SNo +1

(2)

3.4.2 Initialization Phase

The initialization phase is a process that a sensor node is transmitted from ANs. In this phase, the nonce
revision is progressed. The AN transmits encrypted nonces to sensor nodes at different power levels.
Then the sensor node transmits encrypted coordinate of the assigned grid to the neighbor nodes. The
neighbor node which has the same coordinate of the assigned grid transmits the number of nonces to the
sensor node. If the number of nonces transmitted by the other neighbor node is greater than its number
of nonces, the sensor node requests the nonces from the other neighbor node to revise its nonces. The
followed Eq. (3) shows the algorithm in initialization phase.

ANset → SNSet : Ekc(Nuv) (1≤ u≤ n,1≤ v≤ powerlevel)

SNo→ SNl : Ekc (G(x,y))

SNl → SNo : Ekc (Cn)

IF( Cn o f SNo <Cn o f SNl)

SNo→ SNl : request nonces

SNl → SNo : ACK(Ekc (Nr))

(1≤ r ≤Cn o f SNl)

(3)

3.4.3 Key Establishment Phase

In key establishment phase, a sensor node generates a key by combining nonces and nine-grid informa-
tion. Thus, each sensor node can generate keys which are nine times larger than the number of nonces.
After that, the sensor node deletes the nonces. The followed Eq. (4) shows the algorithm in key estab-
lishment phase.

SNset : Kt = Hkc(Nr||G(x,y)) (4)

3.4.4 Key Agreement Phase

In key agreement phase, the sensor node generates a communication key with a neighbor node. The
sensor node encrypts all the keys which are generated by itself and attaches MAC. The MAC value
assures the integrity. The neighbor node checks whether or not it has the same keys among transmitted
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keys. If the number of the same keys is greater than a certain number, the sensor node generates the
communication key by implementing XOR operation with the same keys. The followed Eq. (5) shows
the algorithm in key agreement phase.

SNo→∗ : Ekc(k1||k2|| · · · ||kt)|MAC

IF Num o f common key > q

SNl → SNo : Ekc(kq)||MAC

SNo,SNl : Ks = Kq⊕·· ·
ELSE

SNl → SNo : none msg

(5)

3.4.5 Rekeying and Revocation

After all the sensor nodes finish all phases related to the secure communication, it can be occurred to
add a new sensor node or discharge a battery of the sensor node or get damaged by malicious attacks.
Particularly considering inside attacks, detecting by neighbor nodes is needed to counteract packet drop
attacks. Rekeying and revocation are also demanded for the damaged nodes. For this, each node period-
ically transmits a status check packet to the neighbor nodes. If the sensor node does not respond to the
status check packet, the neighbor nodes remove a related routing path and revoke a communication key.
The neighbor nodes also send a request to base station for rekeying. The base station transmits a rekeying
message to all the ANs and ANs transmit new nonces to sensor nodes. After that, a new communication
key is generated by sequentially implementing the Eq. (3) - (5). If a sensor node gets damaged by
Blackhole attack, it is excluded from rekeying because all the packets are blocked.

3.5 Hexagonal Deployment

Figure 2: Hexagonal Deployment

The research of hexagonal grouping form has been conducted continuously[12, 15]. In this paper, a
hexagonal deployment of ANs is researched for reducing network costs. Figure 2 shows the hexagonal
deployment in network. When ANs are deployed as a form of hexagons in 20 x 20 grids, 200 ANs can be
deployed. In comparison to deploying an AN per a grid, the number of ANs can be reduced by 1/2. If the
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hexagonal deployment provides good connectivity and suitable security without any additional process,
the network costs can be saved. We describe the applicability of the hexagonal deployment in the next
section.

4 Analysis

In this section, we compare the proposed scheme to the existing schemes and simulate connectivity and
compromise ratio using MATLAB.

4.1 Connectivity

We firstly divide the installed area into 20 x 20 grids, put an AN per a grid to assume an environment with
400 ANs, and measure the connectivity of LDK, 8-SLDK[8], and LDK+ respectively. The numerical
value is the average of 10 simulation results in the same environment. When Ccommon is low, three
schemes have the similar connectivity. In the assumed environment, we divide the power level of AN
into 2 parts and set the transmit range of AN as 1 unit and the transmit range of SN as 2 unit. Ccommon

is configured as 6. Figure 3(a) shows the simulation results of the connectivity of each scheme. The
connectivity of LDK+ is higher than that of LDK and both the connectivity increase as the number of
SN increases. Figure 3(b) shows the connectivity of each scheme according to Ccommon. We think of
the environment where 150 SNs whose transmit range is 3 unit are deployed randomly. In this case, as
Ccommon increases, the connectivity of LDK+ stays as it is, whereas the connectivity of LDK decreases.
Generally, it turns out that the connectivity of 8-SLDK which is divided into 8 sectors is low.

(a) Num of SN (b) Num of Ccommon

Figure 3: Comparing the connectivity of LDK+ with the others

Aside from this, we simulate several conditions in various environments. We assume that 100 SNs
are deployed and Ccommon is 1. Then the connectivity of LDK+ is 0.937, when the transmit range of SN
is 2 unit. The connectivity of LDK+ is 1 when the transmit range of SN is 3 unit. Eventually, if there are
neighbor nodes within the transmit range of each SN, all the SNs can communicate each other. If SNs
spread out ideally, the connectivity of SNs will be 1.
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The connectivity can be changed according to the number of nonces it gets from an AN and Ccommon

that affects on security. In the assumed environment, each SN receives 14 nonces from ANs on average.
In this condition, the connectivity decreases as Ccommon increases. The connectivity of LDK drops rapidly
when Ccommon is 6 and the connectivity of LDK+ drops rapidly when Ccommon is 19. Therefore, it is
considered that the highest security is obtained when Ccommon is 18 in LDK+.

(a) Num of SN (b) Num of Ccommon

Figure 4: Comparing the connectivity of hexagonal deployment with normal deployment

The number of AN relates to sensor network costs. If connectivity can be maintained as the number of
AN reduces, network generating costs can be saved. To reduce the number of AN, we apply a hexagonal
deployment. When deploying in a hexagonal shape, we can form network only with 200 ANs whereas
400 ANs are needed before. When we set transmit range as 1.6 unit and remain the other conditions
same, the connectivity of 100 SNs is almost as same as the previous value. Figure 4 shows a result of
the simulation which compares the connectivity according to deployments. Therefore, we see from the
simulation that the connectivity can be maintained similarly, while the number of ANs reduces when
nodes are in a hexagonal shape.

4.2 Compromise Ratio

For simulation of compromise ratio, we refer to Eq. (6) in Chan et al.[3]. The size of key pool is S. The
number of captured nodes is x. The size of key ring is m. The minimum number of shared key is q.

m

∑
i=q

(1− (1− m
|S|

)x)i p(i)
p

(6)

Figure 5 shows a result of the simulation. The size of m is configured as 7 in LDK and 8-SLDK.
The maximum m of LDK+ is set as 63. This is because LDK+ generates keys by combining nonces
and 9 grid information. When Ccommon is 6, the total compromise ratio is lower than 0.08 according to
the number of captured nodes. The compromise ratio of LDK+ is lower than that of LDK, but higher
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(a) Num of compromised node (b) Num of Ccommon

Figure 5: Comparing the compromise ratio of LDK+ with the others

than that of 8-SLDK. However, LDK+ is much more feasible than 8-SLDK. This is because LDK+ has
a higher connectivity than 8-SLDK when Ccommon is 6. The compromise ratio totally increases as the
number of common keys increases. This result implies that an increase in the number of common keys
improves security.

In conclusion, the connectivity of LDK+ is high when the minimum number of common keys re-
quired for key establishment is high. The compromise ratio of LDK+ is lower than that of LDK, but
higher than that of 8-SLDK. We also confirm that the absolute value of compromise ratio is low.

4.3 Comparison

The existing key management schemes using a grid for wireless sensor networks[10, 11, 14, 6] utilize a
grid as key ring or an identifier which uniquely identifies a sensor node. One of the conditions among
the schemes is that a sensor node should be deployed in an assigned grid. On the other hand, there is no
deployment condition in Anjum scheme[2]. However, LDK is simulated to generate a communication
key in low Ccommon environment. Ccommon is an important variable in network security. Ccommon for
generating the communication key relates to the security in wireless sensor networks. When a node is
captured, secure link is likely to be broken as Ccommon is low because the communication key is derived
from a few common keys. Thus, we only consider the condition when Ccommon is high.

5 Conclusion

In this paper, we present LDK+ which is an improved scheme of LDK by Anjum[2]. We add key
revision by utilizing grid information to the previous dividing method, and suggest key generation by
combining grid information. Thus, we solve the lack of the number of nonces that can be occurred
when communication interference happens. We also consider key establishment and key revocation
considering packet drop attack among insider attacks.
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Through the simulation, we confirm LDK+ has a higher connectivity and lower compromise ratio
than those of LDK, which means stability and security are improved. Moreover, through the hexagonal
deployment of AN arrangement, we show that network costs can be lowered with the similar connectivity
by decreasing the number of AN.
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