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Abstract

In the paper will be presented some advances in procedures used for encryption and division of secret
data, as well as modern approaches for management of splitted information. Computer techniques
for secret information sharing aim to secure information against disclosure to unauthorized persons.
The paper will describe algorithms allowing for information sharing and secret parts distribution with
regards to the different accessing grants for particular persons. Presented protocol allows to prevent
insider treats and information leakage, while performing secret part distribution, and information
restoration.
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1 Introduction

Data security, information safety and authorisation have been a subject of research of cryptography,
mathematics and informatics, which tries to restrict access to various kinds of data [2}[3,[7]. The diversity
of this information was not only due to the contents of the different data sets [4, 15, 6], but also the others
features of these sets:

e size of the data sets;

e the form under which data was concealed:

numerical sets,

visual images,

signals and sounds;

biometrics, etc.

The main idea of cryptography was the data concealing and authorized. These processes were thus to
guard access to data in the best possible way so that these data sets would not be send, transferred,
disclosed or used by individuals not authorised to do so. These situation implied creation and use a new
solution in those scientific field started promoting where methods of concealing of the data sets: coding
it, encrypting it, guarding access to information/data.

Every new solution in cryptography was presented as algorithmically and computationally secure, but
only to the time when a new solution were created. For example of algorithms based on the use of
cryptographic keys dedicated for encrypting or decrypting processes, security consisted in ensuring that
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the key could not be broken and the key could not be taken over by a unauthorized person.

If the cryptographic keys used in cryptographic protocols were taken over, the entire information could
be disclosed. Thus a search a new, the better and more secure solutions started. A new solution was
data splitting and sharing algorithms and protocols were included in the group of algorithms protecting
information sets from disclosure.

Data splitting and sharing algorithms are based on coding data sets into a binary form and then splitting
these coded data sets among a selected group of individuals each of whom receives a share of the split
parts of secret data. In order to reconstruction the data secret, all parts of the secret must be combined
and the information decoded.

Information splitting algorithms require all parts of the secret owners to put together their shares to
reproduce the divided information/data. This cryptographic protocol creates a risk, because losing even
one share of the secret part will make it impossible to divide the split data. The same situation is if even
a single part of the secret trustee objects to reproducing the dividing data sets.

2 Secure Distribution Protocols for Information Management

Cryptographic algorithms of data splitting and sharing divide information between a group of secret
trustees. These groups were selected at the processes of definition of the algorithms. In these algorithms,
a trustee of secret holds one of n shares of the divided secret data into which secret information I has
been divided. The stage of dividing secret information and distributing it among process participants is
thus the same in both secret splitting and sharing algorithms.

Secret information I is divided between n process trustee of secret. Every participant of those algorithms
receives one of n shares of the divided secret information. Every part of secret information alone is
useless. Thus disclosing a single part of the divided secret information poses no threat to the security of
the entire secret information I. Trustees of the part of secret information store theirs parts of the global
information I until it becomes necessary to reproduce and disclose it. This process differs for information
splitting and sharing protocols.

Data splitting protocols require combining all n shares of the split secret information to reproduce this
secret data. If shares combined are less then n, the secret information I will not be reproduced.
Information sharing protocols require combining a certain parts of secret information m < n to reproduce
secret information I. Thus it’s necessary to combine only selected parts of secret shares (m) to reproduce
the secret information I. The number of m required to reproduce secret I depends on which one data
sharing scheme is chosen. Those solutions are known as (m, n)-threshold schemes [, |8, [10], where:

e n — the number of shares into which secret information I will be divided,

e m — the number of shares absolutely required to reproduce secret 1.

The operating principles of the information splitting (Fig. [I)) and sharing (Fig. [2) algorithms are pre-
sented below.

To reproduce information, splitting algorithms require that all shares of the split secret be combined,
while data sharing algorithms only require a selected number of them. From the point of view of in-
formation management, data sharing algorithms are more convenient for efficient management [9, [11]].
They make it possible to reproduce the information without all trustees of the secret having to participate.
Even if some secret trustees are excluded, the shared message can still be reproduced, which would be
impossible in a data splitting algorithm. If a selected share of the secret is accidentally or intentionally
obtained in data splitting algorithms and thus poses the threat that the secret information will be revealed
to unauthorised individuals, there is the danger that the information may be revealed in an uncertain
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Figure 1: Information splitting algorithm.
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Figure 2: Information sharing algorithm.

situation. In the case of information sharing algorithms, it is possible to exclude a suspected or just un-
reliable person whose loyalty is in any doubt. Cryptographic protocols on secure data sets the basic data
sharing procedures include one of the cryptographic algorithms, for example [10} 12, [13]):

e Shamir’s algorithm;
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e Tang’s algorithm;

e Lagrange’s interpolation polynomial algorithm.

3 Managing Secret Shared Strategic Data in Hierarchical and Layered
Structures

Managing strategic data is usually equated with important data being managed by persons authorised to
access it while ensuring complete security of this data. Strategic data, as a type of secret data, is not
disclosed to broad groups of recipients. They are only known to small groups of individuals and their
complete confidentiality is reserved. Thus, in managing this type of data, there is always the danger that
someone could get hold of this data and disclose it to unauthorised individuals. Data sharing protocols
are an effective protection against someone obtaining this data.

The method by which data sharing algorithms work is associated with the operation of (m, n)-threshold
schemes which split data sets into n equal shares, of which any m, once combined, allow the shared
secret to be reproduced.

The divided secret may have any content, so it is better to share strategic data. Strategic data may com-
prise economic figures, i.e. the financials of the company, organisation action strategy, intelligence data,
design or logistical information.

Economic and financial data stored in the numerical form, which is very easy for unauthorised individu-
als to steal, has been selected for this analysis. This type of data is known to selected groups of people
in individual enterprises, so an efficient process for managing this data has a direct impact on the correct
operation and growth of the enterprise. Thus ensuring the security of systems for managing company
financial data is the most important job in processes of strategic information management within an en-
terprise.

The method of dividing data within a selected group of trustees of strategic data depends on the structure
of the organisation, enterprise or institution to which it is dedicated [14]]. A hierarchical and a layered
division are distinguished the most often [[11]].

The hierarchical division of strategic data is possible in structures which have this nature. The hierarchi-
cal nature of the structure within which information is divided can thus be a driver of the method of data
sharing (Fig. [3).

In a hierarchical structure, information is shared independently at each hierarchical level, while the
shared secret is reproduced by the trustees of the shares of divided information from a higher level.
Figure [3| shows information division at three different layers of the organisation. In the highest layer of
general management, a single person can reproduce the information. In contrast, in lower layers, the
shared secret is reproduced by two out of four protocol participants. This is thus an example of the
operation of a (2, 4)-threshold scheme.

The same method of sharing data applies in layered information sharing (Fig. @).

The method of data reproduction forms a significant difference between information sharing within
a hierarchical and a layered structure. In a layered structure, the secret is shared within individual layers
in an independent way. Thus, within each layer, data is share independently of any other layer, while the
shared information can be reproduced by combining the selected number of secret shares.

Figure 4 shows how, in the superior layer, the information can be individually reproduced by company
management. Within the subordinate layer, a (2, 4)-threshold sharing scheme is presented, whereas in
the lowest layer, a (3, 5)-threshold sharing is shown. In each layer, the method of operation is similar.

It’s also data decoding in interpenetrating structure. If part of the secret data is impossible to obtain, than
it’s possible to data decoding by the participants of the different level (in hierarchical structure) or layer
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Figure 3: Information sharing in hierarchical structure.

division of particular shares between secret trustees combining secrets of all secret shares

in layer 1
2061,118673388221348596045131057568250550751
6818426384456542618620307652684948417301034.
7931,237247276762968116112018844685970460882
2338615344636620635815289075608068929265429
4077;114108751430802105665052348650897446 768
541521433171059356866162204967367 1880517733
2284,397537786505276480276561780344917504251
7130657873125004322867543076235686009677719

2061,118673388221348596045131057568259550751
6818426384456542618620397652684948417301034
7931,237247276762968116112018844685970460882
2338615344636820635815289075608068926265429
4077;114106751430802105665052348650807446768
541521433171059356866162204967367 1880517733
2284,397537786505276480276561780344917504251
7130657873125004822867543076235686000677719

2061;118673388221348506045131057568250550751
6818426384456542618620307652684948417301034

2061,118673388221348596045131057568259550751
6818426384456542618620307652684948417301034.

7931,237247276762968116112018844685970460882
2338615344636820635815289075608068029265420 o 7031,237247276762968116112018844685970460862
2338615344636820635815289075608068920265420
4077,114108751430802105665052348650897446768
541521433171050356866162204967367 1880517733 4077,114108751430802105665952348650897446768
5415214331710593568661622049673871880517733
2284,307537786505276480276561780344917504251
7130657873125004322867543076235686009677719
7130857873125004822867543076235686009677719

division of particular shares between secret trustees
inlayer 3

2136,217961866688962488642620157661930806490
G643960035360132470490458364454505041362476
0 2136,217981866088962488642629157661930936490

AR A LIAT M AADAAR AT ERAAAAT AT, 6643360035360132470490486384494905041392476

2076520483331709096690305087521004576726717
4262,280519635047419448445237293802043407178

4837,126500340727478455179817943218759248308 g by e ST S

5256308443839530811715401727245163750170640

7765,794843063892084063564677775943363552502

° 4837,126500349727478455179817943218750248308
482567603376537570126858168075647418069397

5258308443830530811715401727245163750170640

7103,227373993341917762630092275749767940648

o 7765,704843063892084063564677775043363652502
1267155054840244633817717801526002306790980

482507693378537570126858168975647418069397

7103,227373993341917762630092275749767940646
1267155054840244633817717801526002305790980

2284,397537786595276480276561780344917504251 ®

combining m secrets of n secret shares (3,5)

o

Figure 4: Information sharing in layered structure.
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The secret information is coded into a binary form in order to protect the contents of data that will
be shared. Then, the coded information is divided between protocol participants within different layers
according to the selected (m, n)-threshold scheme. In order to reproduce the information, it is necessary
to combine m selected secret shares (bearing in mind that m takes different values in different layers).
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Figure 5: Information sharing in interpenetrating layered structure.
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Then, the combined information can be read after it has been decoded. Hence, secret data is protected in
the process of information sharing by the following means:

e the process of coding data into a binary form;
e the secret division between trusted trustees (by using the selected algorithms);
o the complete uselessness of a single obtained share of the secret;

o the ability to eliminate an unwanted secret shareholder.

4 Conclusion

Secure distribution protocols used for restoring secret information may use different accessing grants.
The main access of these protocols and algorithms are managing strategic enterprise data. This solution
implies that the complete confidentiality and security of the data stored, analysed and transferred must
be ensured. Such processes are supported by the use of algorithms for data splitting and sharing, which
ensure that secret data sets is already secure at the stage of the preliminary strategic information division
process. In secret sharing processes we use (m, n)-threshold schemes for sharing secret information en-
sures the security of the divided secret and its distribution between individual trustees of the secret. That
solution significantly improves processes of secret data management.

Dividing secret information between appointed trustees of individual shares of the secret makes it pos-
sible to manage data sets in a secure way, enabling this secret to be stored and sent without the risk that
the loss of one share would cause the entire secret data to be declassified.
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