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Abstract

With the rapid updating of Internet technology, electronic auction network environment is more com-
plex, so the electronic auction security requirements are getting higher and higher. In addition, the
study of multi-attribute auction research on security is still very lacking. In this paper, a secure multi-
attribute reverse auction scheme is proposed. It uses the paillier threshold homomorphic cryptosys-
tem and multiple servers to prevent conspiracy attack between buyer and auction servers. Moreover,
the techniques of oblivious transfer and anonymization are also used to achieve the bidder privacy
and anonymity. Finally, the scheme achieves the public verification of auction process and auction
results and the security analysis is given.
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1 Introduction

The rapid development of the Internet brings people a lot of information resources, which makes peo-
ples’ lives more convenient. In the business world, Internet-based e-commerce has become one of the
main drivers of economic development. Electronic Auction as an important part of e-commerce and the
traditional auction will be transplanted to the Internet[32, 29]. Enterprises or the government through
the construction of e-procurement platform, publishing the information about purchased items, then on-
line negotiations and so on to achieve online ordering and payment and finally sending the goods to the
buyers according to the logistics distribution line, which completing the entire transaction. Electronic
auctions are generally not subject to time and space constraints[30, 4, 6]. Therefore, the transaction is
more flexible and convenient and the cost of services is lower, which means that auction items can be
more abundant. It is precisely because of these characteristics of electronic auctions, to promote elec-
tronic auction has become a huge potential for development of the market, with a very considerable
economic prospects[28, 27, 5].

Because at the beginning of the Internet design, people only considers the convenience and openness,
which can make the security of the Internet is very fragile, vulnerable to hacker or hacker attacks and
invasion.There may be non-standard use of the system and the risk of malicious damage, making the
user or the system sensitive information leaked. Therefore, the electronic auction based on Internet
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technology to consumers to bring convenient, fast, cheap and efficient way of trading, but also to the user
a lot of security threats, which is electronic auction and even e-commerce research areas to face a huge
challenge [31, 1, 14, 10, 19].

The secure electronic auction system is a set of network security protocols and systems for appli-
cation layer. Among them, various types of auction models are presented in the form of electronic
protocols[18, 17, 15, 22]. The main function is that in the distrusted network environment, the system
can not only follow the auction model of the auction / sale rules for commodity auctions, but also ensure
the user data privacy, data integrity, the fairness of the auction, the auction results of public verification.
In addition, we must take the possible internal and external fraud and collusion and other issues into ac-
count to ensure that their respective economic interests, privacy information, etc. do not violated[3, 16].
In summary, the security of electronic auction model has become a hot topic in electronic auction re-
search.

So far, the research on auction security for single attribute is very rich, however, research on security
for multi-attribute auction is very lacking. With the need for multi-attribute auction security in recent
years, the study of secure multi-attribute auction has been paid more and more attention by people.
Suzuki et al. ’s work [25] is the first paper on the study of multi-attribute security auctions, which in-
corporates trusted third parties and achieves the confidentiality and public verification of tenders, but the
computation method of winner does not consider the weight factor and the bidder can not arbitrarily bid.
In addition, the attribute value can not be freely selected. Shi proposed a semi-honest model of qualita-
tive attributes of the sealed bidding multi-attribute auction model [23]. The main concern is the different
tender structure under the confidential winners decision-making problem. Srinath et al. proposed two
MREA protocols with single and multiple rounds of bidding, using a linear weighting function to deter-
mine the auction winner, and using the pseudonym generation algorithm to achieve the anonymity of the
bidders [24, 12]. However, both protocols are needed to open the tenders in the computation process.
Therefore, there has a weak bid privacy and the public verifiability do not provided.

In this paper, we consider the security problems above to propose a privacy-preserving distributed
multi-attribute reverse auction scheme with public verification using Threshold Paillier cryptosystem.Our
contributions as follows: (1) our proposed scheme can achieve the bid privacy and anonymity by using
the oblivious transfer and anonymization. (2) paillier threshold homomorphic cryptosystem and multi-
ple servers are used to prevent the conspiracy attack between buyer and auctioneer server. (3) proposed
scheme achieves the public verifiability of auction process and auction results and security analysis is
given. The remainder of this paper is organized as follows: in section 2, we recall some preliminary
knowledge including distributed multi - attribute reverse auction model, oblivious transfer, paillier cyp-
tosystem and threshold paillier cryptosystem. We proposed our scheme in section 3 and in section 4,
security analysis is given. Finally, we conclude this paper in section 5.

2 Preliminaries

2.1 Distributed multi - attribute reverse auction model

In the distributed multi - attribute reverse auction model, there is a buyer, n distributed servers and a
number of bidders. The figure 1 is shown below. Each bidder provides a length of n attribute vector
as the bottom of the target: Bi = {bi,{α j|1 ≤ j ≤ n}}(bi,α j ∈ ZN), bi is denoted as the price attribute
that any bidder provides. {α j} is a non-price attribute vector of length j. The traditional linear addition
letter is used as the utility function of the winner decision in the auction model [12]: Scorei(bi,ATi) =
−bi +∑

n−1
j=1 ω jα j, which is defined as a non-price attribute set. The price attribute is also given the

same weight: Scorei(ATi) = ∑
n
j=1 ω jα j, which denoted as a collection of attributes that contain price

attributes. ATi represents the set of bid attributes provided by the ith bidders. {ωi} is defined as the
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weight of each attribute. After all the auction servers have finished the operation of all the bidders, the
buyer can determine the winning bidder by the following formula: argmaxi(Score(bi,ATi)).

 buyer 

Auction severs 

bidders 

n 

m 

Figure 1: The auction model

2.2 Oblivious transfer

Oblivious transfer is a data transmission protocol that protects the privacy of both parties and enable both
sides to send messages in a vague way . Rabin et al designed the earliest the oblivious transfer protocol
and achieved the oblivious transfer function of “two chooses one” [21]. Moreover, Tzeng [26] designed
the OT n

1 oblivious transfer protocol of “n chooses one” which is a very useful cryptography tool and the
protocol is shown in the table 1, where q is a large prime and Gq is a cyclic group of order q. (g,h) is
two generators of Gq. Zq is a finite additive group of q elements and (g,h) can be reused if logg h is not
revealed.

Table 1: 1-out-of-n oblivious transfer protocol

Protocol 1-out-of-n oblivious transfer (OT n
1 )

parameters input: (g,h,Gq):
Sender Alice’s input:s1,s2...sn ∈ Gq:
Receiver Bob’s choice: ε ∈ [1,n]:
Receiver Bob can access a specified elements from {si} and can not get other elements. While sender
Alice can not know ε;
(1) Receiver Bob sends ε , y = grhε ,r ∈R Zq;
(2) Sender Alice replies: c j = (gt j ,s j(y/h j)t j), t j ∈R Zq,1≤ j ≤ n ;
(3)After Bob receiving {c j}, cε = (d, f ), sender computessε = f/dr;

2.3 Paillier cryptosystem

The Paillier cryptosystem is a homomorphic cryptosystem with additive homology [20]. The scheme
consists of the following parts:

Key generation: assume n = pq is RSA- modulus, in other words, p,q are strong primes. Select λ =
lcm(p−1,q−1) and random integer g to satisfied gcd(L(gλ mod n2),n) = 1 and the L(µ) = µ−1

n .The
public key is (n,g) and the private key is λ .

Encryption: Set the plaintext m ∈ Zn to be encrypted and select r ∈R Z∗n to get the ciphertext c =
gmrn mod n2.
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Decryption: plaintext m = L(cλ mod n2)

L(gλ mod n2)
mod n.

The security of the Paillier cryptosystem depends on the Decisional Composite Residuosity Assump-
tion (DCRA), that is, there is no algorithm in the polynomial time to distinguish whether a modulus is
the remaining n of the modulus n2.

The Paillier cryptosystem satisfies the addition of homomorphism and there are two properties:
(1) D(E(m1,r1)∗E(m2,r2) mod n2) = m1 +m2 mod n
(2) D(E(m1)

k mod n2) = km mod n

2.4 Threshold paillier cryptosystem

When one party knows the secret key to decrypt any ciphertext and violates the privacy of the participant,
in order to prevent this possible fraud, threshold paillier cryptosystem is used in our proposed scheme
[2, 7, 13]. The threshold Paillier cryptography is the idea of using the threshold password for the Paillier
public key cryptography, and there are many application examples in multi-parity security calculations.
The four parts of the threshold password system are as follows [9]: key generation algorithm, encryption
algorithm, decryption algorithm and combination algorithm. The threshold Paillier password system is
introduced and the specific details will be described in detail in the next section. Assume the scheme has
a secret publisher D and n participants Ui.

Key generation algorithm: D generates public and private keys (PK,SK) according to the key
generation algorithm. Each protocol participant Ui can get a part of the private key ski After the algorithm
is finished, exit the protocol.

Encryption algorithm: any private key holder can use the public key PK to encrypt the plaintext M
and outputs the ciphertext c.

Decryption algorithm: all participants use the partial private key ski to “decrypt” c and get a “de-
crypt” result ci with the generation of an operational correctness proof proo fi.

Combination algorithm: assume that at least c1, ...,ct proo fi are verified to be correct (t ≤ n) and
the ciphertext can restore the plaintext by the langrange interpolation.

3 The proposed scheme

3.1 Initialization phase

In the initialization phase, buyer needs to publish the requirements of goods and corresponding non-price
attribute weight set {ωi}i∈[1,l]. Set {α j}1≤ j≤l to an attribute vector of length l, which represents supply
program of bidders including the price, weight and other attributes. Moreover, the trusted third party is
set as a threshold paillier homomorphic scheme for key generation and distribution, which denoted as D.
D starts the threshold Paillier encryption initialization:

(1) D generates n = pq and satisfies gcd(n,φ(n)) = 1, which p and q are strong primes. In addition,
p = 2p′+1, q = 2q′+1, p′ and q′ are large primes. Set m = p′q′ and randomly generated β ∈R Z∗n to get
the private key Sk = βm which can broadcast in all auction servers according to Shamir secret sharing.
f (X) = ∑

t
i=0 aiX i is computed and a0 = βm, ai ∈ [0,nm− 1]. Sub key is sent to the l auction severs

{Pl} according to the corresponding number and Pi gets the sub key denoted as si = f (i) mod nm. After
distribution, Sk is destroyed.

(2) Select (a,b) ∈ Z∗n ×Z∗n Randomly and let g = (1+ n)abn mod n2. The public key Pk is consist
(g,n,θ), where θ = L(gmβ ) = amβ mod n and be sent to the all bidders through the broadcast channel
by D.
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(3) Let V K = v is the square number of the composition of the circulation group of Z∗n2 and v =

v∆ mod n2. The key V Ki = vsi = vsi mod n2 is Verified, where = l!. Then public V K,V Ki(1 ≤ i ≤ l)
according to the broadcast channel.

Moreover, Anonymity technology is also used to vague the true identities UID of the bidders [11]
and we can get an anonymous identity PID = EPk(UID||Pad)||Pk||n. Pad is a random padding bit and
buyer specified the location to fill a certain length. The security and uniqueness of PID is elaborated and
discussed in [11]. The PID will be sent in the broadcast channel.

3.2 Bidding phase

After bidders receiving the public key, they use the paillier encryption to encrypt the price attribute and
all non-price attributes: EPk(−bi) =−gbirn

1 mod n2, e j = EPk(α j) = gα j rn
2 mod n2, where r1,r2 ∈R Z∗n.

OT n
1 protocol is used to transfer the encrypted attribute value. In addition, Pi∈[1,l] is denoted as a auc-

tioneer sever. Pi selects a subscript k randomly and sends the y = grhk to the anonymous bidders, where
r ∈R Zn. Then, an anonymous bidder replies a response set {c1,c2...cl}, where c j∈[1,l] = (gt j ,e j(y/h j)t j),
t j ∈R Zn; Pi selects k corresponding the element ck = (d, f ) in {c1,c2...cl} and computes: ek = f/dr =
ek(y/hk)t j/(gt j)r = ek(grhk/hk)t j/(gt j)r. Finally, bidders send the EPk(−bi), {e j} j∈[1,l−1] to the auction-
eer server {Pl}l∈[1,l−1].

When each Pk∈[1,l−1] receives the encrypted attribute value e j∈[1,l−1] sent from bidders, Pk begins
to use the threshold Paillier encryption of homomorphic properties to compute the weighted attribute
values.

For plaintext m1 ∈ Zn,r1 ∈R Z∗n, threshold Paillier satisfies the formula: D(E(m1,r1)
λ mod n2) =

λm1 mod n.
Pk can get the weighted attribute values ω jα j in the ciphertext: EPk(ATi j) = eω j

j .
When finish the computation, all {Pk} will send the EPk(ATi j) to the Pl and compute the final weight

accroding to the formula Scorei(bi,ATi) =−bi +∑
n−1
j=1 ω jα j:

EPk(Score(ATi)) =
l−1

∏
j=1

ATi j =
l−1

∏
j=1

eω j
j

EPk(Scorei(bi,ATi)) = EPk(ATi)∗EPk(−bi)

Then, Pl sends the EPk(Scorei(bi,ATi)) to the rest of the auction server in the broadcast channel.

3.3 Winner determination phase

When {Pi}i∈[1,l] gets the EPk(Scorei(bi,ATi)) in the broadcast channel, Pi uses the si to partially decrypt.
Set EPk(Scorei(bi,ATi)) as c. Pi computes ci = c2∆si mod n2 and generates the correctness proof proo fi

which is discussed in detail in the next section. Pi sends the (ci, proo fi) to the buyer and result publisher.
At this phase, assume that the buyer is honest and has received no less than valid ci of t, which

can recover the plaintext according to the combinational algorithm. The buyer can not recover the
Scorei(bi,ATi) if buyer receives the effective part of the decryption less than t. Otherwise, recover the
weight and plaintext by the following formula:

Scorei(bi,ATi) = L(∏
j∈S

c
2µS

0, j
j mod n2)× 1

4(l!)2θ
mod n

where µS
0, j = ∆×∏ j′∈S\{ j}

j′
j′− j ∈ Z. After computing the bids, buyer can choose the most satisfactory

supply options and then the auction ends. Figure 2 describes the flow of the protocol.
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Figure 2: The flow chart of protocol

4 Security analysis

4.1 Public verification analysis and proof

Public verifiability is a very important research in electronic auction and secure multi-party computa-
tion. It is an effective method of protecting the privacy of participants in a distributed environment. [9]
proposed zero-knowledge interaction protocols for the threshold paillier encryption scheme. Accord-
ing to the validity of multi-attribute encryption values and the correctness of partial decryption private
key sharing in multi-attribute electronic auctions, protect the secret do not reveal in this paper, a zero-
knowledge proof process based on this two protocols for two honest participants is constructed. There
are two ciphertext validity issues that need to be publicly verified:

(1)To prove the weight of the auction server encryption and EPk(Scorei(bi,ATi)) decryption when
using the correct part of the private key si without exposing the true value of si.

(2) To prove that the auction server Pi receives the encrypted attribute ciphertext e j must come from
the corresponding set of plaintext attributes {α j} without revealing the actual value of e j.
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4.1.1 Interactive proof of correctness for partial decryption private key sharing

In our proposed scheme, auction server {Pi}i∈[1,l−1] needs to prove to some trusted third party that when
ciphertext c generates partial decryption ci, auction server {Pi}i∈[1,l−1] uses the correct partial private key
s j without revealing the true information of s j.

According to our proposed scheme, the public inputs:

(1) Two large prime product n, where p = 2p′+1,q = 2q′+1;

(2) |n|= k (|n| represents the length of a bit string when n is a binary), ξ = p′q′;

(3) V K = v = v∆ mod n2,V Ki = vsi = v∆si mod n2;

(4) c = c4∆ mod n2,c2
i = csi = c4∆si mod n2.

The prover P inputs input secretly si ∈ Znξ , and prove to the verifier V that it knows that si ∈ Znξ

satisfies the following equation:

V Ki = (v)si = (v∆)si mod n2,

csi = (c4∆ mod n2)si mod n2 or logc(c
2
i ) = logv(V Ki).

(1) P generates a random number w ∈R Zn and computes (x,y)→ (cw,vw). Then sends (x,y) to the
verifier V ;

(2) V selects e ∈R Znξ and sends e to P;

(3) P computes r = w+ sie and r sends to V ;

(4) V verifies cr ?
=x(c2

i )
e and vr ?

=y(V Ki)
e;

The flow figure 3 is shown below.

 Prover Verifier

R nw∈ Ζ

( , ) ( , )
w w

x y c v→ ( , )x y

R ne ξ∈ Ζ
e

ir w s e= + r
?

2( )
r e

ic x c=
?

( )
r e

iv y VK=

Figure 3: The flow chart for the interactive proof of partial decryption’s correctness
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4.1.2 Non-interactive proof of correctness for partial decryption private key sharing

Because of the communication cost of the protocol for interactive zero-knowledge proof is high, it is
necessary to convert the interactive zero-knowledge proof protocol into non-interactive zero-knowledge
proof. Fiat-Shamir proposed a “heuristic approach” [8] that uses a hash function to convert the zero-
knowledge proof protocol of a honest verifier into a digital signature scheme. In addition, it uses the
(Commit,Challenge,Response) to represent a copy of the integrity of a honest verifier.

Set H as a hash function with an output length of L and n = pq, where p = 2p′+1,q = 2q′+1, the
bit length of n is n and denoted as c = c4∆ mod n2,csi = c4∆si mod n2. The non-interactive method is as
follows :

Prover computes the commitment (a,b) ← (vsi mod n2,csi mod n2) and uses the hash function
to compute the challenge e = H(a,b,v,c,vw,cw), where w ∈ {0,1, ...,22k+2L − 1}; then compute the
response r = esi + w, r ∈ {0,1, ...,22k+2L − 1}. The proof for correctness of private key sharing is
proo fi = (e,r);

Verifier verifies that whether the equation e
?
=H(a,b,v,c,vra−e,crb−e) is valid or not to prove if is

valid.

4.1.3 Interactive proof of validity for attribute ciphertext

Our proposed scheme verifies that auction server Pi∈[1,l] can prove that the received ciphertext attribute
e j∈[1,l−1] is valid for any honest bidders. Let Pi∈[1,l] receives the attribute ciphertext as e j and correspond-
ing attribute plaintext as α j. The proof of the remaining attributes is similar.

According to our proposed scheme, the public inputs:
(1)Two large prime product n,
where p = 2p′+1,q = 2q′+1; S = {α1,α2,α3}, e j/gα1

, e j/gα2
, e j/gα3 ;

(2)e j = gm j rn mod n2, where r ∈R Z∗n and The subscript j is kept secret.
Verifier P randomly selects x,b1,b2 ∈R Zn, and computes u1 = gb1 mod n2, u2 = gb2 mod n2; after

selecting w1,w2 ∈ Zn, P computes the commitment:

v1 = un
1(g

α1/e j)
w1 mod n2,v2 = un

2(g
α2/e j)

w2 mod n2,v3 = gxn mod n2

Then P sends the {v1,v2,v3} to V and generates a response w ∈R Zn randomly. P computes w3 =
w− (w1 +w2) mod n and un

3 = gnxrnw3gw3(α
′
3−α3) mod n2, where α ′3 is the actual cihpertext of ciphertext

e3 generated by P. If α ′3 ∈ S, P is an honest verifier. Otherwise, α ′3 /∈ S, is dishonest and α ′3 6= α3. P sends
{un

1,u
n
2,u

n
3,w1,w2,w3} to V and verifies the validity of the encrypted attribute by determining whether

the following equation is true or not.

un
1

?
=v1(e j/gα1)w1 mod n2,un

2
?
=v2(e j/gα2)w2 mod n2

un
3

?
=v3(e j/gα3)w3 mod n2,e

?
=e1 + e2 + e3 mod n

The flow figure 4 is shown below.

4.1.4 Non-interactive proof of validity for attribute ciphertext

P randomly selects {x1,x2} ∈R H,{w1,w2},x ∈R ZN and computes P and V inputs together: y1 =
xn

1(g
α1/e j)

w1 mod n2, y2 = xn
2(g

α2/e j)
w2 mod n2 and y3 = grn mod n2. a challenge is generated:

e = H(y1,y2,y3,e j/gα1 ,e j/gα2 ,e j/gα3)

8
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Verifier
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？
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？

Figure 4: The flow chart of the interactive proof of ciphertext ’s validity

And computes the response w3 = e− (w1 +w2) mod n to generate xn
3 = gnxrnw3gw3(α

′
3−α3) mod n. V

verifies the validity of the encrypted attribute by determining whether the following equation is true or
not.

e
?
=H(y1,y2,y3,e j/gα1 ,e j/gα2 ,e j/gα3)

yn
1

?
=x1(e j/gα1)w1 mod n2, yn

2
?
=x2(e j/gα2)w2 mod n2

yn
3

?
=x3(e j/gα3)w3 mod n2, e

?
=w1 +w2 +w3 mod n

4.2 Other security

(1) Anonymity : at the phase of the initialization, each buyer has an temporary identity pseudonym
to participate in the auction and buyers achieve the anonymity according to the private key.

(2) Fairness: paillier threshold encryption is used in our proposed scheme. Therefore, there is no col-
lusion between buyers and auction servers. In addition, there is no conspiracy attack between seller and
any other two sides neither because of using the technique of oblivious transfer and identity anonymity.

(3)Public verifiability: zero proof of knowledge is used by buyer to verify the commitment of auction
servers, which can achieve the public verifiability of decryption operation.

5 Conclusion

In this paper, a privacy-preserving distributed multi-attribute reverse auction scheme with Public veri-
fication using Threshold Paillier cryptosystem is proposed. It uses the paillier threshold homomorphic
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cryptosystem and multiple servers to prevent conspiracy attack between buyer and auction servers. The
techniques of oblivious transfer and anonymization in our scheme can achieve the bidder privacy and
anonymity. Finally, the scheme achieves the public verification of auction process and auction results
and the security analysis is given to demonstrate that our scheme has a strong security and can prevent
the conspiracy attack of each two party.
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