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Abstract

The location of vehicles, which may contain some sensitive information, is critical for VANETS se-
curity. The literature location privacy-preserving scheme suffers from either selfish vehicle node or
vehicle density issues. In this paper, a novel location privacy-preserving scheme for VANETS is
proposed based on virtual mix zone which is created dynamically when the pseudonyms of vehicle
nodes are going to be expired. Moreover, a reputation model and mechanism is introduced to en-
courage the selfish node to join the mix zone. The evaluation and analysis show that the proposed
scheme performs better than the typical ones in terms of privacy strength and energy cost.
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1 Introduction

In recent years, with the rapid development of mobile ad hoc networks and wireless sensor technology,
vehicle ad hoc networks (VANETS) emerge and become more and more popular [9]. VANETS are the
specific applications of mobile ad hoc networks in the field of intelligent traffic system(ITS). VANETSs
consist of on-board units (OBUs) and road side units (RSUs), which allow the vehicle to communicate
with other vehicles (vehicle-to-vehicle, V2V) or roadside infrastructures (vehicle-to-infrastructure, V2I)
to build a multi-hop communication network. VANETSs can provide location-based services (LBS) so as
to achieve inter-vehicle collaborative safety driving, traffic decision support, traffic intelligent dispatch-
ing, real-time traffic information releasing, and other ITS services [4].

VANETS play an important role in traffic safety and traffic efficiency improvement. However, with
the widespread of LBS in VANETS, privacy issues are becoming more and more prominent [6]. LBS
employs location technologies (GPS, WiFi access positioning, etc.) to provide users with location-related
personalized service. While the relevant services may lead to the disclosure of vehicle location privacy.
Thus the preserving of location privacy in VANETSs must be achieved.

Pseudonym changing is a feasible approach to protect the location privacy of vehicle nodes. In
VANETSs the most common solution for changing pseudonyms is establishing mix zone [14} [3} [11} [7, I8}
13]]. Multiple vehicles simultaneously change pseudonyms in an area to confuse the association between
old and new pseudonyms. However, in the conventional mix zone schemes [14, [11} [7, |8, [13], lower
density of vehicle nodes and decentralization of cooperative vehicle nodes may cause the decrease of
location privacy. As a result, establishing virtual mix zone is able to achieve higher location privacy.

Due to the rapid mobility of vehicle nodes in VANETS, the network topology changes rapidly and
the density of vehicle nodes is unstable. In this paper, a virtual mix zone scheme (VMixzone) based
on reputation model is proposed according to the characteristics of VANETs. VMixzone allows nodes
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to decide whether or not to cooperate with target nodes in changing pseudonyms. In order to stimu-
late selfish nodes to cooperate with each other, we combine the reputation mechanism with virtual mix
zone. Through the evaluation and analysis, VMixzone has significant superiority in terms of location pri-
vacy strength and energy consumption compared with the typical VANETS location privacy-preserving
schemes.

The remainder of this paper is organized as follows. In Section [2] the related technologies are dis-
cussed. The proposed VMixzone scheme is presented in detail in Section[3] The evaluation and analysis
of VMixzone are given in Section[d The conclusions are made in Section [5]

2 Preliminaries

2.1 VANETs

As shown in Figure|I|, VANETSs mainly include on-board units (OBUs), road side units (RSUs), trusted
authority (TA), and service provider (SP). OBUs, embedded in the vehicles, are responsible for commu-
nication between vehicles and RSUs or other vehicle nodes. RSUs, deployed at regular intervals, are in-
frastructure nodes. RSUs are responsible for OBUs’ network access and communication between OBUs
and TA. TA is in charge of vehicle nodes authentication, certificate issuance, and certificate revocation,
etc. SP is responsible for providing information services, including LBS. V2V and V2I communica-
tion is based on DSRC (special short-range communication technology) to achieve a small range of data
transmission.

SP

Internet —_—

Figure 1: VANETSs Framework



VMixzone Nan Guo, Linya Ma, and Tianhan Gao

2.2 Mix Zone

Mix zone was firstly proposed by Beresford[1] in 2003. It is an area for vehicle nodes to change
pseudonyms so that messages from the same node are difficult to associate. Several kinds of mix
zone have been proposed. The mix zone based on special location[l11] allows vehicle nodes change
pseudonyms in a pre-defined area, such as the intersection, and vehicle nodes choose different paths to
leave after pseudonyms changed. The mix zone based on silent period[7] allows vehicles randomly select
a period of time not to send beacon message that is silent to change pseudonyms. But for some of the
demanding real-time applications such as collision avoidance, this kind of mix zone is not applicable.
The encryption mix zone[3, 2] is to construct an encrypted communication area at the selected inter-
section. And RSU at the intersection is responsible for issuing the session key to vehicles entering the
area. This kind of mix zone has high security, high communication overhead and latency. The dynamic
mix zone[14, 3} 8, [13] allows vehicle nodes loosely change pseudonyms when their strength of location
privacy is low or their pseudonyms are about to expire.

3 The Proposed VMixzone Scheme

3.1 Network Architecture and Trust Model

As shown in Figure [2] the network architecture in this scheme includes four types of entities: Trusted
Authority (TA), Control Servers (CSs), Roadside Units (RSUs), and Onboard Units (OBUs). TA and
CSs are trusted in default, and have certain storage and computing power. TA is mainly responsible for
certificate issuing and identity authentication for RSUs and OBUs. CSs are responsible for controlling
and adjusting the pseudonym changing process and setting or updating reputation for nodes. OBUs can
directly communicate with each other within 300m distance.

—_— Oneway trust
— Mutual trust

. Distrust

CS control _
range

~ CS control
range

RSU; RSU, RSU; RSU,4

OBU

Figure 2: Network Architecture and Trust Model

In addition, for the convenience of the scheme description, Table [I] gives the relevant identifications
and descriptions.
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Table 1: Identifications and Descriptions

Identification Description

N; Target vehicle node
S The region that Ny requests for virtual mix zone
N; Other nodes within S
M The virtual mix zone
PSn,/PSy, The old/new pseudonym of N;
T/T ; The validity period of old/new pseudonym
SoLP Strength of location privacy
Papp The probability of establishing associations
between old pseudonym and new pseudonym
o Threshold of reputation
Ri/R;- Reputation /new reputation of N;
tr The last response time to N
tom The time to generate virtual mix zone
k The number of collaborative nodes that N, needs
Sigg Footprint signature generated by N;
Sig Footprint signature set
PKy,/Prvy,  Public key/Private key of N;

3.2 Reputation Model

Assume that attacker has monitored that all vehicle nodes (number of nodes is N) in S have experienced
pseudonym changing. The attacker compares the old pseudonyms sequence B with the new pseudonyms
sequence D by (1) according to [[14]:

Pyp = P(Pseudonymd € D < b € B) (D

For the target vehicle node, the highest strength of location privacy is (2) from [12]:

N
H —SoLP = — Y PylogaPy, )
=1

1

In this paper, CS is able to detect vehicle nodes who change pseudonyms. Assume that CS detects that
r vehicle nodes have changed pseudonyms in S. The strength of target and cooperative nodes’ location
privacy can be obtained by the equation 3:

SoLP = — Pd|blog2pd|b (3)

1

r
i=

It can be seen that the strength of location privacy depends on the number of vehicles that collaborate
(r) and Py, If only the target node changes pseudonym in S, the adversary can establish a correlation
between its old and new pseudonym causing the location privacy strength of target vehicle is zero, SoOLP
= 0. When Py, for cooperative nodes is the same, that is, P,;, = 1/r, the value of SoLP is maximal
SoLP = logr.

Due to the limited pseudonyms and the high cost of updating pseudonyms, there may be some selfish
vehicle nodes not cooperating in S. We introduce a reputation model to motivate selfish nodes to cooper-
ate. The reputation value of cooperative node N; will increase. And the value of increase depends on the

4
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number of cooperative vehicles. The new reputation strength of N; is calculated as follows:
/ SoLP - 'j_ P;,logy P,
R Rt 5 R, Zjv,l d|pl0g2Pa|p
— Yiz1 PaplogaFypp

TN H —SoLP
When N; register to VANETS, its reputation is set with zero. The reputation of N; will increase if it
cooperate with other vehicles. We assume that after N; establishes its own virtual mix zone, N; runs out
its reputation and has to accumulate it by cooperation. The CS sets a reputation threshold o to judge
whether a node is selfish or not. A node is regarded as selfish node, if its reputation is lower than §.
Otherwise it can avoid frequently change pseudonyms to achieve higher reputation.

“4)

3.3 VMixzone Scheme

When the system is initialized, the TA is responsible for issuing certificates for nodes. Each node should
first register with TA after entering VANETS. TA issues a series of public and private keys pairs Pub/Prv
and pseudonyms to vehicle nodes. Legal vehicle node has a reputation value of zero.

VMixzone is divided into four phases: virtual mix zone request, virtual mix zone response, virtual
mix zone preparation, virtual mix zone establishment.

(1) Virtual mix zone request

When the pseudonym of Nj is about to expire and no other nodes request to establish a virtual mix
zone, N; will broadcast its pseudonym changing collaboration request to the peers. First, N; generates
request Req =< S,tr,tcu, k, Ry >, containing virtual mix zone region S, the response deadline rg, virtual
mix zone generation time ¢y, number of requested collaborators k, and N;’s reputation value R;.

(2) Virtual mix zone response

After receiving request message from N, N; will decide whether to cooperate with Ny according to its
own reputation R;, reputation of N, R, and validity of its pseudonym.Three cases should be considered:

e If R; < 0, N; decides to cooperate with N; to increase its own reputation value.
e If R, > 0, N; cooperates with Nj.
o [f the pseudonym of N; is about to expire, N; decides to cooperate with N;.

If any of the above cases is satisfied, NV; will choose to cooperate with Ny;. Meanwhile N; will generate
the footprint signature Sig; = {PS;\,I, || M || Ti,} Prvy,» including its new pseudonym PS;V,-’ virtual mix zone
region M, and the validity of new pseudonym Ti/. Then N; encrypts its current pseudonym PSy,, M, the
validity of current pseudonym 7;, the current reputation R;, and footprint signature with its public key.
Finally, N; sends response message {PSy; || M || T; || R; || Sigi} px,, to Ns by epidemic routing protocol[10]
within 7.

(3) Virtual mix zone preparation

After receiving response message from &;, N, checks whether the number of nodes replying is larger
than k. If the number is less than k, Ny will enlarge the size of S and resend the request. If the number is
equal or larger than k, Ny will choose k collaborators with the highest reputation. Then N will generate its
footprint signature Sig, = {PS, v, M| T} Prvy, through PS}VT, M, and T, . Ny will collect all cooperators’
footprint signatures to form footprint signature set Sig = {Sig; | i = 1,...,i = k+ 1}. Finally, for each
participant N;, N encrypts Sig with N;’s public key : {Sig} Pky,and sends it to N;.

(4) Virtual mix zone establishment

At tgy, all collaborators start to broadcast footprint signatures of other vehicles to establish virtual
mix zone. Each virtual mix zone has at least k+1 vehicles (virtual / real) to update their footprint signa-
tures. Every footprint signature represents one vehicle node. The pseudonym of vehicle node is hidden
in the footprint signature.



VMixzone Nan Guo, Linya Ma, and Tianhan Gao

After the virtual mix zone is established, CS will monitor how many vehicles change their pseudonyms.
CS is responsible for calculating the new reputation value for nodes who change the pseudonym:

SoLP — X PaplogaPapy — Xy Py logaPy,

R/- =R+ i N n / /
— Liz1 PaplogaBap — Limy Fyplogaby,

TN T T SoLP

(&)

Where n is the number of virtual vehicle nodes in virtual mix zone, and P[II‘ , 18 the probability of
establishing correlation between the virtual vehicle pseudonym and its corresponding true vehicle old
pseudonym.

/ After the virtual mix zone is established, the reputation of target vehicle node returns zero, that is,
R,=0.

4 [Evaluation and Analysis

In this section, we will analyze VMixzone, MPSVLP [14], and AVATAR [3] in terms of strength of
location privacy and cost of energy. MPSVLP [[14] combines reputation model and mix zone scheme to
motivate selfish vehicles to cooperate by using reputation. AVATAR [3]] requires cooperative vehicles to
generate signature sets and target vehicle to choose cooperators through multiunit discriminatory auction
game.

Strength of location privacy is the degree of confusion for vehicles who change pseudonyms. The
privacy strength of VMixzone and AVATAR is higher than that of MPSVLP with different %, since
cooperative vehicles use the footprint signature to establish virtual mix zone in VMixzone and AVATAR.
Every cooperative vehicle has k neighbor nodes who change pseudonyms. Moreover, several virtual
mix zones will be established in S in VMixzone and AVATAR against to achieve higher location privacy
strength, only one mix zone in MPAVLP.

In the related schemes, target vehicles consume some energy when they send request, generate foot-
print signatures, and change pseudonyms. Energy consumption is larger in AVATAR and VMixzone
when the location privacy strength is the same. The mix zone is bigger in MPSVLP. Cooperative vehi-
cles in MPSVLP do not need to generate footprint signatures and reply them to target vehicles. Mean-
while, target vehicles do not need to send footprint signature sets to cooperative vehicles. Therefore the
energy cost is lower. In AVATAR, every cooperative vehicle needs to generate a footprint signature set
containing several signatures. Thus the energy consumption in AVATAR is the highest.

5 Conclusion

In this paper, we propose VMixzone—a location privacy-preserving scheme where the reputation model
is combined with the virtual mix zone. VMixzone allows vehicles to determine whether or not to coop-
erate with each other in order to cut down unnecessary pseudonyms expenses. The cooperative vehicles
generate footprint signatures, so that there are a number of virtual vehicle nodes around cooperative ve-
hicles to improve the location privacy. The concrete performance analysis and simulations are presented
to demonstrate the efficiency and adaptability of VMixzone.
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