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Abstract

Future 5G networks face the challenge of supporting the global communications among the mil-
lions of devices making up the Internet-of-Things. Traditional 4G mobile devices have a high com-
putational power, so applications based on the transmission of sensor data (accelerometers, GPS,
etc.) may apply heavy end-to-end securing solutions. However, new 5G mobile components usually
present reduced capabilities and a low clock speed. Therefore, new security solutions for sensor data
transmission in streaming have to be developed. In this paper, it is described a light cryptography
technology to secure sensor data during radio transmission in 5G networks. The proposed solution
is based on pseudorandom number generators, which are specifically designed to fulfill the require-
ments of 5G systems. A simulation scenario and a first real deployment are developed in order to
evaluate the performance of the contribution.

Keywords: 5G networks, cryptography, pseudorandom number generators, security, data transmis-
sion

1 Introduction

Future 5G networks will be designed to support communications between thousands of small, resource
constraint devices [35]]. These devices will be deployed in the context of a new technological paradigm,
the Internet-of-Things (IoT), which is changing society at all. Traditional Internet services and applica-
tions (such as the web) will be dramatically modified and complemented with unimaginable businesses.
From applications to Industry (the term Industry 4.0 was coined) [16], to enhanced home automation
applications for water and energy saving [1]], the impact of the IoT systems is growing day by day.

Any case, all future services will require the transmission of great amounts of data, sometimes with
real-time requirements, between a pervasive hardware platform composed by several heterogeneous el-
ements (usually sensor nodes) and a remote central server where service logic and other resources are
hosted [35]. In that way, 5G solutions usually include proposals in order to address this challenge (which
is probably the key challenge in 5G networks): fast handovers [33], new spectrum management tech-
niques [4]], advanced pricing [32]], etc. In this line, new security techniques (as well as privacy preserva-
tion solutions) are usually also mentioned [38]].

In fact, several of the future IoT applications will be actor-focused (based on people who are moni-
tored, on personal information that is collected etc.) [5]]. In that way, important personal information will
be transmitted and managed by small resource constraint embedded devices that cannot execute com-
plex standard security and privacy protection techniques due to their limited computational power and
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low clock speed [[7, 16]]. So that, as indicated by various works [11} 8} |34], new and lighter security and
cryptography solutions, adequate to be implemented into resource constraint devices are needed.

Therefore, the objective of this paper is to describe a light security (cryptographic) solution for pro-
tecting sensor data transmissions in IoT systems supported by 5G networks. The proposed technique
is based on pseudorandom number generators [13]], which are coordinated and synchronized by means
of a negotiation protocol in order to establish a secure link between remote nodes and the base station.
A hybrid cryptographic system (based both on symmetric and asymmetric techniques) being able to re-
move distortions due to time delays, multipath transmissions and node mobility of 5G systems is finally
obtained.

The rest of the paper is organized as follows: Section [2|describes the state of the art on security pro-
vision technologies for resource constraint devices; Section [3| contains the main contribution; Section 4]
presents a first experimental validation based on a simple initial prototype; and Section [5| concludes the

paper.

2 State of the Art

Different proposals for security provision in systems based on resource constraint devices may be found.
As in any other discipline related to security and cryptography, two main alternatives have been studied:
asymmetric key schemes and symmetric key schemes.

Asymmetric solutions, as they require a higher computational power, are usually designed to employ
physical effects in order to reduce the calculation effort. For example, authentication protocols based on
Elliptic Curves (EC) considering physical phenomena such as vibrations or temperature [31]] have been
reported. In fact, in general EC has been proved to be usable in several different software implementa-
tions and hardware platforms; even some works confirm that cryptography in EC is well supported in
current 10T devices [9} 24!, 40](with some modifications). In this sense, some proposals based on the
transmission of signed information and data (for example, using JSON objects) may be found [28]].

However, as this approach still requires and important calculation time if implemented in resource
constraint devices, some certificate-free solutions have been described. Collaborative solutions [[17] or
implicit certificates [30] are some examples of these technologies.

Any case, some regular Public Key Infrastructures (PKI) have been proposed for IoT systems, con-
sidering there is enough computation power in devices. Secure data transportation layers [29], authen-
tication protocols [15] and asymmetric cryptographic schemes for streaming communications [10] have
been communicated. Required changes to be applied to traditional PKI solutions in order to be applicable
to IoT systems have been also investigated [39].

Although, as seen, a great variety of proposals based on asymmetric cryptography for [oT systems
have been proposed, due to their lower resource consumption, symmetric cryptography schemes are
preferable [14].

If hash functions, sometimes employed in symmetric cryptography, are not considered as they show
the same problems as previously cited PKIs (although some light hash functions have been reported [2]),
two different encryption solutions may be found: block ciphers and stream ciphers.

In respect to block ciphers cyclic redundancy codes (CRC) are probably the most employed today in
any scenario, even in loT deployments [36]. This kind of ciphers, furthermore, are very common in IoT
scenarios based on RFID technologies and other identity communication techniques (such as Bluetooth
beacons) [25, 22f], as transmitted packet are sparse and always present the same length. Moreover,
hardware-supported (based on registers and other sequential logic circuits) have been also described [20].

Although block ciphers may be also based on pseudorandom number generators (PRNG), these so-
lutions are more common if stream ciphers are considered. In particular, several proposals specifically
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designed to be applied in IoT scenarios (made of Smart devices [19]] or RFID tags [26} 21]) have been
reported.

Finally, several proposals about protocols to security management may be also found [23]]. Solutions
for user [37] and devices [27] authentication have been described.

In comparison to these previous proposals based only on one cryptographic technique (symmetric
or asymmetric) the proposed solution in this work mixes both approaches in a hybrid technology. The
initialization procedure (performed only once, before operation time) is based on KPI. This process is
employed to configure a light symmetric cipher based on a pseudorandom number generator, whose
output may be employed as both, block and stream cipher.

3 A Light Security Solution for 5G Devices

A certain IoT scenario based on 5G technologies 8;,, composed by a couple of element sets S;,; = {B,N}
(see Figure[)). Bis the set of 5G base stations, and N is the set of mobile nodes considered in the scenario.
Without loss of generality, it may be considered that there is only one base station in the scenario, i.e.
card(B) = 1.

5G base
station

5G mobile device

5G mobile device

5G mobile device

Figure 1: Study scenario

Then, two cryptographic functions are defined. .%,, represents a symmetric cipher based on a
pseudorandom number generator, and .7y, describes a KPI, where the base station acts a central node
(the element which distributed its public key).

In order to initialize the symmetric cipher a set of parameters X has to be communicated between
transmitter and receptor. This set of parameters may be understood as the secret key of the cipher, as
any entity provided with the same key can obtain the secured information from the encrypted message.
In that way, the communication of these parameters has to be secure as well. Moreover, in order to
confirm that the secure link is available, an acknowledgment message should be transmitted, following
the requirements of 5G mobile networks.

In particular, the establishment of a communication link (secure or not), as indicated by many differ-
ent works, has to be preceded by a triple handshaking [[12}[18]]. This technological solution, however, has
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Figure 2: Message sequence chart (a) successful establishment (b) refused establishment

to be designed in the adequate way, as it may be an important mechanism employed by cyber-attackers
in order to break the encryption [3]].

Briefly, the proposed handshaking procedure is as follows. The 5G station has to broadcast its public
key, in order to provide every mobile device with it. Then, if a sensor node wants to transmit data to the
Internet it must initialize the symmetric cipher. The employed secret key is protected using the public key
of the base station and it is transmitted. Then, the base station extract the secret key for the symmetric
cipher and initializes it.

At this point, the base station constructs an acknowledgment message, which is secured using the
symmetric cipher. When the remote sensor node receives this secure message, tries to recover the secret
information. If possible, and it is an acknowledgment message, the remote sensor node sends the final
confirmation using also the symmetric cryptographic solution. If an error occurs, a second iteration
is performed. If at the end of this second interaction, the error persists or the base station refuse the
communication, the secure link it is not stablished.

Figure [2Ja) shows a message sequence chart describing a successful secure link establishment.

Although data format employed to transmit the secret key of the symmetric cipher it is independent
from the proposed solution, as IoT devices tend to present constraint resources and a low computation
power, light information representation mechanism (such as JSON) are preferred.

On the other hand, sometimes, see Figure ka), the base station might refuse the establishment of the
secure link. In this case, a non-acknowledgment message is sent as plain text to the remote node, which

4
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should store the acquired data and wait until the remote base station is available.

Nevertheless, fails in the secure link establishment procedure cannot be only due to refuse decisions
in the base station. Problems due to a high packet loss rate in the communication channel (and other
similar effects) may also affect this process. In that way, a technique in order to address these problems
is required (see Figure[3|and Figure[d)). Basically, if any problem occurs, a second iteration is performed.
This second iteration may be trigger by a timer if no response of the base station is received before the
timeout alert (Figure [3). As a communication channel with a great delay may be being employed, each
message during the initialization procedure should include a transaction number (so that, any received
message referring a past transaction is discarded), and the mentioned timer should be adapted to the
conditions of the communication channel (in order to establish success secure connections).

However, other times, communication channel does not present a big delay but it is a very noisy
medium and data packets get corrupted. In this case, a second interaction of the establishment procedure
it is also triggered (see Figure [4).

Finally, if the triggered second interaction also causes an error, corrupted packets are received, or not
response from the base station is received, the establishment procedure is canceled by the remote sensor
node (see Figure[5).
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4 First Implementation and Experimental Validation

In order to validate the proposed solution as a valid technology for security provision in IoT scenarios
based on 5G networks and resource constraint devices a first real implementation of our proposal was
developed. The system was deployed using a couple of Arduino microcontrollers (see Figure [6) com-
municated by means of a serial port (UART). One of the microcontrollers was configured to act as base
station, and the other one was employed to represent a standard 5G mobile IoT device.

Using Arduino programming language the proposed protocol was implemented. As asymmetric
cipher was selected a light implementation of the RSA (Rivest, Shamir y Adleman) algorithm. The
selected implemented is distributed with the AVR-Crypto-Lib library, and it is compatible with Atmel
microcontrollers (the architecture of Arduino platform).

Besides as PRNG for the symmetric cipher it was selected the MeTuLR generator [25]]. This scheme
is based on logic operations that may performed in a very easy and fast way by Arduino microcontrollers
and other similar low-power IoT development platforms and technologies.

The constructed prototype was forced to establish a secure link between both microcontrollers two
hundred times. We found that, the proposed algorithm, only fails 2% of times.

However, the obtained results are dependent on the number of devices in the scenario, as (in the
proposed solution) base stations may turn into bottlenecks if an appropriate network design and sizing it
is not performed.
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Figure 6: First implemented prototype

In order to evaluate this dependency, a simulation scenario was constructed using the NS3 simulator.
In the planned simulation, base stations and mobile devices were provided with the proposed algorithm,
configured in the same was as in the previously described prototype. During this experiment, the number
of considered IoT devices in the simulation scenario was increased. Twelve simulation were performed
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for each number of 10T devices. With the acquired information, the success rate in establishing the
desired secure link was calculated. Figure[7]shows the obtained results.
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Figure 7: Success rate. Simulation results

As can be seen, success rate is around 100% until the number of considered devices reaches a thou-
sand. At this moment, the success rate is around 90%. From this point, the high number of devices
communicating with a same base station causes transmission delays going up, and each time it is more
complicated for mobile devices to establish a secure link with the 5G station. If ten thousands devices
are considered, the success rate descends to 30% (approximately). However, it is not planned the future
5G networks to present this great device density inside a unique cell. Therefore, the obtained results are
a first evidence that the proposed technology is a valid solution for security provision in IoT systems
based on 5G mobile networks.

5 Conclusion and Future Works

This paper describes a light solution for security provision in IoT scenarios based on 5G networks. Future
engineered systems will be based on pervasive hardware platforms made of resource constraint devices,
which cannot support traditional heavy encryption algorithms. In that way, new and adequate techniques
are needed. The proposed solution includes a initialization protocol based on asymmetric cryptography
and a symmetric cipher based on pseudorandom number generators. The described contribution, thus,
enables IoT devices to establish a secure link between themselves and 5G base stations.

In order to evaluate the performance of the proposed technology, a first prototype based on Arduino
microcontrollers has been constructed, and a simulation scenario has been employed to determine the
scalability and the operation limits of the presented solution. Obtained results are a first evidence of the
validity of the described security solution.

Future works should consider enhanced prototypes (including, for example, wireless communication)
and address some practical problems not treated in this first work. For example, in order to determine the
security level of the entire proposal, details about the selected pseudorandom number generator (such as
the employed seeds) should be considered, as resource constraint devices may also impose restrictions
in this sense.
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