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Abstract

In WSNs (Wireless Sensor Networks) that can be deployed for IoT (Internet of Things) applications,
secure and reliable user authentication and key agreement is an operational challenge and active re-
search area. Most recently, Tai et al. showed that the Turcanovié et al.’s scheme suffers from two
fatal security flaws; user anonymity violation and session key leakage using the compromised sensor
node. They then proposed an improvement of Turcanovié et al.’s scheme based on the IoT notion for
heterogeneous ad hoc WSNs by taking the following five factors into consideration: user anonymity,
no complex computations, mutual authentication, user friendly, and ensuring the correctness of the
session key earlier. However, we find that the Tai et al.’s scheme achieves user anonymity but does
not provide sensor node anonymity and mutual authentication between a user and a sensor node and
still has security problems. In this paper, we show the security problems of Tai et al.’s scheme in
details. We also briefly present the solutions of those problems.

Keywords: Internet of Things, Wireless Sensor Networks, User Authentication, Key Agreement

1 Introduction

WSNs play a vital role in IoT environments since they cover a wide application field for IoT. In WSNs,
small, wireless, heterogeneous, and ad hoc sensor nodes are deployed in an area of interest (e.g., home,
building, factory, forest, hostile area, etc.) and interconnected to provide the sensed data to the remote
end users. Due to the wireless nature of the communication channel and the resource-constrained nodes,
they vulnerable to various security and privacy risks. To protect WSNs from the security threats user
authentication and key agreement is one of the most essential security services.

Many two-factor-based authentication schemes have been proposed [8| [7, |9, 14, [15]] since Das et
al. introduced a user authentication scheme for WSN based on password and smart card as two fac-
tors in 2009 [S)]. In 2014, Turkanovic et al.proposed an efficient user authentication and key agreement
scheme for heterogeneous ad hoc WSNs by employing only hash function and XOR (exclusive-OR)
operation [13]]. Turkanovié et al.’s scheme used a different authentication model from the most previ-
ous research, in which a use contacts and authenticates directly with a sensor node. Turkanovi¢ et al.
claimed that their scheme provides energy efficiency, user anonymity, mutual authentication between
all parties, password protection, password changing, and dynamic node addition and also is resilient to
cryptographic attacks. However, their scheme was later proved insecure and vulnerable [3. 6} (1} [12].

Most recently, in 2017, Tai et al. also showed that Turkanovic et al.’s scheme [13] suffers from two
fatal security flaws: it does not provide user anonymity and session key shared between another sensor
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node and user who has ever connected to a compromised sensor node can be leaked [12]. Tai et al.
proposed an improvement of Turkanovié et al.’s scheme with preserving advantages of Turkanovi¢ et
al.’s scheme and remedying its security flaws. They claimed that their improved scheme provides user
anonymity, no complex computations, mutual authentication between all parties, user friendly, and en-
suring the correctness of the session key earlier. However, we found that Tai et al.’s scheme is susceptible
to several attacks and has security flaws.

In this paper, therefore, we aim to identify and present the vulnerabilities and security flaws of Tai
et al.’s scheme [12]. We show that their scheme suffers from sensor spoofing attack with sensor node
capturing, privileged-insider attack, and session-specific temporary information attack. We also show
that their scheme fails to provide sensor node anonymity and mutual authentication between user and
sensor node.

The rest of this paper is organized as follows. Section 2 provides a brief review and of Tai et al.’s
scheme. Section 3 describes the security problems of the reviewed scheme. Section 4 presents the
solutions of the security problems of the Tai et al.’s scheme. Finally, we conclude the paper in Section 5.

2 Review of Tai et al.’s scheme [12]

In this section, we describe an IoT-notion-based authentication and key agreement scheme ensuring user
anonymity for heterogeneous ad hoc wireless sensor networks by Tai et al. [12]. Notations of Tai et
al.’s scheme are listed in Table. Tai et al.’s scheme has six phases: pre-deployment phase, registration
phase, login phase, authentication phase, password-change phase, and dynamic node addition phase. We
present essential phases of Tai et al. scheme. These phases are described as follows.

Table 1: List of notations used in Tai et al.’s scheme.

Notation Description

Notation  Description

SC Smart card Xown,Xy  Secure password keys known only to the GWN
U; User XewN—i Shared secure password between GWN and U;
S Sensor node Xewn—j Shared secure password between GWN and S
GWN Gateway node SK Agreed session key of the user and sensor node
ID; Identity of the user U; T, Timestamp

PW; Password of the user U; AT Time interval for the allowed transmission delay
SID; Identity of the sensor node S; | A(-) Cryptographic one-way hash function

[l Concatenation operation (S) Bit wise XOR operation

2.1 Pre-deployment phase

Before registration, a network administrator predefines a pair of identifier SID; and password Xgwy—;
for each regular sensor node S;, where 1 < j < m and m is the number of sensor nodes in the WSN.
Xewn—j is randomly generated and stored in S;’s memory. For GWN, the administrator predefines two
secure password keys Xgwy and Xy that are only known to GWN and stored in GWN’s memory. GWN
stores SID; and Xgwy—j for §;.

2.2 Registration phase

There are two registration phases are needed after the sensor node deployment; user registration phase
and sensor-node registration phase.
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2.2.1 User registration phase

User registration is initiated by a user U; on demand. After registration, U; can access any sensor node.

(1) U; chooses her/his identity ID; and password PW; and sends {ID;, PW;} as the registration request
to GWN via a secure channel.

(2) GWN randomly chooses a password key Xgwy—; for U; and stores ID; and Xgwn—; into its memory.
It computes fi= h(ID,| ’XGWN)pxi = /’l(IDl‘ |PVV,| ‘XGWN—i), and ¢; = /’I(PVV,) dXy.

(3) GWN writes { fi,xi,e;,Xewn—i,h(-)} into a smart card’s memory and issues this smart card to U;
via a secure channel.

2.2.2 Sensor-node registration phase

After the deployment of sensor nodes in the target field, this phase is conducted.

(1) S; computes MP; = h(SID;||T\||Xewn—;), where T; is the S;’s current timestamp and sends the
registration request {SID;, MP;,T; } to GWN.

(2) After receiving the registration request from the S;, GWN checks |T; — T¢| < AT, where Tc is the
current timestamp of GWN. If not so, GWN transmits a rejection message to S;.

(3) Otherwise, GWN finds the corresponding Xgwy-j using the received SID; and computes MP; =

h(SID;||T1||Xgwn—j. GWN verifies MP; L MP;j, if not so, GWN terminates this phase and sends a
rejection message to S;. Otherwise, GWN computes f; = h(SID;||Xewn),xj = h(T2||Xewn—;),€j =
fi®x;, and z; = h(fjlle;||T2||Xewn—;), where T> is GWN’s current timestamp. GWN sends a re-
sponse message {e;,zj, T2} to S;.

(4) On obtaining GWN’s response, S; checks |7 — Tc| < AT, where T¢ is the current timestamp
of §;. If not so, §; terminates this phase and sends a rejection message and a request to GWN

for re-executing this phase. Otherwise, S; computes x; = h(D2||Xewn—;), [ = ¢; ® X}, and 2} =

h(f}llejl|T2||Xewn—)- S then verifies z} < zj, if not so, S; asks GWN to re-send {e;,z;}. If S;
still cannot verify the resent {e;,z;} successfully, this phase will be re-executed immediately. If
Z; =z, §; confirms that f7 = f; and stores f7 in its memory.

2.3 Login phase

U; need to login in order to access information from the WSN.
(1) U; inserts her/his SC into the card reader and inputs /D; and PW,;.

(2) SC computes x; = h(ID;||PW;||Xown—i) using the inputted ID; and PW; and Xgwy—; stored in

its memory. SC then verifies x; =z x;i, if not so, this phase will be terminated. If U; inputs the
wrong password more than three times, SC will be locked immediately. If x; = x;, SC chooses
a random number K; and computes M1; = h(T||h(PW;) ® e;) B ID;, Z; = K; ® h(T1||Xewn—i), and
N; = h(ML||ID;||K;|| fi||T1||Xewn—i), where T is U;’s current timestamp.

(3) U; chooses a sensor node S; and sends an authentication request {MI;,Z;,N;,Ti} to S j via a public
channel.
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2.4 Authentication phase

With the help of GWN, U; and S can authenticate each other and negotiate a session key shared between
U, i and S Jje

(1) After receiving the authentication request from U;, S; checks |Ty — Tc| < AT, where T is the
current timestamp of S;. If not so, §; terminates this phase and sends a rejection message to U;.
Otherwise, S; chooses a random number K; and computes A ; = h(N;||T»||Xgwn—j) ® Kj and B; =
h(A;||K;||T»||f;), where T is the current timestamp of S;. S; then sends {M1;,Z;,N;, T;,SID;,A;,B;,T»}
to GWN.

(2) On obtaining {MI;,Z;,N;,T,SID;,A;,Bj,T>} from S;, GWN checks |T» — Tc| < AT, where T¢
is the current timestamp of GWN. If not so, GWN terminates this phase and sends a rejection
message to S;. Otherwise, GWN finds the corresponding Xgwy—; using the received SID; and
computes K; = h(Ni|| T2||Xown—j) A, f; = h(SID;||Xcwn), and B} = h(A;||K}||T2|| f}). GWN
then checks B}‘. 2 Bj, if not so, GWN aborts all further actions and sends a rejection message to S;.
Otherwise, GWN authenticates successfully S;.

(3) GWN computes ID; = MI; @ h(T;||Xy) and finds the corresponding Xgwy—; using ID;. GWN
computes f;* = h([Dﬂ |XGWN) y Ki* = Z,‘ @]/l(Tl | ’XGWN—i)’ and Ni* = h(MIl| |1Dﬂ |I<l>k | ’fl* | ’T] | |XGWN—i)-
GWN then checks N/ 2 N;, if not so, GWN aborts all further actions and sends a rejection message
indicating that U; is illegal to ;. Otherwise, GWN can confirm that U; and S; are legal.

(4) GWN computes R; = K]* @h(T3HNinl‘*HXGWN7i)uRj = Kl* EB]’l(T3||Bj‘|f}ﬂ||XGWN,j), and F; =
hTh||T2||T5]|R:||K; || K} ), where T3 is GWN’s current timestamp. GWN then sends {R;, R}, Fij, Ti, T>, T3 }
to Sj.

(5) After receiving {R;,R;,F;;,Ti,T», T3} from GWN, S; checks |T3 — Tc| < AT. If not so, all fur-
ther actions will be aborted and S; sends a rejection message to GWN and U;. Otherwise, S;
computes K = R; EBh(TgHBijJ’-‘HXGWN,j) and Fj; = h(T||T||T3||R;| K| |K ;). S; then checks

F < Fij, if not so, §; asks GNW to resend the message. If §; still cannot verify the resent
message successfully, all further actions will be aborted and S; sends a rejection message to
GWN and U;. Otherwise, if F;; = Fjj, S; computes the session key SK = h(K; & K;) shared
with U; and R;; = h(T:||T2||T3|| T4| | K| |K||SK ), where T is S;’s current timestamp, and sends
{R,‘,Rij, T],TQ,T3,T4} to U;.

(6) Onobtaining {R;,R;;,T,T>,T3, T4} from S, U; checks |T;, — Tc| < AT, if not so, Uj; aborts all further
actions and sends a rejection message to S;. Otherwise, SC computes K; = R; & h(T3| N[ fi| Xown—i),
the session key SK* = h(K; & K7) shared with S;, and R;; = h(T1|| 12| T3 || T4 || K| K | [SK™). 1t then
checks R;‘j 2 R;;j, if not so, U; asks §; to re-send the message {R,-,R,-jTl , T, T3, Ty }. If the resent
message is still not verified successfully, U; terminates this phase and sends a rejection message
to §;. Otherwise, if R;; = R;j, U; can confirm that GWN and S; are legal and the computed SK* is
equal to S;’s SK.

3 Cryptoanalysis of Tai et al.’s scheme [12]

This section presents the security problems of Tai et al.’s scheme. We discuss the security weaknesses of
the scheme and show that an attacker can mount different types of attacks on Tai et al.’s scheme.

4
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3.1 No sensor node anonymity

In the authentication phase, the sensor node S; sends the request message {M1;,Z;,N;,T1,SID,A;,B;,T>}
to the gateway node GW N through an insecure channel. As can be clearly seen, if an attacker A intercepts
this request message from the public channel, A can obtains S;’s identity SID;. Thus, the anonymity of
sensor nodes is not preserved in Tai et al.’s scheme.

3.2 Lack of mutual authentication

Mutual authentication of all involved parties is highly essential in a user authentication and key agree-
ment scheme. Tai et al. stated that their scheme provides mutual authentication between any two of a
gateway node, a sensor node, and a user. However, in Tai et al’s scheme, a user cannot authenticate a
sensor node.

In Tai et al.’s scheme, U; should authenticate the chosen sensor node S; by the help of GWN. How-
ever, in the last step of the authentication phase, S; delivers only one value R; received from GWN to
U; and R; does not include any information to authenticate S;. U; utilizes this value to extract K;‘ for
computing SK that will be shared with §; in this session. Moreover, U; verifies only session key through

Rj.‘j 2 R;; and does not verify the source authentication of the message {Ri,R; 1,1, T3, T;}. In other
words, U; does not check whether the message is truly from the selected S; with SID; by herself/himself
during the login phase. Due to the lack of mutual authentication, an attacker is able to perform the sensor
node spoofing attack in the following section.

3.3 Sensor node spoofing attack with sensor node capturing

Since WSNs are installed in unattended or hostile environments, an attacker can easily capture or com-
promise a sensor node and extract important information stored inside its memory. In Tai et al.’s scheme,
if an attacker A compromise one sensor node, A can masquerade any non-compromised and legitimate
sensor node to which a user is tying to log in.

Suppose an attacker A compromise a sensor node S; and obtain SID;,Xgwn—j, and f; from the
compromised S;. When a user U; wants to log into the sensor node Sy, to launch a sensor node spoofing
attack, A performs the following steps:

(1) When U; sends {MI;,Z;,N;, T\ } to S, A intercepts that message and randomly chooses K}. Then,
A computes A, = h(Ni[|Ty[|Xown-;) © K} and B); = h(A}||K}||T;||f;) using S;’s compromised
parameters Xgwn—; and f; and the current timestamp 7. A sends {MI;, Z;,N;, T, SID j,A;.,B;-, T}
to GWN.

(2) On receiving the above message from §;, GWN performs the verification process as per step (2)
in the authentication phase. Because M;,Z;, and N; do not bound to Sy, GWN is unable to identify
that they were actually sent to S, not to S;. In addition, A used valid parameters of S; to compute
A’, and B;- and thus GWN trusts that the received message is valid and originated from the sensor
node §; chosen by U;. GWN then computes R;,R;, and F;; and sends {R,-,Rj,Ej,Tl,T2’7T3} to A
who is now impersonating the sensor node S .

(3) When receiving {R;,R;, Fj, TI,T2’ , T3} from GWN, A obtains K using the compromised param-
eters f; and Xgwy-; and computes SK’ = h(K; @ K}) and R;; = h(Th||T;||T3||K;[|K||SK"). A
finally sends {R;,R;;T1,T,,T3,T, }, where T} is the current timestamp of A to U;.

(4) Upon receiving {R;,R;;T1, Ty, T3, T3} from S}, U; verifies the timestamp 7, and obtains KJ’-‘ =R D
h(T5||Ni| | fil [ XGwn—i). Ui then will successfully computes SK* = h(K;||K}) and verifies R}; < R;j.
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In the end, A has succeeded in masquerading as the sensor node S.

3.4 Privileged-insider attack

It is common practice that users reuse passwords on multiple accounts [11} |4]. In such situations, if a
privileged-insider, e.g., the system administrator, can misuse or disclose the user’s passwords resulting
in user impersonation at other application systems. This attack can happen when a user sends her/his
password to the system administrator in plaintext [10].

In Tai et al.’s scheme, a user U; sends the plaintext password to GWN in the registration phase.
For convenience, if U; submits the same password used in other systems to GWN, GWN can use the
password to impersonate the victim user to access other systems. Thus, Tai et al.’s scheme is susceptible
to privileged-insider attack.

3.5 Session-specific temporary information attack

Canetti and Krawczyk introduced a session-specific temporary information attack [2]. This attack implies
that if the specific information temporarily generated for a session is leaked, the session key established
in the specific session remains no more secure.

In Tai et al’s scheme, U; and §; computes the session key agreed between them by solely depending
on the temporary random numbers K; and K; generated by U; and S, respectively. If these two temporary
numbers K; and K; are leaked then an attacker A can easily compute the session key SK = h(K; ® K;)
established between U; and S;. Thus, the security of the session key is under threat in case of the leakage
of session-specific temporary information.

4 Solutions

In this section, we briefly present solutions of security flaws of the Tai et al.’s scheme.

4.1 Sensor node anonymity

In the Tai et al.’s scheme, the anonymity of sensor node does not be guaranteed because it sends the
plaintext ID (S/D;) in the authentication phase. To solve this problem, a similar way to the method
for providing user anonymity can be utilized. In the registration phase, a sensor node submits a se-
cret value (i.e., PW;) and in the authentication phase, it masks SID; with the secret value such that
MI; = h(T»||h(PW;)) @ SID;. There is an alternative in which the GWN issues a new secret value (i.e.,
Xs,) for a sensor node S; in the registration phase and the sensor node uses the corresponding value when
masking the SID; in the authentication phase. The details of alternative is as follows.

- Sensor node registration phase

(3) GWN randomly chooses another secret value for S;, X5, and computes c¢; = h(Xs,||Xown),d; =
cj®xj, and z; = h(fjlle;jllc;||d;||T2[|Xown—;). GWN then appends d; to the response message,
such that {e;,d;,z;,T>} and stores c; with SID; and Xgwy—; in the memory.

(4) S; computes ¢; =d; ®x; and ; = h(f7|le;||c}||d;||T2[|Xewn—;)- It then verifies L zj, if so, S

stores ¢; with f7 in its memory.

- Authentication phase
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(1) S;sends MI; = SID; ® h(T>||c;) instead of SID; to the GWN.
(2) After checking the timestamp 7>, GWN computes SID; = M1; © h(Tz||c;).

The above mentioned methods do not send the sensor node ID as the plaintext, thus they can provide
the sensor node anonymity.

4.2 Prevention of sensor node spoofing attack and mutual authentication

There are two main reasons that the sensor node spoofing attack with sensor node capturing can be
launched against the Tai et al.’s scheme. The message {M1;,Z;,N;, T1} sent by the user to the sensor node
at the step (3) of the login phase and the message {MI;,Z;,N;,T1,SIDj,A;,B;,T>} sent by the sensor
node to the GWN at the step (1) of the authentication phase are not bound to each other. Thus, it is
impossible for the GWN to check whether the sensor node to which the user wants to access and selects
at the login phase is a sensor node that has sent the message to the GWN in the authentication phase.
It is also impossible for the user to confirm that the message {R;,R; i1, 1, T3, T,} received at the step
(6) of the authentication phase is from the sensor node that he or she selected in the login phase. These
two reasons are also related to the lack of mutual authentication mentioned in Section 3.2. Therefore,
to prevent the sensor node spoofing attack with sensor node capturing and to provide proper mutual
authentication between a user and a sensor node, a user should include information about the sensor node
(i.e., SID;) to be accessed in the login message, such that N; = h(ML||ID;||SID;||K;|| fi||T1 || Xewn—i))-
Then, the GWN can check whether the sensor node that the user wants to access matches the sensor
node that sent the message at the authentication phase. The GWN should also include SID; in the
R = K; @ h(T3||N;||SID}| f;*[|Xown—:) used to extract K and further provide a message (i.e., D;;) similar
to F;; to the user to confirm that the extracted K is correct. At this time, the GWN should use a secret
value Xgwy—; shared with the user to prevent the message from being modified by the sensor node, such
that Dy = h(T3 || 12| T3 | R K7 | |K | XGwa—)-

Now, the user’s login message and the authentication message of the sensor node are bound to each
other and the user can confirm from the GW N that he/she has exchanged messages and shared the session
key with the sensor node he/she selected in the login phase. Therefore, an attacker is unable to launch a
sensor node spoofing attack with sensor node capturing and a user is able to authenticate a sensor node

properly.

4.3 Prevention of privileged-insider attack

There is a method to prevent the privileged-insider attack regardless of whether users reuse passwords
on multiple accounts. Instead of sending the plaintext password to the GWN in the registration phase, it
is to allow the user to mask the password with a random value (i.e., a;) known only to the user, such that
MPW; = h(a;||PW;), and allow to use a different random number for each gateway node. In addition, the
user does not store the random values used for password masking on the smart card, but stores the value
(i.e., bj = a; ® h(ID;||PW;)) that can be extracted when the correct ID and password are entered at the
login phase.

In this method, GWN does not know both the user’s password PW; and the random value a; used for
masking, thus the GWN can not used the user’s password to access other systems by impersonating the
user.

4.4 Prevention of session-specific temporary information attack

As a solution to prevent the session-specific temporary information attack, we change the method of
computing the session key from SK = h(K; ® K;) to SK = h(h(ID;||K;) ® h(SID;||K;)). The steps (4),
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(5), and (6) in the authentication phase is partially modified to enable both user and sensor node to
compute the changed session key. The modified version also includes the contents of Section 4.2.

(4) GWN computes NK,' = ]’l(IDl‘ |Kl~*),NKj = h(SID,| ’K}k), R,‘ :NK]@h(TzHNl| |SID;Hfl*‘ |XGWN—i)7Rj =

NK; ©h(T3||B}|| f7 || Xewn~—j), and Dij = h(T1 || To| | T3 | |[Ri| [N K| INK | [ Xawn—i), Fij = h(Th || 12| | T3] |Ri| [NKG [N K ),

where 73 is GWN’s current timestamp. GWN then sends {R;,R;,D;;,F;j, Ti,T», T3} to S;.

(5) After receiving {R;,R;,D;;, F;;,T1,T>, T3} from GWN, S; checks |T3 — T¢| < AT If not so, all fur-
ther actions will be aborted and §; sends a rejection message to GWN and U;. Otherwise, S; com-
putes NK* = h(SID,|[K;),NK; = R; & h(T3| B ||} [Xown- ;) and Fy; = h(Ti | 22| 51| R INK} | INK? ).

S then checks Flj 2 F;j, if not so, S; asks GNW to resend the message. Otherwise, if Fl’; =Fj, S;
computes the session key SK = h(NK; © NK) shared with U; and R;; = h(T1||T2|| T5| | T4 | |NK} | [NK; || SK),

where 7} is S;’s current timestamp, and sends {R;,D;;,R;;,T1,T>,T3, T4} to U;.

(6) On obtaining {R;,D;;,R;j, T, T>,T3, T4} from S;, U; checks | Ty — T¢| < AT, if not so, U; aborts all
further actions and sends a rejection message to S;. Otherwise, SC computes NK; = h(ID;||K;), NK; =
R; ® h(T5||Ni|[SID|| fil| XowN~i), the session key SK* = h(NK; ® NK;) shared with S, and D}; =

h(Th || T2 || T3] [R:| [INK [|NK || XGwn~—i)- 1t then checks Dj; L D;j, if not so, U; asks S to re-send the
message. Otherwise, if Dj; = D;;, U; computes R;; = h(T1||T2||T3||T4|INK||[NK} ||SK) and checks

R} ~ R;;. If not so, U; asks S; to re-send the message. If the resent message is still not verified
successfully, U; terminates this phase and sends a rejection message to S;. Otherwise, if R;; = R
U; can confirm that GWN and S; are legal and the computed SK is equal to S;’s SK.

ij>

In the modified version, if the identities of the user and the sensor node is not known, it is impossible
to compute the session key, even if the session-specific temporary information (K; and K;) is leaked.
Also, it is difficult to derive the identities of the user and the sensor node from the messages exchanged
due to user anonymity and sensor node anonymity. Therefore, the modified version is not vulnerable to
the session-specific temporary information attack.

5 Conclusion

In this paper, we have reviewed the recently proposed Tai et al.’s authentication and key agreement
scheme for heterogeneous ad hoc WSNs. We have then analyzed the security problems of Tai et al.’s
scheme. We have pointed out that Tai et al.’s scheme failed to provide sensor node anonymity and mutual
authentication. We have also identified that Tai et al.’s scheme failed to resist to sensor node spoofing
attack with sensor node capturing, privileged-insider attack, and session-specific temporary information
attack. We have briefly presented the solutions of the security flaws that we pointed out.

In the future work, based on the solutions mentioned in Section 4, we will propose an enhanced
user authentication and key agreement scheme for heterogeneous ad hoc WSNs. We will also analysis
security and performance of the enhanced scheme.
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