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Abstract

In the past, most medical data were created and managed by hospitals. These days, however, patients
can generate these data by themselves without visiting hospitals. Unlike previous data, the latter is
generated by patients themselves. To efficiently manage these data without need of the third party,
a blockchain-based access control was proposed. If the patient wants to delegate the right of the
access to his data, he creates a token for the requester and stores it on the blockchain as a form of the
transaction. Moreover, patients can make it invalid and impossible to re-use at any time. However,
if the number of the transactions in the blockchain network is exceeded the maximum throughput of
the system, the system cannot provide a reliable service. Moreover, due to the feature of the public
blockchain, anyone can see the history of the specific data by tracing the transaction stored on the
blockchain. In this paper, to solve the scalability problem on the public blockchain based access
control system and its invasion of privacy, we propose a token based personal data management sys-
tem based on . When the requester sending a request message, the resource owner creates a token
transaction for the intermediary’s address and then asks the delivery of the transaction between his
primary chain and the requester’s sub chain via multiple sub chain. Finally, the relayed transaction
for the access control is stored on the requester’s blockchain. The linkability of transactions on the
different blockchain is hidden from the third party user and our system is able to process it very
quickly regardless of the blockchain’s throughput.
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1 Introduction

Only a fer years ago medical records of patients were kept in the form of the paper document by hospitals.
However, paper documents required space for storing it and to retrieve a record from document storages
is difficult. These days, with the development of the mobile technology, patients can receive a health
care service from specialists in each field (e.g. dentist, orthopedist, neurologist, etc.) without visiting
a hospital by sending their Personal Health Records(PHRs) that is generated by themselves. Sharing of
these PHRs between doctors who belong to the same hospital is relatively easy to achieve than the cross-
institutional sharing of the record. In the data sharing protocol, to protect the privacy of patients from
unauthorized accesses, a lot of researchers consider a cloud server based system as a storage of patients’
PHRs. In order to share his medical record with someone, the patient uploads his PHRs to the cloud
server[11} 13,9} 3]]. Cloud computing service enables patients to provide their PHRs with lower cost.
However, the stored record contains a critical and sensitive information of the patient. An exposure of
this information will cause damage to the finance, social status of patients, etc. Moreover, these records
are stored on a semi-trusted third-party server. i.e., the cloud service provider can access these records
on the server or modify the data without having a record owner’s permission.
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In this paper, we propose a token-based personal data management system using blockchain technol-
ogy. The user grants access to his personal data stored on the cloud server for the requester by creating
a token transaction on the blockchain. The user can revoke these privileges without the help of the
third party. Moreover, if the user wants to update the stored data on the cloud server with issued tokens
previously, he can update the data and its corresponding token without the support of the third party.

The outline of the rest of this paper is as follows. In the next section, we briefly introduce the
blockchain technology and related work. In section III, we give a system design with our security goals
and then describe our protocol. We analyze the proposed system in Chapter IV, and finally, conclude this
paper in Chapter V.

2 Related Work

A blockchain is consist of consecutive blocks. Each block contains a hash value of the previous block
and transactions. The transaction is propagated to a Peer-to-Peer(P2P) network and nodes in the P2P
network propagate the received transaction after performing a transaction validation process. However,
if the received transaction is invalid, it cannot be propagated to the P2P network. Also, users store a copy
of the blockchain onto the local storage. If someone wants to modify the data stored on the blockchain,
a nonce value in the block header must be modified together. However, it is not possible without the
alteration of all subsequent block headers for all users in the network.

The first distributed blockchain was conceptualized by Satoshi Nakamoto[6] and it was implemented
the following year as a Bitcoin cryptocurrency’s basic component. In Bitcoin, a user creates a transfer
transaction with his digital signature that uses Elliptic Curve Digital Signature Algorithm (ECDSA)
and then it is broadcasted to the bitcoin network. These transactions are verified by network members,
usually based on the digital signature verifying the ownership of the previous transaction output. Only if
the transaction has a valid digital signature and the previous transaction output is unconsumed, it can be
disseminated by network members.

The key idea of the blockchain-based access control system[4, (7 [12] is similar to the transfer of funds
in Bitcoin payment system. In [4] Maesa et al. proposed a blockchain based access control system. In the
system, each transaction expresses an access right and policies, all transactions are publicly visible on the
blockchain. In [4], all users can efficiently manage their data without the help of centralized authorities.
However, they do not consider the privacy of users and the limited throughput of the blockchain network.

A public blockchain system has a maximum throughput due to the constant interval and the lim-
ited block size. In the case of the bitcoin payment system, it is only 7 transaction/sec. The num-
ber of confirmed transactions per day in Bitcoin has been increased by 150,000 in the past 5 years.
To enhance throughputs of the blockchain network, many cryptocurrency developers consider a re-
parametrization(i.e., modify the system parameter). However, Croman et al. show that such scaling
by reparametrization can achieve only limited benefits[[1]. For instance, the increase of the block size
leads to the delay of the propagation. Eventually, the blockchain fork rate is growing as well.

In the Bitcoin payment system, users should wait until the transaction is included in the current
block by miners. However, only a few transactions can be included in the block due to the blockchain
consensus bottleneck. To solve the low-latency problem in the blockchain system, a payment channel is
proposed[]. Two parties establish point-to-point channels between them and exchange their funds on the
off-chain(i.e., outside of the blockchain network). In the payment channel, users do not need to wait for
the transaction confirmation. However, payment channels only create a relationship between two parties.
To extend the payment channel without creating channels individually, a network of payment channels
is proposed in [8]] with hashed timelock contracts(HTLCs).
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3 Proposed System

In this section, we describe our new blockchain based access control system. We assume that the data
owner stored an encrypted data that want to share with someone in the cloud server and only if the
requester has appropriate access, the data owner provides the decryption right.

Our proposed system consists roughly of two-phase: the setup phase and the access management
phase. In the setup phase, the user who wants to share his data with the others(called grantor) or wants to
access other users’ data(called grantee) establishes control channel between them via intermediaries. In
the access management phase, the grantor creates off-chain transaction as a token for access to his data
and sends it via intermediaries. After receiving it, the grantee submits the token transaction as a ticket for
access to the grantor’s data to cloud server administrator with proofs of the token’s ownership. The ad-
ministrator verifies the validity of the token and then only if the token is valid, he provides corresponding
data.

3.1 System Model

In this paper, we consider the following scenario as an example: Alice has a chronic disease such as
diabetes. Hence, she is taking a health check from the doctor regularly. To increase the accuracy of
checks, she uses a wearable smart device. This device consistently checks her diet, glucose levels, and
other information. Collected information is stored on the cloud server after encrypting process. To share
this information with doctors, she creates the token for her doctor and stores it in the blockchain. The
doctor sends the access request message to the cloud server administrator with the . The cloud server
administrator provides Alice’s data for the doctor only if the doctor has a valid token with proofs of
token’s ownership. Moreover, it can be revoked by Alice at any time without the help of any others.
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Figure 1: A Structure of control channel networks in the off-chain

We consider a system model shown in Figure[T| which consists of a resource owner(grantor), the
requester(grantee), cloud server administrator and intermediaries. A detailed role of entities is as follows:

1. Resource Owner(RO): A resource owner RO stores his encrypted data that want to share into the
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cloud server. The RO issues the token for access to data when the appropriate requester asked it.
At the same time, the RO generates a proxy re-encryption key[[10]] to delegate decryption right to
the requester and sends it to the cloud server administrator.

2. Requester(RQ): A requester wants to access the RO’s data stored in the cloud server. After gaining
the token for access to data from the RO, The RQ asks the cloud server to provide the RO’s data.

3. Cloud Server Administrator(Ad): The Ad is responsible for storing data of RO and transform the
encrypted data under the RO’s public key into a new ciphertext under the RQ’s public key on the
same record. CSPs store re-encryption key for re-encryption to its local storage. When the RQ
submits the token for access to the stored data, he verifies a validity of the submitted token and
the RQ’s proof. If the requester has the proper permission, he provides the requested data after
performing the re-encryption process.

4. Intermediaries(i,): A nthintermediary i, transfers the RO’s token transaction on the RO’s blockchain
to the RQ’s blockchain via various blockchain(e.g., Litecoin, Ethereum, etc.) instead of sending it
directly. Each hop along the route from the RO to the RQ will create HTLC outputs, which is only
released once the control channel is closed.

To design the proposed system, we consider the following security requirements as our design goal.

1. Rapidity of the token management: The token for the access to the grantor’s data should be man-
aged by the RO without waiting for the confirmation time.

2. Privacy: All tokens are stored in the public blockchain, in which the permissions granted by the RO
are publicly linked with RO’s identifier. It means that a third party can trace the token transaction
and know that who is granted by the RO for the access to his data. To avoid this situation, the link
between the grantor’s identity and the grantees’ identity should be hidden on the blockchain.

3.2 Setup

In the setup phase, RO and RQ generates a key pair (sky, pky) for the ECDSA signature generation and
creates his blockchain address using his public key. When the RO stored his data in the cloud server, he
computes a hash value of the stored data and creates a data transaction that contains this value(e.g., he
can use the OP_RETURN script code in bitcoin system.). The RO randomly chooses two integer Ry, R, and
shares the random number R, with the RQ through a secure channel5]. After that, the RO establishes
a channel with the first intermediary i;. The t-th intermediary i, establishes a new channel with the next
intermediary #;4 until they reach the RQ. A channel creating process is same as [2] and a structure of
the channel is shown in Figure |1, Each channel on control networks can be created on the different
blockchain. For instance, if the RO establishes his channel with the 1st intermediary i; on the bitcoin
blockchain, the 2nd intermediary i, can establish his channel with the next intermediary i3 on the litecoin
blockchain as shown in Figure[2]

3.3 Access Management

If the RQ wants to access the RO’s data stored in the cloud server, he sends a request message with the
required data’s data transaction ID(i.e., a hash value of the transaction). In this point, we do not consider
the authentication of the requester’s identity, since our research goal is the access control of the user’s
personal data. If the RO want to grant the access to requested data for the requester, he creates a token

4
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Figure 2: The user B has two accounts on the different blockchain. After creating the channel chg.,p on
the blockchain ¢, he establishes a new channel chp,.,¢c on the blockchain 8 using his account on the 3 .

transaction on the channel chgo;,. This transaction creates HTLC output as shown in Figure To link
the token transaction and the requested data transaction, the RO creates a token data message as follows:

MSZtoken =< 1XID g0, addressgo, policyqaaro, H(R1),H(R2), 0 > (1
0 = Sigskpo (1XIDggsq, addressgg, policyqaaro, H(R1),H(R2)) > 2)

The RO transfers it to the RQ after creating the token transaction zxjon the channel chro,i,. After
the last intermediary i, creates the token transaction 7x,_jon the channel ch;, .gp as shown in Figure
the RQ submits the proof of the ownership of the token to the Ad for access. To prove the ownership
of the valid token, the RQ submits his signature that can be able to validated by the public key that is
written in the output of the token transaction tx,_1, the first token transaction tx; and a pre-image of the
hash value H(R;). The Ad checks the state of control networks(i.e., whether channels are closed or not)
and verifies the signature and the submitted value R).

4 Analysis

In this section we discuss the security and privacy properties of our system.

4.1 Rapidity of the token management

Token transactions are stored on the off-chain without broadcasting it to the blockchain network. A
creating of the token transaction on the channel is able to process it faster than an on-chain transaction.
In networks of channels, the confirmation of the transaction is occurred by participants of the channel.
That means we do not need to wait for the transaction confirmation time. Although the token transaction
is stored in the off-chain, the security of the system still relies on the blockchain network. In the token
verifying process, the RQ submits the token transaction zx; and tx,_;. If the attacker wants to modify
the token fx,_; for the unauthorized access to the RO’s data, he should be able to generate the last
intermediary i,’s signature with the knowledge of the pre-image of the hash value H(R;).

4.2 Privacy

To avoid the trace of the transaction stored on the public blockchain from the third party, we use control
channel networks. In each channel, intermediaries receive the permission from the RO and transfer
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it to the RQ using the channel. In this phase, intermediaries can create the token transaction on the
different blockchain using his another account(i.e., address). The RQ know that a link information
between the first token 7x; and the last token tx,_;. However, the third party user cannot trace the
transaction link information between them. Although the attacker finds the intermediary in the control
channel by comparing HTLC outputs, without knowing the number of the intermediary and the kind
of the used blockchain, he can not find the link between the first token fx; and the last token fx,,_;.
Moreover, if he finds the link information among them, without knowledge of the hash value H(R;)’s
pre-image, he cannot access to the RO’data.

4.3 Integrity and confidentiality of the content of records

In our system, users store their data to the cloud storage. Data in the cloud server are encrypted by their
public key to protect their privacy from the malicious cloud server administrator. When the RO uploads
his data onto the cloud server, he creates a record transaction that contains a hash value of data. It is
like a timestamp of the data. The RQ can verify the validity of the data when he gets it. If a malicious
cloud server administrator wants to change some data in the cloud server for the wrong purpose, he must
change a corresponding record transaction in the blockchain and the block header that containing the
record transaction. However, it will be hard, because of an immutability of the blockchain. Moreover, a
confidentiality of the content of records is can be guaranteed by a proof of the scheme in [10].

5 Conclusion

A typical public blockchain has a maximum throughput and does not provide privacy of users. In this
paper, to overcome this problem, we propose a payment channel based personal data management sys-
tem. To reduce the burden of the blockchain network, we use a payment channel scheme proposed in the
Bitcoin payment system. Moreover, to protect the privacy of user we use a hashed timelock contract as a
proof of knowledge of the relationship between the RO’s token and the RQ’s token. Due to the features
of a blockchain technology, we can make the data owner controls who can access their data in the cloud
server without participant of the fully trusted third party.
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