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Abstract

The paper considers a new design methodology for organization of reliable and secure data trans-
fer environment in cyber-physical systems, which contain microcontroller-based devices. The key
idea of the design methodology is in providing of most rational solution to improve the data trans-
fer environment according to functional and non-functional requirements and limitations to security
and reliability. This solution will became trusted only after verification process checking its correct-
ness and compatibility. If a cyber-physical system is dynamic and contains various mobile devices,
the design process of such system will determine additional requirements and limitations to its data
transfer environment. The application of the design methodology is presented for 12C network of
Arduino-based devices that are used for interaction with external event sources in the Integrated
Cyber-Physical Security System.

Keywords: Cyber-Physical Systems Security, Data Transfer Environment, Design Methodology,
Microcontroller-based Devices

1 Introduction

Each cyber-physical system represents complex structure which contains a lot of various elements [6]].
Cyber-physical systems can be distributed, decentralized and / or self-organized, and also can contain
a variety of connected and disconnected mobile devices. As a consequence, there are many different
techniques for development of such systems. Some of them are focused on software, some on hardware,
and some on highly specialized applications (cars, railway transport, robotics, etc.). The main challenge
of such design methods is that usually the security of a resulted system is not one of their goals [9]. When
one tries to design a trusted, secure and reliable data transfer environment in cyber-physical systems, the
task becomes even more complicated. One of the available solutions is the Trusted Platform Module
(TPM), but sometimes it cannot be used. For example, a cyber-physical system may contain devices, and
their hardware part cannot be changed, or the requirements to develop the system contain demands that
will allow to use only cheap and energy efficient devices with low computing power.

This paper presents a solution based on a tradeoff between resources and protection a new design
methodology which is aimed to provide a reliable and secure data transfer environment in cyber-physical
systems that contain devices based on microcontrollers. The presented solution is a continuation of
previous investigations devoted to the development of a methodology for data transfer environment de-
sign [6]],[9],[10]]. The key idea of this methodology is to suggest the most rational solution for improving
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the data transfer environment in accordance with functional and non-functional requirements for security
and reliability. This solution will be considered as a trusted only after the verification process, which will
verify its correctness and feasibility. The example of the proposed design methodology is based on the
Arduino platform network which uses the 12C protocol for communication. This example represents
the part of an integrated cyber-physical security system operating with external sources of events. The
remaining sections of the paper contain the analysis of advantages and disadvantages of the proposed
methodology, as well as the scope of its application. In addition, possible directions for further research
are presented.

2 Related Work

The most common way to verify the data transfer environment for compliance with specified require-
ments for reliability and security is to verify the protocols and the algorithms for data transfer. Var-
ious tools have been developed to verify data transfer environments. The most widely used tools are
ProVerif 3], Tamarin Prover [4] and AKiSs [8]. These automatic verifiers are aimed at working with the
cryptographic primitives of various protocols and data transfer environments, but they also have limita-
tions when working with strong properties of authentication algorithms and resource-intensive solutions.
Verification approaches can be divided into two groups: (1) verification of the model and (2) verification
of the prototype of the analyzed object. In turn, models can be divided into analytical and simulation
ones. Verification of the analytical models is aimed at checking the composition of elements and their
compliance with requirements. Verification of the simulation model is aimed at testing the interaction
of the composition of elements, which allows one to verify the model for correctness and prevent the
formation of incompatible solutions.

The results of the verification process of the data transfer environment can be used later to determine
the level of trust to it. The level of trust is the degree of conformity of the security and reliability
of the generated solution with the reference solution. Algorithms for calculating the level of trust are
applicable in various areas, for example for security analysis of Internet of things [13]], fraud transactions
prevention [11] or securing the mobile communication network of VANET vehicles [12]. It is obvious
that the security and reliability of the analyzed solution will be less if compare with the reference one.
Comparative analysis can be made based on various aspects of reliability and security, allowing one
to obtain a relative rating for each of them. Based on the relative ratings, an integral assessment is
calculated, which determines the level of trust of the data transfer environment. At the same time, the
trust levels are usually associated with a model of the attacker against which it is necessary to protect the
developed communication environment.

Thus, different solutions can be used to verify the data transfer environments and calculate the level
of trust to them. That is why one of the most important tasks in improving our design methodology
was the integration of effective algorithms of verification and determining the level of trust. At the same
time, these algorithms should be able to process the models of the data transfer environment used by our
design methodology.

3 General Approach

The workflow of our improved methodology for development of the secure data transfer environment can
be divided into two main stages: (1 the formation of the data transfer environment models and (2) the
verification of models (see Figure [T)). The stage of model formation consists of three main steps, the
main task of these steps is to transform the representation of the analyzed data transfer environment into
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the developed model, to compare its functionality with the specified requirements and limitations, and to
change the model in accordance with the results of the comparison.
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Figure 1: The improved methodology for designing a secure data transfer environment

Step 1. Converting the requirements and the specified limitations for the data transfer environment
into a formalized form based on functional and non-functional requirements and limitations. As a rule,
the functional requirements and limitations are converted into ones for the availability of the data transfer
environment or specific capabilities, for example, dynamic addressing of system devices. Non-functional
requirements and limitations include ones related, for example, to the computational complexity of the
final solution.

Step 2. Analysis of the involved data transfer protocols and their algorithms, logical interfaces and
rule sets. Carrying out such an analysis is necessary to identify the functional capabilities of the data
transfer environment and the conditions necessary for its full operation. The obtained data allows one to
form the model of the initial state of the data transfer environment. After it the comparison of the results
of step 1 (what do we want?) and step 2 (what do we have?) will allow one to formulate the query to the
expert knowledge base on step 3 (what can we add?).

Step 3. Usage of the expert knowledge related to the existing protocols and their algorithms, logical
interfaces and rule sets for their subsequent application in the data transfer environment in order to
ensure the proper level of reliability and security. Expert knowledge is specified in the relevant database
and represents the description of the blocks the elements of the model, each of which can be used as a
replacement or addition to other blocks. An example of such blocks is given in the next section of the
paper. As aresult of this step, the introduction of new blocks into the model of the initial state of the data
transfer environment will form a new model of the data transfer environment. In this case, the new model
of the data transfer environment will fully satisfy the requirements formulated in step 1, and therefore
will be transferred to the verification phase. However, if the process of forming a new model of the data
transfer environment is impossible, the methodology will return to the step 1 to update the requirements.

At the verification stage, verification of feasibility and correctness is carried out, as well as an assess-
ment of the trustworthiness of the two models of the data transfer environment: analytical and simulation.
The analytical model represents the composition of elements and nesting (hierarchy) of the individual
elements of the data transfer environment, which allows one to check individual elements in the verifica-
tion process and to remove incompatible solutions. However, the analytical model does not allow one to
describe the dynamic links between the elements of the model and the sequence of their interaction in the
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process of functioning. Therefore, in order to verify that the model preserves functionality and verify its
compliance with non-functional requirements and limitations in the interaction of elements, the analyti-
cal model of the data transfer environment is to be transformed into a simulation model. In the framework
of our design methodology, the analytical model of the data transfer environment is transformed into a
simulation model based on the ASLan ++ language [14].

As the level of trust here we understand the degree of conformity of security and reliability of the
generated models with the reference solution based on crypto processors (TPM). The degree of confor-
mity with the reference solution is determined by the models of the attacker and threats [5]. Obviously,
the security and reliability of the solution, based on the design methodology, will usually be less than the
reference solution. At the same time, it will be sufficient to meet the requirements and more rational from
the point of view of the imposed limitations. The comparison is made on various aspects of reliability and
security, allowing one to obtain a relative rating for each of them. For the data transfer environment, the
following aspects are taken into account: the resistance of the algorithms of authentication, encryption
and pseudo-random number generation Later on, based on the relative assessments for each of them, the
integral assessment is calculated, which determines the degree to which the model of the data transfer
environment corresponds to the reference solution.

Note that if, as a result of the verification process, it is discovered that the model obtained at the stage
of formation is not correct or not realizable, an assessment of the level of trust will not be carried out.
Instead, the methodology will move to the stage of model formation to make the necessary changes to
the model of the data transfer environment and the subsequent verification process.

4 Experiments

For the experimental verification of the developed design methodology, a network of devices of the
Arduino platform, based on the I12C protocol, was realized. These devices are used for the interaction
of a complex system of cyber-physical security with external sources of events [7]].In accordance with
the requirement for the data transfer environment, the functional and non-functional requirements and
limitations were formulated on the first step of the first stage of the design methodology.

Step 1. Functional requirements: reliable transfer of messages up to 160 bytes in size; encryption of
transmitted data; mutual authentication of connected devices. Non-functional requirements: minimiza-
tion of computational complexity; allowable payload volume is not less than 70 % of the data packet; the
amount of data stored is no more than 25 % of the available memory of the device.

Step 2. The connection at the hardware level is supported by a two-wire TWI interface [1]], which
provides reliable transfer of 1 byte of information on the physical layer of the communication protocol.
In addition, for Arduino platform microcontrollers, there is a freely available Wire.h library [2], which
provides reliable transfer of 32 bytes of information on the link layer of the communication protocol. By
default, the addressing of slaves in the I2C network is static - the device address is set in its firmware
(permissible address range belongs to the interval [8; 127]).

Step 3. The basic version of the I2C protocol needs to be expanded by dynamically addressing slave
devices, enabling reliable transfer of unlimited-sized messages, device authentication, and encryption of
transmitted data. In addition, the initialization algorithm needs improvement.

Data collected as a result of the second step of the design phase allowed one to form an analytical
model of the initial state of the data transfer environment (see Figure [2).

The analyzed data transfer environment provides ability in the I2C network the following function-
ality: to configure the initial configuration of devices depending on the role of the device; to set and
determine the role of devices; to generate packets for data transfer; to specify the response of slave de-
vices to the requests of the master device, depending on the role of the device, to the I12C bus and to
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read data from it; and also to work with several master devices within the same data bus. Functional
requirements and non-functional limitations are follows: to build a environment for transmitting data of
the physical layer for working with the SDA data line and the SCL clock line.
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i2c protocol n—
_bn
= n
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Figure 2: Analytical model of the initial state of the data transfer environment

In the future, based on the information about the requirements and limitations provided in step 1,
the analytical model was added to form the analytical model of a reliable and secure data transfer envi-
ronment in step 3 (see Figure [3). As a result of the analysis of functional requirements, the technique
concluded that the basic version of the I2C protocol needs to be expanded by dynamically addressing
slave devices, enabling reliable transfer of messages of unlimited size (basic I2C does not transmit mes-
sages larger than 32 bytes), device authentication and encryption of transmitted data, as well as improving
the initialization algorithm. At the same time, the solutions used should correspond to non-functional
limitations related to the computational complexity of the final solution, the minimum allowable payload
volume, and the maximum allowable amount of stored data.

Expansion of the set of algorithms of the data transfer protocol will entail changes in the properties
of the data transfer environment. The provided functionality of the data transfer environment in the 12C
network is as follows: to configure the initial configuration of devices depending on the role of the device;
to set and determine the role of devices; to form packets for data transfer; to specify the response of slave
devices to the requests of the master device, depending on the role of the device; to write data to the [2C
bus and read data from it; to dynamically address slave devices; to transmit messages of unlimited size;
to organize mutual authentication of devices; to provide encryption of transmitted data; and also to work
with several master devices within the same data bus. At the same time, functional and non-functional
requirements and limitations remained the same: to build the environment of data transfer of the physical
layer for working with the SDA data line and the SCL clock line.

The new analytical model and the simulation model obtained on its basis pass to the second stage of
the design methodology the stage of verification of models of the data transfer environment. At the same
time, verification of the analytical model allows to reveal the vulnerabilities of the developed system in
relation to the certain models of violators and specific attacks. For example, verification allows one to de-
tect and repair shortcomings that allow an attacker to attack based on sending incorrect network packets
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and buffer overflow, cryptographic analysis of encrypted messages, impact on the authentication system,
attacks on the update system. The verification of the simulation model allows one to identify vulnerabili-
ties and errors, as well as determine the resistance to attacks on channels of device interaction, including
attacks on resource depletion and load overload through channels. For example, verification can detect
and eliminate shortcomings that allow an attacker to listen to communication channels, intercept, modify

and forge transmitted data, as well as denial of service attacks.
_’
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Figure 3: Analytical model of reliable and secure data transfer environment
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Thus, through verification of the analytical and simulation models, the correctness and realizability
of the solutions were provided, and their reliability and security with respect to the attacker of the ap-
propriate level are guaranteed. This means that as a result of the methodology implementation, the data
transfer environment was designed that is trusted with respect to this level of attacker.

5 Discussion

Expanding the developed methodology for designing the secure data transfer environment by applying
approaches to verification and determining the level of trust has made it possible to improve the quality
of the solution. Verification algorithms work with the analytical model to check the composition of ele-
ments and nesting (hierarchy) of individual elements of the data transfer environment, while verification
algorithms when working with the simulation model check the sequence of execution of the algorithms,
change their parameters and dependencies between them. This is necessary to detect and eliminate in-
compatible or unsafe solutions, as well as to take into account the influence of emergent properties on the
correspondence of the data transfer environment to non-functional requirements and limitations, which
allows us to further assess the overall level of trust in the designed data environment.

It is important to note that the main task of the design methodology has remained the same: to
provide developers with an automated tool for designing a secure data transfer environment in cyber-
physical systems, without involving security experts. Note that the methodology is not aimed to fully
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replace expert opinions. Typically, an expert in the security of cyber-physical systems containing micro-
controllers, knowing about existing best and highly specialized solutions, will be able to form alternatives
at a qualitatively higher level. On the other hand, this approach can be useful to the expert as a tool for
automating some of routine tasks, as well as the source of decisions that are different from his (her)
subjective preferences.

6 Conclusion and Future Work

This paper demonstrates the improvement of the previously developed design methodology of a secure
data transfer environment in systems containing devices based on microcontrollers [6]],[9],[[10]. This
improvement is based on the addition of a new phase of the methodology the verification phase of the
data transfer environment for compliance with the requirements for reliability and security. Also this
new phase will allow one to calculate the level of trust of the analyzed data transfer environment.

Experimental verification of the proposed design methodology was carried out to develop a secure
data transfer environment for the devices based on the Arduino platform that use the 12C protocol for
communication. Also it is shown that this methodology also can be applied for development of the data
transfer environment for mobile cyber-physical devices.

In the further investigation, it is planned to perform experiments to apply a new version of the design
methodology to the various use cases and to improve the analytical and simulation models of data transfer
environments. It is also planned to expand the already existing expert knowledge base and analyze and
classify the impact of emergent properties on functional capabilities and non-functional limitations.
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