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Abstract

This paper suggests a context-based secure handover mechanism for the frequent handover problem
of satellite access nodes due to its high-speed motion in Space-Ground-Integrated Network. This
approach applies Private Key Generator (PKG) in identity-based cryptography for key management
and distribution to evade the transport, verification, storage, and other overheads of certificates in
Public Key Infrastructure(PKI), and its context mechanism transmits the authentication information
and session key of the specific mobile node in advance to the next satellite access node, thereby
avoiding the delay and communication interrupt due to recertification during a handover, optimizing
the handover efficiency, and guaranteeing the session continuity.
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1 Introduction

As the constantly developing demands for national security, Aeronautics and Astronautics, emergency
rescue, etc. In recent years, the Space-Ground-Integrated Network is highly concerned as one of the
significant coping technologies[15]].

Space-Ground-Integrated Network is based on the terrestrial network and supplemented by the space
network, covering natural spaces like oceans, lands, air, and space[20].They are the infrastructures that
may provide various users’ activities with information assurance[8]]. The construction of global Space-
Ground-Integrated Network offers comprehensive support for air-sea-land communication, weather fore-
casting, resource prospection, emergency rescue, etc. Moreover, Space-Ground-Integrated Network may
contribute to the rapid development of regional information industries. Space-Ground-Integrated Net-
work centers on the multiple terrestrial network nodes to expedite the emergence of innovative technolo-
gies based on the regional industry-university-research cooperative innovation and drive the development
of the industries related to the Space-Ground-Integrated Network, including internet, future network, mo-
bile communication network, big data, internet of things, information service, and Artificial Intelligence
(AD) [9].

The handover technique may be one of the key techniques for the Space-Ground-Integrated Net-
work; particularly in the case of Low Earth Orbit (LEO) satellite networks[12]. LEO satellites’ fast
velocity relative to the earth due to their lower orbit altitude contributes to frequent satellite handovers;
in this case, a secure handover mechanism can be particularly important for guaranteeing users’ session
continuity and optimizing the delay and packet loss during handovers.This paper has investigated the
handover strategy in the mobility management mechanism to propose a context-based secure handover
mechanism for Space-Ground-Integrated Network.This study is by the vision of offering inspiration for
construction of space-integrated-ground network and expediting the development of the specific field.

The remainder of the paper is structured as follows. Section 2 introduces some knowledge of satellite
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communication system which is an important part of space-integrated-ground network. Section 3 is an
introduction to some related works on handover technology in recent years. From Section 4 to Section
5, the paper proposes a context-based secure handover mechanism and analyzes its performance. Fi-
nally,we conclude the whole paper in Section 6.

2 Satellite Communications

The Space-Ground-Integrated Network relies on the terrestrial network and are expanded by the space-
based network, they apply unified architecture, technological regime, and standard specification and are
interconnected by the space-based network, ground network, and mobile communication network [17].
The space-based network consists of several communication satellites as a supplementary composition
for the ground communication network. Being unconstrained by geography and time, the satellite com-
munication network is capable of realizing global communications at any given time, which may partly
be the reason of satellite communication technology is becoming a crucial component for the Space-
Ground-Integrated Network.

According to the orbit altitudes, communication satellites can be divided into the Geosynchronous
Earth Orbit (GEO), the Medium Earth Orbit (MEQ), and LEO [16]]. GEO is located above the equator by
35800km and may not realize real-time communication and Quality of Service (Qos) for its prolonged
delay of signal transmission, link attenuation, and large antenna dimension[[10]; MEO is located between
5000 and 215000km, its broadband services may not satisfy the requirements likewise despite the trans-
mission delay is superior to GEO significantly[3]]; and LEO is located between 500 and 2000km, the
transmission delay of the satellite-earth path is merely between 1/50 and 1/7 of the GEO ’s. Besides,
based on the constellation platform consisting of multiple inter-satellite links, the LEO satellite network
solves the low elevation communication problems in polar regions. The LEO satellite network is char-
acterized by global seamless coverage, short transmission delay, low power consumption, and strong
invulnerability and is considered to be superior to GEO and MEOQ in real-time and interactive broadband
services, it has significant advantages for the future development of Space-Ground-Integrated Network
[2]. To meet the increasing demands for communication of the Space-Ground-Integrated Network, re-
placing GEO by LEO to be the satellite access node to carry the communication system has become an
inexorable tendency.

The LEO constellation may realize a convenient access channel for the Space-Ground-Integrated
Network for its short time delay, strong signal, low cost, achievability for mass production, and other
features. On the other hand, the high velocity of LEO satellites relative to the ground due to their lower
orbit altitude and the limited coverage of a single satellite lead to a situation that the satellite that pro-
vides services to a specific user in the current moment may not continue its work for the given user in
the next moment. Thus, to maintain the communication continuity, ground terminals may have to han-
dover among various satellites frequently, thereby making mobile handover management an important
and urgent problem in satellite networks.

3 Related Works

Handover indicates a mobile terminal or user enters from the coverage area by a network access point
into the coverage area by another point in the communication process, where a specific handover mecha-
nism is required for ensuring the communication’s continuity. The handover technique is one of the key
elements to guarantee QoS.

In the case of satellite handover, Chowdhury et al. [2]] have analyzed multiple handover management
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solutions in satellite networks and have given a detailed classification for satellite handover modes. In
light of the summary of handover schemes in Chowdhury’s article, Ding et al. [4] designed a threshold-
based spot-beam LEO satellite network handover solution. Duan et al. [S]] suggested a location-based
inter- satellite minimum-delay handover scheme, which fully utilizes the characteristics of satellite con-
stellations to choose the “nearest” satellite as the access point during a handover based on the two users’
locations, thereby decreasing the delay and complexity of the handover notably. In a graph-based satel-
lite handover framework, Wu et al. [18]] used a simplified turbulence model to forecast the visibility
of the future satellites and draw the future handover graph; in this case, users may choose the shortest
pathway for handover according to the handover graph, increasing the handover efficiency. To improve
the overall performance for the frequent handovers of satellite nodes, some studies[[19] have introduced
the software defined networking technique in satellite networks. Despite these solutions have optimized
the handover efficiency from various perspectives, they are not easily to be implemented in the actual
satellite networks where the resource capabilities are unbalanced, the link delay is prolonged, and the
networks are highly dynamic. Otherwise, some of these schemes consider no security requirements
during the handover process.

4 Context-Based Secure Handover Mechanism

4.1 System Model

The Space-Ground-Integrated Network is available for various access modes. This paper focuses on the
handover solution of the mobile ground node accesses to the communication via the LEO constellation.
For this architectural pattern, satellites allow users to access and are capable of processing the users’
communications. User terminals and the targeted satellites build secure communication links by means
of mutual authentication and key agreement, thus the satellite handover involves only the matters be-
tween the users and the satellites.

The handover process may concern the following entities: Mobile Node (MN), Previous Access
Router (PAR), and New Access Router (NAR). The distribution and interrelation of all entities in the
network structure refer to Figure [I| below. While the satellites are moving at speed, the ground MN is
quasi-stationary. In this case, most handovers occur for the rapid transition of satellite coverage due to
the high-speed LEO satellites. Each satellite is responsible for a certain communication region; as it
moves, the specific communication region changes. As shown in Figure|l, MN accessed to the network
for communication via PAR, whereas considering the condition that the satellites are moving at high
speed, MN’s data flow must be shifted from PAR to NAR to ensure the session continuity when the
specific MN enters at the overlap between PAR’s and NAR’s communication regions and is separating
from the coverage area of PAR.
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Figure 1: Network Architecture during a Handover

4.2 Handover Solution

The speed of satellites relative to the Earth is fast and the coverage of a satellite is limited, users have
to experience inter- satellite handovers during a communication. However, when a user is switching
to another satellite, it involves the selection of the targeted satellite, the transmission of the valid user
identity authentication, and the communications continuity, security, and other issues during the satellite
handover process.

As for communications continuity, the solution is suggested as a handover scheme based on the Con-
text Transfer Protocol (CTP)[11]. Before MN comes to a given event (i.e., a handover), the scheme may
transfer the necessary context information in advance to better support the node’s mobility. CTP may
reduce packet loss and shorten delay, while applying CTP in the handover process may contribute to the
communications continuity and handover efficiency.

Science and technology are advancing, and security issues are getting more and more attention[7,|14].
From the security dimension, the solution is based on Identity-Based Cryptography(IBC)[13} [1]] and
adopts PKG as the Trusted Third Party (TTP) to generate entities and manage the private key in the sys-
tem.

4.2.1 Initialization

To apply identity-based cryptography in the solution, it shall first initialize the corresponding cryptogra-
phy parameters prior to the deployment of all network nodes. The initialization includes global parameter
generating, and private key generating. The global parameter generating stage indicates the general PKG
generating and disclosing Global Parameter params according to the given security parameters. The pri-
vate key generating stage is aimed at the entities in the system, the PKG calculate the private key and
transmit it to the given entity securely. These entities store their private keys secretly for future encryp-
tion or signature process. Eventually, each network node receives the global system parameter and its
key pair.

Bilinear pairing can be an important tool for the PKG cryptography to realize a series of security
protocol algorithms, such as encryption, signature, and signature verification. Suppose G is the additive
cyclic group generated by Generator P, where its order is p; and G, has a multiplicative cyclic group,
whose order is p likewise, where p is a prime number. The alleged bilinear pairing indicates Mapping
e : G1 X G — G, with the following 3 features:

1) Bilinearity: For any a,b € Z,, and P,Q € G, there is e(aP,bQ) = e(P,Q).

4
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2) Non-Degeneracy: P,Q € G is existing to make e(P,Q) # lg,, where 1g, is the identity ele-
ment of G,.

3) Calculability: For all P,Q € G}, there are operative algorithms to calculate e(P, Q).

In satellite communication networks, a mobile node must be approved by any satellite access point
to acquire the network services. Suppose the current satellite is PAR and the next satellite after the han-
dover is NAR. The session key negotiation process of MN and PAR can be specified as below:

MN chooses a € Z, randomly and calculates aP. Where P is the public generator in Additive Group
G1, p is the order of the group and a prime number. Secretly, MN stores a and sends aP to PAR. Like-
wise, PAR chooses a € Z,randomly, calculates bP, and sends it to MN. In this case, PAR may calculate
Session Key SKj via bilinear mapping using aP, PAR’s Private Key SK),,-, MN’s Public Key PK,,,, and
PKG’s public key, and MN may adopt the same approach to calculate Session Key SKy based on bP,
MN’s Private Key SK,,, PAR’s Public Key PK),,,, and PKG’s public key.

4.2.2 Handover Process

The handover process can mainly be divided into 2 stages: the pre-authentication stage for transferring
the context information and the handover stage where a handover is triggered by MN entering the Cov-
erage of NAR. Supposing that MN and PAR have completed the mutual authentication and agreed on
Session Key SKj in the access stage. The general handover process is shown in Figure [2]

MN PAR NAR
Pre- ——CTD—>
Aduthentication L
Phase Pre-Authentication|request
Forward <«—CTDR
response Pre-Authentication
¢——CTN response
Trjgger
handover
Handover [ CTAR—————¥
Phase

Figure 2: Context-Based Secure Handover Process

(1) Pre-Authentication Phase

The operation of satellite constellation follows their orbital positions and ephemerides rigidly. When
MN remains in the coverage of PAR, PAR may calculate the time T for MN to start its handover and the
next satellite NAR based on the predictable satellite trail.
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a)

b)

c)

d)

At T — T, PAR packages the context information of the current MN to be Context Transfer Data
(CTD) message and send it to NAR; where 7;, is the preset handover threshold. The CTD message
includes MN’s Identity /Dy, Authentication Algorithm Applied AA, Expected Handover Time
T, and Handover Session Key SK; produced by SKj via a random generation function to encrypt
the communication between MN and NAR,

SK, = PRF (SKo,R) .1

where PRF is the pseudo-random generation function, R is the random number.
In addition, CTD contains the signature generated using PAR’s Private Key SK,,-. The message
format from MN to NAR is shown below:

CTD = {{IDMN,AA, T, SK1}| ’SignpAR{IDMN,AA, T, SKl }} (42)

Once NAR receives the CTD message, it may apply PAR’s public key for authentication. The
message may be decapsulated if the authentication approves, NAR acquire the information and
reserve the corresponding communications resources for MN at a specific time or execute other
procedures. Afterwards, ANR sends Context Transfer Data Replay (CTDR) to PAR. Similarly, the
CTDR message requires the signature by NAR’s private key.

Likewise, PAR receives the CTDR message, verifies it with NAR’s public key, and sends Context
Transfer Notification (CTN) to MN if the authentication approves. The CTN message contains
the identity of NAR Node, Session Key SKj, the signature generated, etc. In turn, MN receives
CTN and conducts authentication, the information will be preserved if the authentication approves.

During the whole message passing process, the messages are encrypted with specific encryption
keys. Specifically, MN and PAR use Session Key SKj for encryption and authentication, whereas
Session Key SK; may be applicable between MN and NAR, and PAR and NAR apply the default
encryption modes between satellites.

(2) Handover Phase

The studies concerning satellite handover selection and handover time are mainly based on the pre-
dictability of satellite trails and Received Signal Strength (RSS). In the case of Iridium, the covering
time of a single satellite for a given site on Earth is between 8 and 11 minutes routinely, accordingly
it may forecast the new satellite to be switched according to the ephemeris that the satellite system
follows|6]].

a)

When MN is located in the overlap of PAR’s and NAR’s communication coverage regions, the
handover process is imminent due to any reason, such as the current satellite access point’s signal
is weakening. PAR has notified MN about the next satellite (i.e., NAR) in the CTN message, MN,
thus, may send Context Transfer Activate Request (CTAR) to NAR directly. CTAR contains the
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b)

identities of MN, PAR, and NAR, Current Timestamp Ty, etc. The CTAR message may be en-
crypted and verified with Session Key SKj.

Once NAR Node receives the CTAR message, it verifies

‘TNUW - TMN| S At (43)

where, Ty, is the current timestamp, and At is the system threshold. If the authentication ap-
proves, NAR search the corresponding context information, acquires Session Key SKj, and de-
crypts and verifies the CTAR message, followed by activating the session connection and complet-
ing the entire handover process.

5 Results and Analyses

This paper’s security is generally based on identity-based cryptography, and PKG as TTP for generating
and encryption key management for the system. Moreover, the solution is capable of defense known
attack means to guarantee the security requirements during handover.

ey

2

The access authentication premises the accomplishment of the mutual authentication between MN
and PAR. Thus, a mobile node has yet not accomplished the mutual authentication with a satellite
access point may not enter the pre-authentication phase. The request and response messages for
pre-authentication must be signed with PAR’s and NAR’s private keys, other entities may not fab-
ricate a message without the private key.

The security of the message delivery of MN, PAR, and NAR is guaranteed by the session keys. The
session key between MN and NAR is derived by Random Function PREF, the unidirectionality of
PRF guarantees the subsequent nodes may not acquire the previous session keys. And the random
numbers added in the session keys also refrain PAR from deducing the subsequent session keys
with its session key.

From the performance dimension, this paper applies CTP to transmit the authentication information
in advance to improve handover efficiency. Generally, it requires 4 transmissions of context informa-
tion to accomplish a handover. In the following part, we shall analyze the improvement of the proposed
Context-Based Secure Handover (CBSH) relative to a Basic Handover (BH) that does not apply the
context mechanism from the handover delay and the throughput perspectives. In this case, it uses the
OPNET network simulation tool to simulate typical LEO satellites. Table[T|shows the parameters of the
satellite constellation.

Table 1: Parameters of the satellite constellation

Constellation parameter LEO
Inclination(®) 86
Altitude(km) 780

Number of planes 66
Number of satellites per plane 11
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First, we have analyzed the impact of the processing time of the ground terminal node’ cryptographic
algorithm on the handover delay and analyzed the variation of the handover delay by increasing the mo-
bile node’s processing time. The result after multiple simulations is shown in Figure[3|below. As we can
observe from the figure that the context-based secure handover mechanism may shorten the handover
delay significantly, and the handover delay differences between the two solutions are becoming even
more obvious as the mobile node’s decreasing processing capacity. In this case, the context mechanism
conducts the access authentication in advance and the context passing process evades the delay due to
the re-authentication cryptographic operation during a handover.
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Figure 3: Handover Delay

The throughput means during a handover are shown in Figure | below. As we can see, the through-
puts of both solutions come to a reduction when a handover occurs and increase progressively to a similar
value. The context-based handover scheme has a more moderate throughput decline, which indicates it
may realize a lower packet loss rate and offer preferable network QoS.
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Figure 4: Throughput during a Handover
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6 Conclusion

This paper centers on the handover problem in the mobile management for Space-Ground-Integrated
Network to exploit the predictable satellite orbits to suggest a context-based secure handover mechanism,
which is characterized by transferring the necessary context information in advance. It conducts key
management and distribution based on identity-based cryptography to avoid the various overheads in
the certificates in PKI, such as transport, verification, and storage. Furthermore, this paper transfers the
authentication information and the session key of the mobile node earlier to the next satellite access point
based on the context mechanism to evade the authentication delay and communication interrupt that are
likely to occur in handovers to optimize the handover efficiency and guarantee the session continuity.
Finally, the study verifies the mechanism’s reliability via a security analysis and a performance analysis.
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